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§ ULUSLARARASI DUZENLEMELER

OECD OZEL YASAMIN KORUNMASI VE KiSiSEL VERILERIN
SINIROTESI AKISINA ILISKiN REHBER iLKELER (1980)

Diizenlemenin orgjinal ismi: OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data
/ Recommendation Of The Council Concerning Guidelines Governing The Protection Of Prwacy And Transborder Flows Of
Personal Data (23 September 1950)

Not: Metin, 2013 yilinda OECD tarafindan yapilan giincellemeyi igermektedir.

Tam metin igcin

http:/ [ www.oecd.org/ sti/ iecononsy [ oecdguidelinesontheprotectionofprivacyandsransborderflowsofpersonaldata.bin (Son erisin
taribi: 17.03.2016)

Preface

The development of automatic data processing, which enables vast quantities of data to be transmitted within
seconds across national frontiers, and indeed across continents, has made it necessary to consider privacy
protection in relation to personal data. Privacy protection laws have been introduced, or will be introduced
shortly, in approximately one half of OECD Member countries (Austria, Canada, Denmark, France, Germany,
Luxembourg, Norway, Sweden and the United States have passed legislation. Belgium, Iceland, the
Netherlands, Spain and Switzerland have prepared draft bills) to prevent what are considered to be violations
of fundamental human rights, such as the unlawful storage of personal data, the storage of inaccurate personal

data, or the abuse or unauthorised disclosure of such data.

On the other hand, there is a danger that disparities in national legislations could hamper the free flow of
personal data across frontiers; these flows have greatly increased in recent years and are bound to grow further
with the widespread introduction of new computer and communications technology. Restrictions on these

flows could cause serious disruption in important sectors of the economy, such as banking and insurance.

For this reason, OECD Member countries considered it necessary to develop Guidelines which would help to
harmonise national privacy legislation and, while upholding such human rights, would at the same time prevent
interruptions in international flows of data. They represent a consensus on basic principles which can be built

into existing national legislation, or serve as a basis for legislation in those countries which do not yet have it.

The Guidelines, in the form of a Recommendation by the Council of the OECD, were developed by a group
of government experts under the chairmanship of The Hon. Mr. Justice M.D. Kirby, Chairman of the
Australian Law Reform Commission. The Recommendation was adopted and became applicable on 23
September 1980.


http://www.oecd.org/sti/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm

The Guidelines are accompanied by an Explanatory Memorandum intended to provide information on the

discussion and reasoning undetrlining their formulation.

OECD Council Recommendation

RECOMMENDATION OF THE COUNCIL CONCERNING GUIDELINES GOVERNING THE
PROTECTION OF PRIVACY AND TRANSBORDER FLOWS OF PERSONAL DATA (23 September
1980)

THE COUNCIL,

Having regard to articles 1(c), 3(a) and 5(b) of the Convention on the Organisation for Economic Co-operation
and Development of 14th December, 1960;

RECOGNISING:

e that, although national laws and policies may differ, Member countries have a common interest in
protecting privacy and individual liberties, and in reconciling fundamental but competing values such

as privacy and the free flow of information;

e that automatic processing and transborder flows of personal data create new forms of relationships

among countries and require the development of compatible rules and practices;
e that transborder flows of personal data contribute to economic and social development;

e that domestic legislation concerning privacy protection and transborder flows of personal data may

hindet such transborder flows;

Determined to advance the free flow of information between Member countries and to avoid the creation of

unjustified obstacles to the development of economic and social relations among Member counttries;
RECOMMENDS:

e that Member countries take into account in their domestic legislation the principles concerning the
protection of privacy and individual liberties set forth in the Guidelines contained in the Annex to this

Recommendation which is an integral part thereof;

e that Member countries endeavour to remove or avoid creating, in the name of privacy protection,

unjustified obstacles to transborder flows of personal data;
e that Member countries co-operate in the implementation of the Guidelines set forth in the Annex;

e that Member countries agree as soon as possible on specific procedures of consultation and co-

operation for the application of these Guidelines.

GUIDELINES GOVERNING THE PROTECTION OF PRIVACY AND
TRANSBORDER FLOWS OF PERSONAL DATA

Annex to the Recommendation of the Council of 23rd September 1980



PART ONE.
GENERAL DEFINITIONS

1. For the purposes of these Guidelines:

a) "data controller" means a party who, according to domestic law, is competent to decide about the contents
and use of personal data regardless of whether or not such data are collected, stored, processed or disseminated

by that party or by an agent on its behalf;

b) "personal data" means any information relating to an identified or identifiable individual (data subject);

¢) "transborder flows of personal data" means movements of personal data across national borders.
Scope of the Guidelines

2. These Guidelines apply to personal data, whether in the public or private sectors, which, because of the
manner in which they are processed, or because of their nature or the context in which they are used, pose a

danger to privacy and individual liberties.
3. These Guidelines should not be interpreted as preventing:

e a) the application, to different categories of personal data, of different protective measures depending

upon their nature and the context in which they are collected, stored, processed or disseminated;

e D) the exclusion from the application of the Guidelines of personal data which obviously do not contain

any risk to privacy and individual liberties; or
e ) the application of the Guidelines only to automatic processing of personal data.

4. Exceptions to the Principles contained in Parts Two and Three of these Guidelines, including those relating

to national sovereignty, national security and public policy ("otrdre public"), should be:
e 2)as few as possible, and
e b) made known to the public.

5. In the particular case of Federal countries the observance of these Guidelines may be affected by the division

of powers in the Federation.

6. These Guidelines should be regarded as minimum standards which are capable of being supplemented by

additional measures for the protection of privacy and individual liberties.

PART TWO.
BASIC PRINCIPLES OF NATIONAL APPLICATION

Collection Limitation Principle

7. There should be limits to the collection of personal data and any such data should be obtained by lawful and

fair means and, where appropriate, with the knowledge or consent of the data subject.
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Data Quality Principle

8. Personal data should be relevant to the purposes for which they are to be used, and, to the extent necessary

for those purposes, should be accurate, complete and kept up-to-date.
Purpose Specification Principle

9. The purposes for which personal data are collected should be specified not later than at the time of data
collection and the subsequent use limited to the fulfilment of those purposes or such others as are not

incompatible with those purposes and as are specified on each occasion of change of purpose.
Use Limitation Principle

10. Personal data should not be disclosed, made available or otherwise used for purposes other than those

specified in accordance with Paragraph 9 except:
e 2) with the consent of the data subject; or
e D) by the authority of law.
Security Safeguards Principle

11. Personal data should be protected by reasonable security safeguards against such risks as loss or

unauthorised access, destruction, use, modification or disclosure of data.
Openness Principle

12. There should be a general policy of openness about developments, practices and policies with respect to
personal data. Means should be readily available of establishing the existence and nature of personal data, and

the main purposes of their use, as well as the identity and usual residence of the data controller.
Individual Participation Principle

13. An individual should have the right:

e a) to obtain from a data controller, or otherwise, confirmation of whether or not the data controller

has data relating to him;

e D) to have communicated to him, data relating to him within a reasonable time; at a charge, if any, that

is not excessive; in a reasonable manner; and in a form that is readily intelligible to him;

e ¢ to be given reasons if a request made under subparagraphs(a) and (b) is denied, and to be able to

challenge such denial; and

e d) to challenge data relating to him and, if the challenge is successful to have the data erased, rectified,

completed or amended.



Accountability Principle

14. A data controller should be accountable for complying with measures which give effect to the principles

stated above.

PART THREE.
BASIC PRINCIPLES OF INTERNATIONAL APPLICATION: FREE FLOW AND
LEGITIMATE RESTRICTIONS

15. Member countries should take into consideration the implications for other Member countries of domestic

processing and re-export of personal data.

16. Member countries should take all reasonable and appropriate steps to ensure that transborder flows of

personal data, including transit through a Member country, are uninterrupted and secure.

17. A Member country should refrain from restricting transborder flows of personal data between itself and
another Member country except where the latter does not yet substantially observe these Guidelines or where
the re-export of such data would circumvent its domestic privacy legislation. A Member country may also
impose restrictions in respect of certain categories of personal data for which its domestic privacy legislation
includes specific regulations in view of the nature of those data and for which the other Member country

provides no equivalent protection.

18. Member countries should avoid developing laws, policies and practices in the name of the protection of
privacy and individual liberties, which would create obstacles to transborder flows of personal data that would

exceed requirements for such protection.

PART FOUR.
NATIONAL IMPLEMENTATION

19. In implementing domestically the principles set forth in Parts Two and Three, Member countries should
establish legal, administrative or other procedures or institutions for the protection of privacy and individual

liberties in respect of personal data. Member countries should in particular endeavour to:
e a) adopt appropriate domestic legislation;
e b) encourage and support self-regulation, whether in the form of codes of conduct or otherwise;
e () provide for reasonable means for individuals to exercise their rights;

e d) provide for adequate sanctions and remedies in case of failures to comply with measures which

implement the principles set forth in Parts Two and Three; and

e ¢) ensure that there is no unfair discrimination against data subjects.



PART FIVE.
INTERNATIONAL CO-OPERATION

20. Member countries should, where requested, make known to other Member countries details of the
observance of the principles set forth in these Guidelines. Member countries should also ensure that procedures
for transborder flows of personal data and for the protection of privacy and individual liberties are simple and

compatible with those of other Member countries which comply with these Guidelines.
21. Member countries should establish procedures to facilitate:

information exchange related to these Guidelines, and

mutual assistance in the procedural and investigative matters involved.

22. Member countries should work towards the development of principles, domestic and international, to

govern the applicable law in the case of transborder flows of personal data.

EXPLANATORY MEMORANDUM

INTRODUCTION

A feature of OECD Member countries over the past decade has been the development of laws for the
protection of privacy. These laws have tended to assume different forms in different countries, and in many
countries are still in the process of being developed. The disparities in legislation may create obstacles to the
free flow of information between countries. Such flows have greatly increased in recent years and are bound to
continue to grow as a result of the introduction of new computer and communication technology.
The OECD, which had been active in this field for some years past, decided to address the problems of
diverging national legislation and in 1978 instructed a Group of Experts to develop Guidelines on basic rules
governing the transborder flow and the protection of personal data and privacy, in order to facilitate the

harmonization of national legislation. The Group has now completed its work.

The Guidelines are broad in nature and reflect the debate and legislative work which has been going on for
several years in Member countries. The Expert Group which prepared the Guidelines has considered it essential
to issue an accompanying Explanatory Memorandum. Its purpose is to explain and elaborate the Guidelines
and the basic problems of protection of privacy and individual liberties. It draws attention to key issues that
have emerged in the discussion of the Guidelines and spells out the reasons for the choice of particular

solutions.

The first part of the Memorandum provides general background information on the area of concern as
perceived in Member countries. It explains the need for international action and summarises the work carried
out so far by the OECD and certain other international organisations. It concludes with a list of the main

problems encountered by the Expert Group in its work.

Part Two has two subsections. The first contains comments on certain general features of the Guidelines, the

second detailed comments on individual paragraphs.



This Memorandum is an information document, prepared to explain and describe generally the work of the
Expert Group. It is subordinate to the Guidelines themselves. It cannot vary the meaning of the Guidelines

but is supplied to help in their interpretation and application.

I. GENERAL BACKGROUND
The problems

1. The 1970s may be described as a period of intensified investigative and legislative activities concerning the
protection of privacy with respect to the collection and use of personal data. Numerous official reports show
that the problems atre taken setriously at the political level and at the same time that the task of balancing
opposing interests is delicate and unlikely to be accomplished once and for all. Public interest has tended to
focus on the risks and implications associated with the computerised processing of personal data and some
countries have chosen to enact statutes which deal exclusively with computers and computer-supported
activities. Other countries have preferred a more general approach to privacy protection issues irrespective of

the particular data processing technology involved.

2. The remedies under discussion are principally safeguards for the individual which will prevent an invasion
of privacy in the classical sense, i.e. abuse or disclosure of intimate personal data; but other, more or less closely
related needs for protection have become apparent. Obligations of record-keepers to inform the general public
about activities concerned with the processing of data, and rights of data subjects to have data relating to them
supplemented or amended, are two random examples. Generally speaking, there has been a tendency to
broaden the traditional concept of privacy ("the right to be left alone") and to identify a more complex synthesis

of interests which can perhaps more correctly be termed privacy and individual liberties.

3. As far as the legal problems of automatic data processing (ADP) are concerned, the protection of privacy
and individual liberties constitutes perhaps the most widely debated aspect. Among the reasons for such
widespread concern are the ubiquitous use of computers for the processing of personal data, vastly expanded
possibilities of storing, comparing, linking, selecting and accessing personal data, and the combination of
computers and telecommunications technology which may place personal data simultaneously at the disposal
of thousands of users at geographically dispersed locations and enables the pooling of data and the creation of
complex national and international data networks. Certain problems require particularly urgent attention, e.g.
those relating to emerging international data networks, and to the need of balancing competing interests of
privacy on the one hand and freedom of information on the other, in order to allow a full exploitation of the

potentialities of modern data processing technologies in so far as this is desirable.
Activities at national level

4. Of the OECD Member countries more than one-third have so far enacted one or several laws which, among
other things, are intended to protect individuals against abuse of data relating to them and to give them the
right of access to data with a view to checking their accuracy and appropriateness. In federal states, laws of this
kind may be found both at the national and at the state or provincial level. Such laws are referred to differently
in different countries. Thus, it is common practice in continental Europe to talk about "data laws" or "data
protection laws" (lois sur la protection des données), whereas in English speaking countties they ate usually
known as "privacy protection laws". Most of the statutes were enacted after 1973 and this present period may

be described as one of continued or even widened legislative activity. Countries which already have statutes in

7



force are turning to new areas of protection or are engaged in revising or complementing existing statutes.
Several other countries are entering the area and have bills pending or are studying the problems with a view
to preparing legislation. These national efforts, and not least the extensive reports and research papers prepared
by public committees or similar bodies, help to clarify the problems and the advantages and implications of

various solutions. At the present stage, they provide a solid basis for international action.

5. The approaches to protection of privacy and individual liberties adopted by the various countries have many
common features. Thus, it is possible to identify certain basic interests or values which are commonly
considered to be elementary components of the area of protection. Some core principles of this type are: setting
limits to the collection of personal data in accordance with the objectives of the data collector and similar
criteria; restricting the usage of data to conform with openly specified purposes; creating facilities for individuals
to learn of the existence and contents of data and have data corrected; and the identification of parties who are
responsible for compliance with the relevant privacy protection rules and decisions. Generally speaking, statutes
to protect privacy and individual liberties in relation to personal data attempt to cover the successive stages of
the cycle beginning with the initial collection of data and ending with erasure or similar measures, and to ensure

to the greatest possible extent individual awareness, participation and control.

6. Differences between national approaches as appatent at present in laws, bills or proposals for legislation refer
to aspects such as the scope of legislation, the emphasis placed on different elements of protection, the detailed
implementation of the broad principles indicated above, and the machinery of enforcement. Thus, opinions
vary with respect to licensing requirements and control mechanisms in the form of special supervisory bodies
("data inspection authorities"). Categories of sensitive data are defined differently, the means of ensuting
openness and individual participation vary, to give just a few instances. Of course, existing traditional
differences between legal systems are a cause of disparity, both with respect to legislative approaches and the

detailed formulation of the regulatory framework for personal data protection.
International aspects of privacy and data banks

7. For a number of reasons the problems of developing safeguards for the individual in respect of the handling
of personal data cannot be solved exclusively at the national level. The tremendous increase in data flows across
national borders and the creation of international data banks (collections of data intended for retrieval and
other purposes) have highlighted the need for concerted national action and at the same time support arguments
in favour of free flows of information which must often be balanced against requirements for data protection

and for restrictions on their collection, processing and dissemination.

8. One basic concern at the international level is for consensus on the fundamental principles on which
protection of the individual must be based. Such a consensus would obviate or diminish reasons for regulating
the export of data and facilitate resolving problems of conflict of laws. Moreover, it could constitute a first step

towards the development of more detailed, binding international agreements.

9. There are other reasons why the regulation of the processing of personal data should be considered in an
international context: the principles involved concern values which many nations are anxious to uphold and
see generally accepted; they may help to save costs in international data traffic; countries have a common
interest in preventing the creation of locations where national regulations on data processing can easily be

circumvented; indeed, in view of the international mobility of people, goods and commercial and scientific



activities, commonly accepted practices with regard to the processing of data may be advantageous even where

no transborder data traffic is directly involved.
Relevant international activities

10. There are several international agreements on various aspects of telecommunications which, while
facilitating relations and co-operation between countries, recognise the sovereign right of each country to
regulate its own telecommunications (The International Telecommunications Convention of 1973). The
protection of computer data and programmes has been investigated by, among others, the World Intellectual
Property Organisation which has developed draft model provisions for national laws on the protection of
computer software. Specialised agreements aiming at informational co-operation may be found in a number of
areas, such as law enforcement, health services, statistics and judicial services (e.g. with regard to the taking of

evidence).

11. A number of international agreements deal in a more general way with the issues which are at present under
discussion, viz. the protection of privacy and the free dissemination of information. They include the European
Convention of Human Rights of 4th November, 1950 and the International Covenant on Civil and Political
Rights (United Nations, 19th December, 1966).

12. However, in view of the inadequacy of existing international instruments relating to the processing of data
and individual rights, a number of international organisations have carried out detailed studies of the problems

involved in order to find more satisfactory solutions.

13.1In 1973 and 1974 the Committee of Ministers of the Council of Europe adopted two resolutions concerning
the protection of the privacy of individuals vis-a-vis electronic data banks in the private and public sectors
respectively. Both resolutions recommend that the governments of the Member states of the Council of Europe
take steps to give effect to a number of basic principles of protection relating to the obtaining of data, the

quality of data, and the rights of individuals to be informed about data and data processing activities.

14. Subsequently the Council of Europe, on the instructions of its Committee of Ministers, began to prepare
an international Convention on privacy protection in relation to data processing abroad and transfrontier data
processing. It also initiated work on model regulations for medical data banks and rules of conduct for data
processing professionals. The Convention was adopted by the Committee of Ministers on 17 September 1980.
It seeks to establish basic principles of data protection to be enforced by Member countries, to reduce
restrictions on transborder data flows between the Contracting Parties on the basis of reciprocity, to bring
about co-operation between national data protection authorities, and to set up a Consultative Committee for

the application and continuing development of the convention.

15. The European Community has carried out studies concerning the problems of harmonization of national
legislations within the Community, in relation to transborder data flows and possible distortions of competition,
the problems of data security and confidentiality, and the nature of transborder data flows. A sub-committee
of the European Parliament held a public hearing on data processing and the rights of the individual in eatly
1978. Its work has resulted in a report to the European Parliament in spring 1979. The report, which was
adopted by the European Parliament in May 1979, contains a resolution on the protection of the rights of the

individual in the face of technical developments in data processing.



Activities of the OECD

16. The OECD programme on transborder data flows derives from computer utilisation studies in the public
sector which were initiated in 1969. A Group of Experts, the Data Bank Panel, analysed and studied different
aspects of the privacy issue, e.g. in relation to digital information, public administration, transborder data flows,
and policy implications in general. In order to obtain evidence on the nature of the problems, the Data Bank
Panel organised a Symposium in Vienna in 1977 which provided opinions and experience from a diversity of
interests, including government, industry, users of international data communication networks, processing

services, and interested intergovernmental organisations.

17. A number of guiding principles were elaborated in a general framework for possible international action.

These principles recognised:
e a) the need for generally continuous and uninterrupted flows of information between countries,

e D) the legitimate interests of countries in preventing transfers of data which are dangerous to their
security or contrary to their laws on public order and decency or which violate the rights of their

citizens,

e ¢) the economic value of information and the importance of protecting "data trade" by accepted rules

of fair competition,

e d) the needs for security safeguards to minimise violations of proprietary data and misuse of personal

information, and

e ¢) the significance of a commitment of countries to a set of core principles for the protection of

personal information.

18. Early in 1978 a new ad hoc Group of Experts on Transborder Data Barriers and Privacy Protection was
set up within the OECD which was instructed to develop guidelines on basic rules governing the transborder
flow and the protection of personal data and privacy, in order to facilitate a harmonization of national
legislations, without this precluding at a later date the establishment of an international Convention. This work
was to be carried out in close co-operation with the Council of Europe and the European Community and to

be completed by 1 July 1979.

19. The Expert Group, under the chairmanship of the Honourable Mr. Justice Kirby, Australia, and with the
assistance of Dr. Peter Seipel (Consultant), produced several drafts and discussed various reports containing,
for instance, comparative analyses of different approaches to legislation in this field. It was particularly

concerned with a number of key issues set out below.

e a) The specific, sensitive facts issue. The question arose as to whether the Guidelines should be of a
general nature or whether they should be structured to deal with different types of data or activities
(e.g. credit reporting). Indeed, it is probably not possible to identify a set of data which are universally

regarded as being sensitive.

e b) The ADP issue. The argument that ADP is the main cause for concern is doubtful and, indeed,

contested.
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e ¢) Thelegal persons issue. Some, but by no means all, national laws protect data relating to legal persons

in a similar manner to data related to physical persons.

e d) The remedies and sanctions issue. The approaches to control mechanisms vary considerably: for
instance, schemes involving supervision and licensing by specially constituted authorities might be
compared to schemes involving voluntary compliance by record-keepers and reliance on traditional

judicial remedies in the Courts.

e ¢) The basic machinery or implementation issue. The choice of core principles and their appropriate
level of detail presents difficulties. For instance, the extent to which data security questions (protection
of data against unauthorised interference, fire, and similar occurrences) should be regarded as part of
the privacy protection complex is debatable; opinions may differ with regard to time limits for the
retention, or requirements for the erasure, of data and the same applies to requirements that data be
relevant to specific purposes. In particular, it is difficult to draw a clear dividing line between the level
of basic principles or objectives and lower level "machinery" questions which should be left to

domestic implementation.

e f) The choice of law issue. The problems of choice of jurisdiction, choice of applicable law and
recognition of foreign judgements have proved to be complex in the context of transborder data flows.
The question arose, however, whether and to what extent it should be attempted at this stage to put

forward solutions in Guidelines of a non-binding nature.

e o) The exceptions issue. Similarly, opinions may vary on the question of exceptions. Are they required
at all? If so, should particular categories of exceptions be provided for or should general limits to

exceptions be formulated?

e h) The bias issue. Finally, there is an inherent conflict between the protection and the free transborder
flow of personal data. Emphasis may be placed on one or the other, and interests in privacy protection
may be difficult to distinguish from other interests relating to trade, culture, national sovereignty, and

so forth.

20. During its work the Expert Group maintained close contacts with corresponding organs of the Council of
Europe. Every effort was made to avoid unnecessary differences between the texts produced by the two
organisations; thus, the set of basic principles of protection are in many respects similar. On the other hand, a
number of differences do occur. To begin with, the OECD Guidelines are not legally binding, whereas the
Council of Europe has produced a convention which will be legally binding among those countries which ratify
it. This in turn means that the question of exceptions has been dealt with in greater detail by the Council of
Europe. As for the area of application, the Council of Europe Convention deals primarily with the automatic
processing of personal data whereas the OECD Guidelines apply to personal data which involve dangers to
privacy and individual liberties, irrespective of the methods and machinery used in their handling. At the level
of details, the basic principles of protection proposed by the two organisations are not identical and the
terminology employed differs in some respects. The institutional framework for continued co-operation is

treated in greater detail in the Council of Europe Convention than in the OECD Guidelines.

21. The Expert Group also maintained co-operation with the Commission of the European Communities as

required by its mandate.
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II. THE GUIDELINES
A. Purpose and Scope

General

22. The Preamble of the Recommendation expresses the basic concerns calling for action. The
Recommendation affirms the commitment of Member countries to protect privacy and individual liberties and

to respect the transborder flows of personal data.

23. The Guidelines set out in the Annex to the Recommendation consist of five parts. Part One contains a
number of definitions and specifies the scope of the Guidelines, indicating that they represent minimum
standards. Part Two contains eight basic principles (Paragraphs 7-14) relating to the protection of privacy and
individual liberties at the national level. Part Three deals with principles of international application, i.e.

principles which are chiefly concerned with relationships between Member countries.

24. Part Four deals, in general terms, with means of implementing the basic principles set out in the preceding
parts and specifies that these principles should be applied in a non-discriminatory manner. Part Five concerns
matters of mutual assistance between Member countries, chiefly through the exchange of information and by
avoiding incompatible national procedures for the protection of personal data. It concludes with a reference to

issues of applicable law which may arise when flows of personal data involve several Member countries.
Obijectives

25. The core of the Guidelines consists of the principles set out in Part Two of the Annex. It is recommended

to Member countries that they adhere to these principles with a view to:

e a) achieving acceptance by Member countries of certain minimum standards of protection of privacy

and individual liberties with regard to personal data;

e b) reducing differences between relevant domestic rules and practices of Member countries to a

minimum;

e () ensuring that in protecting personal data they take into consideration the interests of other Member
countries and the need to avoid undue interference with flows of personal data between Member

countries; and

e d) eliminating, as far as possible, reasons which might induce Member countries to restrict transborder

flows of personal data because of the possible risks associated with such flows.

As stated in the Preamble, two essential basic values are involved: the protection of privacy and individual
liberties and the advancement of free flows of personal data. The Guidelines attempt to balance the two values
against one another; while accepting certain restrictions to free transborder flows of personal data, they seek to
reduce the need for such restrictions and thereby strengthen the notion of free information flows between

countries.
26. Finally, Parts Four and Five of the Guidelines contain principles seeking to ensure:

e a) effective national measures for the protection of privacy and individual liberties;
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e b) avoidance of practices involving unfair discrimination between individuals; and

e () bases for continued international co-operation and compatible procedures in any regulation of

transborder flows of personal data.
Level of detail

27.The level of detail of the Guidelines varies depending upon two main factors, viz. (a) the extent of consensus
reached concerning the solutions put forward, and (b) available knowledge and experience pointing to solutions
to be adopted at this stage. For instance, the Individual Participation Principle (Paragraph 13) deals specifically
with vatious aspects of protecting an individual's interest, wheteas the provision on problems of choice of law
and related matters (Paragraph 22) merely states a starting-point for a gradual development of detailed common
approaches and international agreements. On the whole, the Guidelines constitute a general framework for
concerted actions by Member countries: objectives put forward by the Guidelines may be pursued in different
ways, depending on the legal instruments and strategies preferred by Member countries for their
implementation. To conclude, there is a need for a continuing review of the Guidelines, both by Member
countries and the OECD. As and when experience is gained, it may prove desirable to develop and adjust the

Guidelines accordingly.
Non-Member countries

28. The Recommendation is addressed to Member countries and this is reflected in several provisions which
are expressly restricted to relationships between Member countries (see Paragraphs 15, 17 and 20 of the
Guidelines). Widespread recognition of the Guidelines is, however, desirable and nothing in them should be
interpreted as preventing the application of relevant provisions by Member countries to non-Member countries.
In view of the increase in transborder data flows and the need to ensure concerted solutions, efforts will be
made to bring the Guidelines to the attention of non-Member countries and appropriate international

organisations.
The broader regulatory petspective

29. It has been pointed out earlier that the protection of privacy and individual liberties constitutes one of many
overlapping legal aspects involved in the processing of data. The Guidelines constitute a new instrument, in
addition to other, related international instruments governing such issues as human rights, telecommunications,
international trade, copyright, and various information services. If the need arises, the principles set out in the
Guidelines could be further developed within the framework of activities undertaken by the OECD in the area

of information, computer and communications policies.

30. Some Member countries have emphasized the advantages of a binding international Convention with a
broad coverage. The Mandate of the Expert Group required it to develop guidelines on basic rules governing
the transborder flow and the protection of personal data and privacy, without this precluding at a later stage
the establishment of an international Convention of a binding nature. The Guidelines could serve as a starting-

point for the development of an international Convention when the need arises.

Legal persons, groups and similar entities
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31. Some countries consider that the protection required for data relating to individuals may be similar in nature
to the protection required for data relating to business enterprises, associations and groups which may or may
not possess legal personality. The experience of a number of countries also shows that it is difficult to define
clearly the dividing line between personal and non-personal data. For example, data relating to a small company
may also concern its owner or owners and provide personal information of a more or less sensitive nature. In
such instances it may be advisable to extend to corporate entities the protection offered by rules relating

primarily to personal data.

32. Similarly, it is debatable to what extent people belonging to a particular group (i.e. mentally disabled persons
immigrants, ethnic minorities) need additional protection against the dissemination of information relating to

that group.

33. On the other hand, the Guidelines reflect the view that the notions of individual integrity and privacy are
in many respects particular and should not be treated the same way as the integrity of a group of persons, or
corporate security and confidentiality. The needs for protection are different and so are the policy frameworks
within which solutions have to be formulated and interests balanced against one another. Some members of
the Expert Group suggested that the possibility of extending the Guidelines to legal persons (corporations,
associations) should be provided for. This suggestion has not secured a sufficient consensus. The scope of the
Guidelines is therefore confined to data relating to individuals and it is left to Member countries to draw
dividing lines and decide policies with regard to corporations, groups and similar bodies (cf. paragraph 49
below).

Automated and non-automated data

34, In the past, OECD activities in privacy protection and related fields have focused on automatic data
p y P
processing and computer networks. The Expert Group has devoted special attention to the issue of whether
or not these Guidelines should be restricted to the automatic and computer-assisted processing of personal
data. Such an approach may be defended on a number of grounds, such as the particular dangers to individual
pp y g > p g
privacy raised by automation and computerised data banks, and increasing dominance of automatic data
processing methods, especially in transborder data flows, and the particular framework of information,

computer and communications policies within which the Expert Group has set out to fulfil its Mandate.

35. On the other hand, it is the conclusion of the Expert Group that limiting the Guidelines to the automatic
processing of personal data would have considerable drawbacks. To begin with, it is difficult, at the level of
definitions, to make a clear distinction between the automatic and non-automatic handling of data. There are,
for instance, "mixed" data processing systems, and there are stages in the processing of data which may or may
not lead to automatic treatment. These difficulties tend to be further complicated by ongoing technological
developments, such as the introduction of advanced semi-automated methods based on the use of microfilm,
or microcomputers which may increasingly be used for private purposes that are both harmless and impossible
to control. Moreover, by concentrating exclusively on computers the Guidelines might lead to inconsistency
and lacunae, and opportunities for record-keepers to circumvent rules which implement the Guidelines by

using non-automatic means for purposes which may be offensive.

36. Because of the difficulties mentioned, the Guidelines do not put forward a definition of "automatic data

processing" although the concept is referred to in the preamble and in paragraph 3 of the Annex. It may be
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assumed that guidance for the interpretation of the concept can be obtained from sources such as standard

technical vocabulaties.

37. Above all, the principles for the protection of privacy and individual liberties expressed in the Guidelines
are valid for the processing of data in general, irrespective of the particular technology employed. The
Guidelines therefore apply to personal data in general or, more precisely, to personal data which, because of
the manner in which they are processed, or because of their nature or context, pose a danger to privacy and

individual liberties.

38. It should be noted, however, that the Guidelines do not constitute a set of general privacy protection
principles; invasions of privacy by, for instance, candid photography, physical maltreatment, or defamation are
outside their scope unless such acts are in one way or another associated with the handling of personal data.
Thus, the Guidelines deal with the building-up and use of aggregates of data which are organised for retrieval,
decision-making, research, surveys and similar purposes. It should be emphasized that the Guidelines are
neutral with regard to the particular technology used; automatic methods are only one of the problems raised
in the Guidelines although, particulatly in the context of transborder data flows, this is clearly an important

one.
B. DETAILED COMMENTS
General

39. The comments which follow relate to the actual Guidelines set out in the Annex to the Recommendation.

They seek to clarify the debate in the Expert Group.
Paragraph 1: Definitions

40. The list of definitions has been kept short. The term "data controllet" is of vital importance. It attempts to
define a subject who, under domestic law, should carry ultimate responsibility for activities concerned with the
processing of personal data. As defined, the data controller is a party who is legally competent to decide about
the contents and use of data, regardless of whether or not such data are collected, stored, processed or
disseminated by that party or by an agent on its behalf. The data controller may be a legal or natural person,
public authority, agency or any other body. The definition excludes at least four categories which may be

involved in the processing of data, viz.:

e a) licensing authorities and similar bodies which exist in some Member countries and which authorise
the processing of data but are not entitled to decide (in the proper sense of the word) what activities

should be carried out and for what purposes;
e b) data processing service bureaux which carry out data processing on behalf of others;
e ) telecommunications authorities and similar bodies which act as mere conduits; and

e d) "dependent users" who may have access to data but who are not authorised to decide what data
should be stored, who should be able to use them, etc. In implementing the Guidelines, countries may

develop more complex schemes of levels and types of responsibilities.

Paragraphs 14 and 19 of the Guidelines provide a basis for efforts in this direction.
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41. The terms "personal data" and "data subject” serve to underscore that the Guidelines are concerned with
physical persons. The precise dividing line between personal data in the sense of information relating to
identified or identifiable individuals and anonymous data may be difficult to draw and must be left to the
regulation of each Member country. In principle, personal data convey information which by direct (e.g. a civil

registration number) or indirect linkages (e.g. an address) may be connected to a particular physical person.

42. The term "transborder flows of personal data" restricts the application of certain provisions of the
Guidelines to international data flows and consequently omits the data flow problems particular to federal
states. The movements of data will often take place through electronic transmission but other means of data
communication may also be involved. Transborder flows as understood in the Guidelines includes the

transmission of data by satellite.
Paragraph 2: Area of application

43. The Section of the Memorandum dealing with the scope and purpose of the Guidelines introduces the issue
of their application to the automatic as against non-automatic processing of personal data. Paragraph 2 of the
Guidelines, which deals with this problem, is based on two limiting criteria. The first is associated with the
concept of personal data: the Guidelines apply to data which can be related to identified or identifiable
individuals. Collections of data which do not offer such possibilities (collections of statistical data in anonymous
form) are not included. The second criterion is more complex and relates to a specific risk element of a factual
nature, viz. that data pose a danger to privacy and individual liberties. Such dangers can arise because of the use
of automated data processing methods (the manner in which data are processed), but a broad variety of other
possible risk sources is implied. Thus, data which are in themselves simple and factual may be used in a context
where they become offensive to a data subject. On the other hand, the risks as expressed in Paragraph 2 of the
Guidelines are intended to exclude data collections of an obviously innocent nature (e.g. personal notebooks).
The dangers referred to in Paragraph 2 of the Guidelines should relate to privacy and individual liberties.
However, the protected interests are broad (cf. paragraph 2 above) and may be viewed differently by different
Member countries and at different times. A delimitation as far as the Guidelines are concerned and a common

basic approach are provided by the principles set out in Paragraphs 7 to 13.

44. As explained in Paragraph 2 of the Guidelines, they are intended to cover both the private and the public

sector. These notions may be defined differently by different Member countries.
Paragraph 3: Different degrees of sensitivity

45. The Guidelines should not be applied in a mechanistic way irrespective of the kind of data and processing
activities involved. The framework provided by the basic principles in Part Two of the Guidelines permits
Member countries to exercise their discretion with respect to the degree of stringency with which the Guidelines
are to be implemented, and with respect to the scope of the measures to be taken. In particular, Paragraph 3(b)
provides for many "trivial" cases of collection and use of personal data (cf. above) to be completely excluded
from the application of the Guidelines. Obviously this does not mean that Paragraph 3 should be regarded as
a vehicle for demolishing the standards set up by the Guidelines. But, generally speaking, the Guidelines do not
presuppose their uniform implementation by Member countries with respect to details. For instance, different
traditions and different attitudes by the general public have to be taken into account. Thus, in one country
universal personal identifiers may be considered both harmless and useful whereas in another country they may

be regarded as highly sensitive and their use restricted or even forbidden. In one country, protection may be
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afforded to data relating to groups and similar entities whereas such protection is completely non-existent in
another country, and so forth. To conclude, some Member countries may find it appropriate to restrict the
application of the Guidelines to the automatic processing of personal data. Paragraph 3(c) provides for such a

limitation.
Paragraph 4: Exceptions to the Guidelines

46. To provide formally for exceptions in Guidelines which are part of a non-binding Recommendation may
seem superfluous. However, the Expert Group has found it appropriate to include a provision dealing with this
subject and stating that two general criteria ought to guide national policies in limiting the application of the
Guidelines: exceptions should be as few as possible, and they should be made known to the public (e.g. through
publication in an official government gazette). General knowledge of the existence of certain data or files would
be sufficient to meet the second criterion, although details concerning particular data etc. may have to be kept
secret. The formula provided in Paragraph 4 is intended to cover many different kinds of concerns and limiting
factors, as it was obviously not possible to provide an exhaustive list of exceptions - hence the wording that
they include national sovereignty, national security and public policy ("ordre public"). Another overriding
national concern would be, for instance, the financial interests of the State ("crédit public"). Moreover,
Paragraph 4 allows for different ways of implementing the Guidelines: it should be borne in mind that Member
countries are at present at different stages of development with respect to privacy protection rules and
institutions and will probably proceed at different paces, applying different strategies, e.g. the regulation of

certain types of data or activities as compared to regulation of a general nature ("omnibus approach").

47. The Expert Group recognised that Member countries might apply the Guidelines differentially to different
kinds of personal data. There may be differences in the permissible frequency of inspection, in ways of
balancing competing interests such as the confidentiality of medical records versus the individual's right to
inspect data relating to him, and so forth. Some examples of areas which may be treated differently are credit
reporting, criminal investigation and banking. Member countries may also choose different solutions with
respect to exceptions associated with, for example, research and statistics. An exhaustive enumeration of all
such situations and concerns is neither required nor possible. Some of the subsequent paragraphs of the
Guidelines and the comments referring to them provide further clarification of the area of application of the
Guidelines and of the closely related issues of balancing opposing interests (compare with Paragraphs 7, 8§, 17
and 18 of the Guidelines). To summarise, the Expert Group has assumed that exceptions will be limited to

those which are necessary in a democratic society.
Paragraph 5: Federal countries

48. In Federal countries, the application of the Guidelines is subject to various constitutional limitations.
Paragraph 5, accordingly, serves to underscore that no commitments exist to apply the Guidelines beyond the

limits of constitutional competence.
Paragraph 6: Minimum standards

49. First, Paragraph 6 describes the Guidelines as minimum standards for adoption in domestic legislation.
Secondly, and in consequence, it has been agreed that the Guidelines are capable of being supplemented by
additional measures for the protection of privacy and individual liberties at the national as well as the

international level.
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Paragraph 7: Collection Limitation Principle

50. As an introductory comment on the principles set out in Paragraphs 7 to 14 of the Guidelines it should be
pointed out that these principles are interrelated and partly overlapping. Thus, the distinctions between different
activities and stages involved in the processing of data which are assumed in the principles, are somewhat
artificial and it is essential that the principles are treated together and studied as a whole. Paragraph 7 deals with

two issues, Vviz.:

e 2) limits to the collection of data which, because of the manner in which they are to be processed, their
nature, the context in which they are to be used or other circumstances, are regarded as specially

sensitive; and

e D) requirements concerning data collection methods. Different views are frequently put forward with
respect to the first issue. It could be argued that it is both possible and desirable to enumerate types or
categories of data which are per se sensitive and the collection of which should be restricted or even

prohibited.

There are precedents in European legislation to this effect (race, religious beliefs, criminal records, for instance).
On the other hand, it may be held that no data are intrinsically " private" or "sensitive" but may become so in

view of their context and use. This view is reflected, for example, in the privacy legislation of the United States.

51. The Expert Group discussed a number of sensitivity critetia, such as the risk of discrimination, but has not
found it possible to define any set of data which are universally regarded as sensitive. Consequently, Paragraph
7 merely contains a general statement that there should be limits to the collection of personal data. For one
thing, this represents an affirmative recommendation to lawmakers to decide on limits which would put an end
to the indiscriminate collection of personal data. The nature of the limits is not spelt out but it is understood

that the limits may relate to:

data quality aspects (i.e. that it should be possible to derive information of sufficiently high quality from the

data collected, that data should be collected in a proper information framework, etc.);

e limits associated with the purpose of the processing of data (i.e. that only certain categories of data
ought to be collected and, possibly, that data collection should be restricted to the minimum necessary

to fulfil the specified purpose);
e "earmarking" of specially sensitive data according to traditions and attitudes in each Member country;
e limits to data collection activities of certain data controllers;
e civil rights concerns.

52. The second part of Paragraph 7 (data collection methods) is directed against practices which involve, for
instance, the use of hidden data registration devices such as tape recorders, or deceiving data subjects to make
them supply information. The knowledge or consent of the data subject is as a rule essential, knowledge being
the minimum requirement. On the other hand, consent cannot always be imposed, for practical reasons. In
addition, Paragraph 7 contains a reminder ("where appropriate") that there ate situations where for practical or

policy reasons the data subject's knowledge or consent cannot be considered necessaty. Criminal investigation
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activities and the routine up-dating of mailing lists may be mentioned as examples. Finally, Paragraph 7 does
not exclude the possibility of a data subject being represented by another party, for instance in the case of

minors, mentally disabled person, etc.
Paragraph 8: Data Quality Principle

53. Requirements that data be relevant can be viewed in different ways. In fact, some members of the Expert
Group hesitated as to whether such requirements actually fitted into the framework of privacy protection. The
conclusion of the Group was to the effect, however, that data should be related to the purpose for which they
are to be used. For instance, data concerning opinions may easily be misleading if they are used for purposes
to which they bear no relation, and the same is true of evaluative data. Paragraph 8 also deals with accuracy,
completeness and up-to-dateness which are all important elements of the data quality concept. The
requirements in this respect are linked to the purposes of data, i.c. they are not intended to be more far-reaching
than is necessary for the purposes for which the data are used. Thus, historical data may often have to be
collected or retained; cases in point are social research, involving so-called longitudinal studies of developments
in society, historical research, and the activities of archives. The "purpose test" will often involve the problem

of whether or not harm can be caused to data subjects because of lack of accuracy, completeness and up-dating.
Paragraph 9: Purpose Specification Principle

54. The Purpose Specification Principle is closely associated with the two surrounding principles, i.e. the Data
Quality Principle and the Use Limitation Principle. Basically, Paragraph 9 implies that before, and in any case
not later than at the time data collection it should be possible to identify the purposes for which these data are
to be used, and that later changes of purposes should likewise be specified. Such specification of purposes can
be made in a number of alternative or complementary ways, e.g. by public declarations, information to data
subjects, legislation, administrative decrees, and licences provided by supervisory bodies. According to
Paragraphs 9 and 10, new purposes should not be introduced arbitrarily; freedom to make changes should
imply compatibility with the original purposes. Finally, when data no longer serve a purpose, and if it is
practicable, it may be necessary to have them destroyed (erased) or given an anonymous form. The reason is
that control over data may be lost when data are no longer of interest; this may lead to risks of theft,

unauthorised copying or the like.
Paragraph 10: Use Limitation Principle

55. This paragraph deals with uses of different kinds, including disclosure, which involve deviations from
specified purposes. For instance, data may be transmitted from one computer to another where they can be
used for unauthorised purposes without being inspected and thus disclosed in the proper sense of the word.
As a rule the initially or subsequently specified purposes should be decisive for the uses to which data can be
put. Paragraph 10 foresees two general exceptions to this principle: the consent of the data subject (or his
representative - see Paragraph 52 above) and the authority of law (including, for example, licences granted by
supervisory bodies). For instance, it may be provided that data which have been collected for purposes of

administrative decision-making may be made available for research, statistics and social planning.
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Paragraph 11: Security Safeguards Principle

56. Security and privacy issues are not identical. However, limitations on data use and disclosure should be
reinforced by security safeguards. Such safeguards include physical measures (locked doors and identification
cards, for instance), organisational measures (such as authority levels with regard to access to data) and,
particularly in computer systems, informational measures (such as enciphering and threat monitoring of unusual
activities and responses to them). It should be emphasized that the category of organisational measures includes
obligations for data processing personnel to maintain confidentiality. Paragraph 11 has a broad coverage. The
cases mentioned in the provision are to some extent ovetlapping (e.g. access/ disclosure). "Loss" of data
encompasses such cases as accidental erasure of data, destruction of data storage media (and thus destruction
of data) and theft of data storage media. "Modified" should be construed to cover unauthorised input of data,

and "use" to cover unauthorised copying.
Paragraph 12: Openness Principle

57. The Openness Principle may be viewed as a prerequisite for the Individual Participation Principle
(Paragraph 13); for the latter principle to be effective, it must be possible in practice to acquire information
about the collection, storage or use of personal data. Regular information from data controllers on a voluntary
basis, publication in official registers of descriptions of activities concerned with the processing of personal
data, and registration with public bodies are some, though not all, of the ways by which this may be brought
about. The reference to means which are "readily available" implies that individuals should be able to obtain
information without unreasonable effort as to time, advance knowledge, travelling, and so forth, and without

unreasonable cost.
Paragraph 13: Individual Participation Principle

58. The right of individuals to access and challenge personal data is generally regarded as perhaps the most
important privacy protection safeguard. This view is shared by the Expert Group which, although aware that
the right to access and challenge cannot be absolute, has chosen to express it in clear and fairly specific language.

With respect to the individual sub-paragraphs, the following explanations are called for.

59. The right to access should as a rule be simple to exercise. This may mean, among other things, that it should
be part of the day-to-day activities of the data controller or his representative and should not involve any legal
process or similar measures. In some cases it may be appropriate to provide for intermediate access to data; for
example, in the medical area a medical practitioner can serve as a go-between. In some countries supervisory
organs, such as data inspection authorities, may provide similar services. The requirement that data be
communicated within reasonable time may be satisfied in different ways. For instance, a data controller who
provides information to data subjects at regular intervals may be exempted from obligations to respond at once
to individual requests. Normally, the time is to be counted from the receipt of a request. Its length may vary to
some extent from one situation to another depending on circumstances such as the nature of the data
processing activity. Communication of such data "in a reasonable manner" means, among other things, that
problems of geographical distance should be given due attention. Moreover, if intervals are prescribed between
the times when requests for access must be met, such intervals should be reasonable. The extent to which data
subjects should be able to obtain copies of data relating to them is a matter of implementation which must be

left to the decision of each Member country.
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60. The right to reasons in Paragraph 13(c) is narrow in the sense that it is limited to situations where requests
for information have been refused. A broadening of this right to include reasons for adverse decisions in
general, based on the use of personal data, met with sympathy in the Expert Group. However, on final
consideration a right of this kind was thought to be too broad for insertion in the privacy framework constituted
by the Guidelines. This is not to say that a right to reasons for adverse decisions may not be appropriate, e.g.

in order to inform and alert a subject to his rights so that he can exercise them effectively.

61. The right to challenge in 13(c) and (d) is broad in scope and includes first instance challenges to data
controllers as well as subsequent challenges in courts, administrative bodies, professional organs or other
institutions according to domestic rules of procedure (compare with Paragraph 19 of the Guidelines). The right
to challenge does not imply that the data subject can decide what remedy or relief is available (rectification,
annotation that data are in dispute, etc.): such matters will be decided by domestic law and legal procedures.
Generally speaking, the criteria which decide the outcome of a challenge are those which are stated elsewhere

in the Guidelines.
Paragraph 14: Accountability Principle

62. The data controller decides about data and data processing activities. It is for his benefit that the processing
of data is carried out. Accordingly. it is essential that under domestic law accountability for complying with
privacy protection rules and decisions should be placed on the data controller who should not be relieved of
this obligation merely because the processing of data is carried out on his behalf by another party, such as a
service bureau. On the other hand, nothing in the Guidelines prevents service bureaux personnel, "dependent
users" (see paragraph 40) and others from also being held accountable. For instance, sanctions against breaches
of confidentiality obligations may be directed against all parties entrusted with the handling of personal
information (cf. paragraph 19 of the Guidelines). Accountability under Paragraph 14 refers to accountability

supported by legal sanctions, as well as to accountability established by codes of conduct, for instance.
Paragraphs 15-18: Basic Principles of International Application

63. The principles of international application are closely interrelated. Generally speaking, Paragraph 15
concerns respect by Member countries for each othet's intetest in protecting personal data, and the privacy and
individual liberties of their nationals and residents. Paragraph 16 deals with security issues in a broad sense and
may be said to correspond, at the international level, to Paragraph 11 of the Guidelines. Paragraphs 17 and 18
deal with restrictions on free flows of personal data between Member countries; basically, as far as protection
of privacy and individual liberties is concerned, such flows should be admitted as soon as requirements of the
Guidelines for the protection of these interests have been substantially, i.e. effectively, fulfilled. The question

of other possible bases of restricting transborder flows of personal data is not dealt with in the Guidelines.

64. For domestic processing Paragraph 15 has two implications. First, it is directed against liberal policies which
are contrary to the spirit of the Guidelines and which facilitate attempts to circumvent or violate protective
legislation of other Member countries. However, such circumvention or violation, although condemned by all
Member countries, is not specifically mentioned in this Paragraph as a number of countries felt it to be
unacceptable that one Member country should be required to directly or indirectly enforce, extraterritorially,
the laws of other Member countries. -- It should be noted that the provision explicitly mentions the re-export

of personal data. In this respect, Member countries should bear in mind the need to support each other's efforts
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to ensure that personal data are not deprived of protection as a result of their transfer to territories and facilities

for the processing of data where control is slack or non-existent.

65. Secondly, Member countries are implicitly encouraged to consider the need to adapt rules and practices for
the processing of data to the particular circumstances which may arise when foreign data and data on non-
nationals are involved. By way of illustration, a situation may arise where data on foreign nationals are made
available for purposes which serve the particular interests of their country of nationality (e.g. access to the

addresses of nationals living abroad).

606. As far as the Guidelines are concerned, the encouragement of international flows of personal data is not an
undisputed goal in itself. To the extent that such flows take place they should, however, according to Paragraph
16, be uninterrupted and secure, i.e. protected against unauthorised access, loss of data and similar events. Such
protection should also be given to data in transit, i.e. data which pass through a Member country without being
used or stored with a view to usage in that country. The general commitment under Paragraph 16 should, as
far as computer networks are concerned, be viewed against the background of the International
Telecommunications Convention of Malaga-Torremolinos (25th October, 1973). According to that
convention, the members of the International Telecommunications Union, including the OECD Member
countries, have agreed, inter alia, to ensure the establishment, under the best technical conditions, of the
channels and installations necessary to carry on the rapid and uninterrupted exchange of international
telecommunications. Moreover, the members of I'TU have agreed to take all possible measures compatible with
the telecommunications system used to ensure the secrecy of international correspondence. As regards
exceptions, the right to suspend international telecommunications services has been reserved and so has the
right to communicate international correspondence to the competent authorities in order to ensure the
application of internal laws or the execution of international conventions to which members of the ITU are
parties. These provisions apply as long as data move through telecommunications lines. In their context, the
Guidelines constitute a complementary safeguard that international flows of personal data should be

uninterrupted and secure.

67. Paragraph 17 reinforces Paragraph 16 as far as relationships between Member countries are concerned. It
deals with interests which are opposed to free transborder flows of personal data but which may nevertheless
constitute legitimate grounds for restricting such flows between Member countries. A typical example would
be attempts to circumvent national legislation by processing data in a Member country which does not yet
substantially observe the Guidelines. Paragraph 17 establishes a standard of equivalent protection, by which is
meant protection which is substantially similar in effect to that of the exporting country, but which need not
be identical in form or in all respects. As in Paragraph 15, the re-export of personal data is specifically mentioned
- in this case with a view to preventing attempts to circumvent the domestic privacy legislation of Member
countries. - The third category of grounds for legitimate restrictions mentioned in Paragraph 17, concerning
personal data of a special nature, covers situations where important interests of Member countries could be
affected. Generally speaking, however, paragraph 17 is subject to Paragraph 4 of the Guidelines which implies

that restrictions on flows of personal data should be kept to a minimum.

68. Paragraph 18 attempts to ensure that privacy protection interests are balanced against interests of free
transborder flows of personal data. It is directed in the first place against the creation of barriers to flows of
personal data which are artificial from the point of view of protection of privacy and individual liberties and

fulfil restrictive purposes of other kinds which are thus not openly announced. However, Paragraph 18 is not
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intended to limit the rights of Member countries to regulate transborder flows of personal data in areas relating
to free trade, tariffs, employment, and related economic conditions for intentional data traffic. These are matters

which were not addressed by the Expert Group, being outside its Mandate.
Paragraph 19: National Implementation

69. The detailed implementation of Parts Two and Three of the Guidelines is left in the first place to Member
countries. It is bound to vary according to different legal systems and traditions, and Paragraph 19 therefore
attempts merely to establish a general framework indicating in broad terms what kind of national machinery is
envisaged for putting the Guidelines into effect. The opening sentence shows the different approaches which
might be taken by countries, both generally and with respect to control mechanisms (e.g. specially set up

supervisory bodies, existing control facilities such as courts, public authorities, etc.).

70. In Paragraph 19(a) countries are invited to adopt appropriate domestic legislation, the word "appropriate”
foreshadowing the judgement by individual countries of the appropriateness or otherwise of legislative
solutions. Paragraph 19(b) concerning self-regulation is addressed primarily to common law countries where
non-legislative implementation of the Guidelines would complement legislative action. Paragraph 19(c) should
be given a broad interpretation; it includes such means as advice from data controllers and the provision of
assistance, including legal aid. Paragraph 19(d) permits different approaches to the issue of control mechanisms:
briefly, either the setting-up of special supervisory bodies, or reliance on already existing control facilities,
whether in the form of courts, existing public authorities or otherwise. Paragraph 19(e) dealing with
discrimination is directed against unfair practices but leaves open the possibility of "benign discrimination" to
support disadvantaged groups, for instance. The provision is directed against unfair discrimination on such

bases as nationality and domicile, sex, race, creed, or trade union affiliation.
Paragraph 20: Information Exchange and Compatible Procedures

71. Two major problems are dealt with here, viz. (a) the need to ensure that information can be obtained about
rules, regulations, decisions, etc. which implement the Guidelines, and (b) the need to avoid transborder flows
of personal data being hampered by an unnecessatily complex and disparate framework of procedures and
compliance requirements. The first problem arises because of the complexity of privacy protection regulation
and data policies in general. There are often several levels of regulation (in a broad sense) and many important
rules cannot be laid down permanently in detailed statutory provisions; they have to be kept fairly open and

left to the discretion of lower-level decision-making bodies.

72. The importance of the second problem is, generally speaking, proportional to the number of domestic laws
which affect transborder flows of personal data. Even at the present stage, there are obvious needs for co-
ordinating special provisions on transborder data flows in domestic laws, including special arrangements

relating to compliance control and, where required, licences to operate data processing systems.
Paragraph 21: Machinery for Co-operation

73. The provision on national procedures assumes that the Guidelines will form a basis for continued co-
operation. Data protection authorities and specialised bodies dealing with policy issues in information and data
communications are obvious partners in such a co-operation. In particular, the second purpose of such

measures, contained in Paragraph 21(ii), i.e. mutual aid in procedural matters and requests for information, is
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future-oriented: its practical significance is likely to grow as international data networks and the complications

associated with them become mote numerous.
Paragraph 22: Conflicts of Laws

74. The Expert Group has devoted considerable attention to issues of conflicts of laws, and in the first place
to the questions as to which courts should have jurisdiction over specific issues (choice of jurisdiction) and
which system of law should govern specific issues (choice of law). The discussion of different strategies and
proposed principles has confirmed the view that at the present stage, with the advent of such rapid changes in
technology, and given the non-binding nature of the Guidelines, no attempt should be made to put forward
specific, detailed solutions. Difficulties are bound to arise with respect to both the choice of a theoretically
sound regulatory model and the need for additional experience about the implications of solutions which in

themselves are possible.

75. As regards the question of choice of law, one way of approaching these problems is to identify one or more
connecting factors which, at best, indicate one applicable law. This is particularly difficult in the case of
international computer networks where, because of dispersed location and rapid movement of data, and
geographically dispersed data processing activities, several connecting factors could occur in a complex manner
involving elements of legal novelty. Moreover, it is not evident what value should presently be attributed to
rules which by mechanistic application establish the specific national law to be applied. For one thing, the
appropriateness of such a solution seems to depend upon the existence of both similar legal concepts and rule
structures, and binding commitments of nations to observe certain standards of personal data protection. In
the absence of these conditions, an attempt could be made to formulate more flexible principles which involve
a search for a "proper law" and are linked to the purpose of ensuring effective protection of privacy and
individual liberties. Thus, in a situation where several laws may be applicable, it has been suggested that one
solution could be to give preference to the domestic law offering the best protection of personal data. On the
other hand, it may be argued that solutions of this kind leave too much uncertainty, not least from the point of
view of the data controllers who may wish to know, where necessary in advance, by which national systems of

rules an international data processing system will be governed.

76. In view of these difficulties, and considering that problems of conflicts of laws might best be handled within
the total framework of personal and non-personal data, the Expert Group has decided to content itself with a
statement which merely signals the issues and recommends that Member countries should work towards their

solution.
Follow-up

77. The Expert Group called attention to the terms of Recommendation 4 on the Guidelines which suggests
that Member countries agree as soon as possible on specific procedures of consultation and co-operation for

the application of the Guidelines.
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BM BIiLGISAYARLA iSLENEN KiSISEL VERI DOSYALARINA
ILISKIN REHBER iLKELER (1990)

Diizenlemenin otijinal ismi: Guidelines for the Regulation of Computerized Personal Data Files
Adopted by General Assembly resolution 45/ 95 of 14 Decenber 1990

Tam metin igin: hip:/ [ www.refworld.org/ cgi-bin/ texis/ vix/ rwmain?docid=3ddcafaac

(Son erigim taribi: 18.03.2016)

The procedures for implementing regulations concerning computerized personal data files are left to the

initiative of each State subject to the following orientations:

A. PRINCIPLES CONCERNING THE MINIMUM GUARANTEES THAT SHOULD BE
PROVIDED IN NATIONAL LEGISLATIONS

1. Principle of lawfulness and fairness

Information about persons should not be collected or processed in unfair or unlawful ways, nor should it be

used for ends contrary to the purposes and principles of the Charter of the United Nations.
2. Principle of accuracy

Persons responsible for the compilation of files or those responsible for keeping them have an obligation to
conduct regular checks on the accuracy and relevance of the data recorded and to ensure that they are kept as
complete as possible in order to avoid errors of omission and that they are kept up to date regularly or when

the information contained in a file is used, as long as they are being processed.
3. Principle of the purpose-specification

The purpose which a file is to serve and its utilization in terms of that purpose should be specified, legitimate
and, when it is established, receive a certain amount of publicity or be brought to the attention of the person

concerned, in order to make it possible subsequently to ensure that:
(a) All the personal data collected and recorded remain relevant and adequate to the purposes so specified;

(b) None of the said personal data is used or disclosed, except with the consent of the person concerned, for

purposes incompatible with those specified;

(c) The period for which the personal data are kept does not exceed that which would enable the achievement

of the purposes so specified.
4. Principle of interested-person access

Everyone who offers proof of identity has the right to know whether information concerning him is being
processed and to obtain it in an intelligible form, without undue delay or expense, and to have appropriate

rectifications or erasures made in the case ofunlawful, unnecessary or inaccurate entries and, when it is being
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communicated, to be informed of the addressees. Provision should be made for a remedy, if need be with the
supervisory authority specified in principle 8 below. The cost of any rectification shall be borne by the person
responsible for the file. It is desirable that the provisions of this principle should apply to everyone, irrespective

of nationality or place of residence.
5. Principle of non-discrimination

Subject to cases of exceptions restrictively envisaged under principle 6, data likely to give rise to unlawful or
arbitrary discrimination, including information on racial or ethnic origin, colour, sex life, political opinions,
religious, philosophical and other beliefs as well as membership of an association or trade union, should not be

compiled.
6. Power to make exceptions

Departures from principles 1 to 4 may be authorized only if they are necessary to protect national security,
public order, public health or morality, as well as, inter alia, the rights and freedoms of others, especially persons
being persecuted (humanitarian clause) provided that such departures are expressly specified in a law or
equivalent regulation promulgated in accordance with the internal legal system which expressly states their

limits and sets forth appropriate safeguards.

Exceptions to principle 5 relating to the prohibition of discrimination, in addition to being subject to the same
safeguards as those prescribed for exceptions to principles I and 4, may be authorized only within the limits
prescribed by the International Bill of Human Rights and the other relevant instruments in the field of

protection of human rights and the prevention of discrimination.
7. Principle of security

Appropriate measures should be taken to protect the files against both natural dangers, such as accidental loss
or destruction and human dangers, such as unauthorized access, fraudulent misuse of data or contamination

by computer viruses.
8. Supervision and sanctions

The law of every country shall designate the authority which, in accordance with its domestic legal system, is
to be responsible for supervising observance of the principles set forth above. This authority shall offer
guarantees of impartiality, independence vis-a- vis persons or agencies responsible for processing and
establishing data, and technical competence. In the event of violation of the provisions of the national law
implementing the aforementioned principles, criminal or other penalties should be envisaged together with the

appropriate individual remedies.
9. Transborder data flows

When the legislation of two or more countries concerned by a transborder data flow offers comparable
safeguards for the protection of privacy, information should be able to circulate as freely as inside each of the
territories concerned. If there are no reciprocalsafeguards, limitations on such circulation may not be imposed

unduly and only in so far as the protection of privacy demands.
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10. Field of application

The present principles should be made applicable, in the first instance, to all public and private computerized
files as well as, by means of optional extension and subject to appropriate adjustments, to manual files. Special
provision, also optional, might be made to extend all or part of the principles to files on legal persons patticularly

when they contain some information on individuals.

B. APPLICATION OF THE GUIDELINES TO PERSONAL DATA FILES KEPT BY
GOVERNMENTAL INTERNATIONAL ORGANIZATIONS

The present guidelines should apply to personal data files kept by governmental international organizations,
subject to any adjustments required to take account of any differences that might exist between files for internal
purposes such as those that concern personnel management and files for external purposes concerning third

parties having relations with the organization.

Each organization should designate the authority statutorily competent to supervise the observance of these

guidelines.

Humanitarian clause: a derogation from these principles may be specifically provided for when the purpose of
the file is the protection of human rights and fundamental freedoms of the individual concerned or

humanitarian assistance.

A similar derogation should be provided in national legislation for governmental international organizations
whose headquarters agreement does not preclude the implementation of the said national legislation as well as

for non-governmental international organizations to which this law is applicable.

27



INSAN HAKLARI EVRENSEL BEYANNAMESININ ILGILI
HUKUMLERI (1948)

Diizenlemenin otijinal ismi: Universal Declaration of Human Rights.

Diizenleme kiinyesi: Birlesmis Milletler Genel Kuruln'nun 10 Aralk 1948 tarih ve 217 A(ILl) sayils Karare.
Diizenlemenin orijinal metni icin: htip:/ [ www.un.org/ en/ universal-declaration-human-rights/

(Son erisin taribi: 16.04.2016)

Diizenlemenin Tiitkiye kiinyesi: 6 Nisan 1949 tarih ve 9119 Sayils Bakanlar Kurulu ile "Insan Haklars Evrensel

Beyannamesi'nin Resmi Gazete ile yaymlanmas: yaymdan sonra okullarda ve diger editim miiesseselerinde okutnlmast ve
yorumlanmast ve bu Beyanname hakkinda radyo ve gazetelerde miinasip nesriyatta bulunulmasi” kararlastirimastsr.
Bakanlar Kurnlu Karar: 27 Mayis 1949 tarib ve 7217 Sayile Resmi Gazete'de yayinlanmistir.

Diizenlemenin Titkce tam metni igin: hitp:/ [ www.ombudsman.gov.tr/ contents/ files/ 688B1--Insan-Haklari-
Evrensel-Beyannamesi.pdf (Son erisim taribi: 16.04.2016)

Bitlesmis Milletler Genel Kurulu;

Insanlik toplulugunun biitiin bireyleriyle kuruluslarinin bu Bildirgeyi her zaman g6z éniinde tutarak egitim ve
Ogretim yoluyla bu hak ve 6zgiirliiklere saygtyr gelistirmeye, giderek artan ulusal ve uluslararasi 6nlemlerle gerek
tiye devletlerin halklart ve gerekse bu devletlerin yonetimi altindaki tlkeler halklart arasinda bu haklarin diinyaca
etkin olarak taninmasini ve uygulanmasini saglamaya ¢aba gostermeleri amaciyla tiim halklar ve uluslar i¢in ortak

ideal 6lgiileri belirleyen bu Insan Haklar1 Evrensel Bildirgesini ilan eder.
Madde 12

Kimsenin 6zel yasamina, ailesine konutuna ya da haberlesmesine keyfi olarak karisilamaz, seref ve adina

saldirlamaz. Herkesin bu gibi karisma ve saldirilara karst yasa tarafindan korunmaya hakk: vardir.
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KISISEL VE SIYASAL HAKLAR SOZLESMESININ ILGILI HUKUMLERI
(1966)

Diizenlemenin orijinal ismi: International Covenant on Civil and Political Rights

Diizenleme kiinyesi: Birlesmis Milletler Genel Kurulu tarafindan 19 Aralik 1966 taribinde 2200 A (XXI) sayil:
karartyla kabul edilmistir.

Diizenlemenin orijinal tam metni i¢in:

doc/Publication/UNTS/Volume%20999 /volume-999-1-14668-English.pdf

(Son erisim tarihi: 18.03.2016)

Diizenlemenin Tiirkiye kiinyesi: Tirkiye sézlesmeyi 15 Agustos 2000 tarihinde imzalamustir, ancak

treaties.un.or

sozlesme TBMM ve Cumhurbagkan: tarafindan onaylanmamistir.
Diizenlemenin Tiirkce tam metni igin:

bttp:/ [ www.ubdigm.adalet. gov.tr/ sozlesmeler/ coktaraflisoz/ b/ bm_05.pdf
(Son erigim taribi: 18.03.2016)

Madde 17- Mahremiyet Hakki

(1) Hi¢ kimsenin 6zel ve aile yasamina, konutuna veya haberlesmesine keyfi veya hukuka aykiri olarak miidahale

edilemez; onuru veya itibart hukuka aykirt saldirilara maruz birakilamaz.

(2) Herkes bu tiir saldirilara veya mtdahalelere karst hukuk tarafindan korunma hakkina sahiptir.
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§ AVRUPA KONSEYI DUZENLEMELERI

108 NO’LU KiSISEL VERILERIN, OTOMATIK ISLEMESI KARSISINDA
BIREYLERIN KORUNMASI SOZLESMESI (1981)

Diizenlemenin orijinal ismi: Convention For The Protection Of Individuals With Regard To Automatic Processing
Of Personal Data
Diizenlemenin kiinyesi: European Treaty Series No. 108 / 28.01.1981
Diizenlemenin orijinal metni igin:
http:/ [ www.coe.int/ en/ web/ conventions/ full-list/ -/ conventions/ rms/0900001680078b37
(Son erigim taribi: 16.04.2016)
Diizenlemenin Tiirkiye kiinyesi: 28.01.1981 taribinde Liirkiye, bu sozlesmeyi imzalayan ilk iilkelerden birisi

olmustur. Ancak soZlesmenin wygun bulunmast ve onaylanmast yaklasik 35 yil siirmiistiir: Kisisel Verilerin Otomatik Isleme
Tabi Tutulmas: Kargsinda Bireylerin Korunmast Solesmesi 6669 sayils Kanun’la wygun bulunmus ve bu Kanun, ilisik
beyanlarla birlikte onaylanarak 17 Mart 2016 taribli ve 29656 sayily Resmi Gazete'de yaymlanmistir.

Diizenlemenin Tiirk¢ce metai igin:

bttp:/ [ www.resmigazete gov.tr/ eskiler/ 2016/03/20160317-2.pdf (Son erisim taribi: 22.04.2016)

Gerekge

GunumuZzde insan haklarinin korunmasi bilincinin gelismesiyle es zamanl olarak, kisisel verilerin korunmasinin
6nemi de her gegen giin artmaktadir. Bu ¢ercevede gelismis tilkelerde kisisel verilerin korunmast alaninda detaylt
yasal diizenlemelerin uygulanmakta oldugu dikkat ¢ekmektedir. Ote yandan, 20 inci yiizyilda bilgi ve iletisim
teknolojilerinde yasanan hizli gelismeler nedeniyle kisisel verilerin kayit altina alinmasinda ciddi bir artis

yasanmis, internetin yayginlasmast ise konuyu daha hassas bir boyuta tasimistir.

Tirkiye, kisisel verilerin korunmasiyla ilgili uluslararast diizenlemeleri takip ederek, ulusal diizenlemelerine bu
cercevede yon vermektedir. 2010 yilinda Anayasada yapilan degisikliklerle kisisel verilerin korunmast anayasal
bir hak haline getirilmistir.

Avrupa Konseyi (AK) bunyesinde hazirlanarak 28 Ocak 1981 tarihinde Strazburg'da imzaya agilan ve 1 Ekim
1985 tarihinde yirtrlige giren 'Kisisel Verilerin Otomatik Isleme Tabi Tutulmast Kargisinda Bireylerin
Korunmast Sézlesmesi' iilkemiz tarafindan 28 Ocak 1981 tarihinde imzalanmistir. Anilan Sézlesmeye AK

disindaki tlkelerin de taraf olma imkant bulunmaktadir.

108 sayili Sézlesme olarak da bilinen ve 27 maddeden olugan Sézlesmenin temel amacy; her tye tlkede, uyrugu

veya ikametgahi ne olursa olsun gercek kisilerin, temel hak ve 6zgurliklerini ve 6zellikle kendilerini ilgilendiren
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kisisel nitelikteki verilerin otomatik bilgi isleme tabi tutulmast karsisinda 6zel yasam haklarim giivence altina

almaktir. Bu itibarla Sézlesme, htikiimetlerin vatandaglarini korumasina yonelik 6nemli bir arag niteligindedir.

Bugiine kadar AK tyesi butiin ilkeler ve AK disindan Uruguay olmak tizere toplam 47 tilke S6zlesmeye taraf
olmus, 46 tlke ise S6zlesmeyi onaylamustir. Tirkiye S6zlesmeyi imzalamis olmasina ragmen, onay islemlerini

hentiz tamamlamayip yururluge koymayan tek tilke konumundadir.

108 sayill Sozlesmenin Ulkemizce onaylanarak yururluge konmasi konusunda zamaninda yapilan
degerlendirmede, S6zlesmenin i¢ hukuk diizenlemelerinin tamamlanmasinin ardindan onaylanmasi ve yuruiluge
konulmasinin uygun olacagl sonucuna varilmistir. Konunun énemi gercevesinde, Sézlesme ile ilgili i¢ hukuk

gereklerinin Sézlesmenin onay sireciyle birlikte es zamanli yurutulmesi keyfiyeti giindeme gelmistir.

Ulkemizde kisisel verilerin korunmast baglaminda surdurilmekte olan ulusal mevzuat ¢alismalarina da paralel
olarak, s6zkonusu Sézlesmenin onaylanmast, tlkemizin Avrupa Konseyi cercevesinde olusturulan ortak hukuk
sistemine kisisel verilerin korunmast alaninda da dahil olmasinit saglayarak, vatandaslarimizin insan haklarinin

ihlal edilmesinin 6niine gecilmesine ve tilkemizin uluslararast sayginligina katkida bulunacaktir.
Giris
Isbu S6zlesmeyi imzalayan Avrupa Konseyi Uyesi Devletler,

Avrupa Konseyinin amacinin 6zellikle hukukun dstinliigiine ve insan haklart ile temel 6zgurliklere saygilt

olarak, tiyeleri arasinda daha yakin bir birligin ger¢eklestirilmesi olduguna inanarak;

Otomatik isleme tabi olan kisisel verilerin sinirlar Stesi akisinin yogunluk kazanmast karsisinda, temel hak ve
Ozgurliklere iliskin giivencelerin, 6zellikle de 6zel yagama saygt hakkinin genisletilmesinin arzu edilebilir

oldugunu degerlendirerek;
Ayni zamanda sinirlari dikkate almaksizin haber alma 6zgtirligine iliskin yikiimliliklerini de teyit ederek;

Temel degerler olan 6zel yasama saygt ile halklar arasinda serbest bilgi akisini birbiriyle uzlagtirma gerekliligini
kabul ederek;

Asagidaki hususlarda anlagmuglardir:
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Boliim I - Genel hitkiimler
Madde 1 Konu ve amag

Isbu Sézlesmenin amact, her bir Tarafin ilkesinde, uyrugu veya ikamet yeri ne olursa olsun her gercek kisinin
temel hak ve 6zgtirliklerini ve 6zellikle kendisiyle ilgili kisisel verilerin otomatik isleme tabi tutulmasi karsisinda

6zel hayata saygt hakkint giivence altina almakur. ("verilerin korunmast").
Madde 2 Tanimlar
Bu Sézlesmenin amaclart bakimmdan:

a) "Kisisel veriler": Kimligi belitli veya belirlenebilir bir gercek kisi ("ilgili kisi") hakkindaki tiim bilgileri ifade

eder;
b) "Otomatik veri dosyas1" otomatik isleme konu olan bilgilerin tlimiini ifade eder;

¢) "Otomatik islem"den, tamamen veya kismen otomatik yontemletle gerceklestirilen; verilerin kaydi, bu
verilere mantiksal ve/veya aritmetik islemlerin uygulanmast, verilerin degistirilmesi, silinmesi, geti elde edilmesi

veya dagitilmast anlagilir.

d) "Dosya yoneticisi", otomatik veri dosyasnin amacinin ne olacadl, hangi kisisel veri kategorilerinin
kaydedilmesi gerektigi ve bunlara hangi islemlerin uygulanacag hakkinda karar verebilecek olan gercek veya

tiizel kisileri, kamu kurumunu, birimi veya ulusal kanunlara gére yetkili olan diger kuruluglar: ifade eder.
Madde 3 Kapsam

1. Taraflar, isbu S6zlesmeyi kamu sektériinde ve 6zel sektdrde, otomatik kisisel veri dosyalarina ve kisisel

verilerin otomatik isleme tabi tutulmasi konusunda uygulamay1 taahhtit edetler.

2. Her devlet, imza sirasinda veya onay, kabul, uygun bulma veya taraf olma belgelerin.in tevdi edilmesi sirasinda

veya daha sonra herhangi bir zamanda Avrupa Konseyi Genel Sekreterine muhatap bir beyanla:

a) Isbu Sozlesmeyi, listesi tevdi edilecek olan belli otomatik kisisel veri dosyast kategorilerine uygulamayacagini
bildirebilir. Ancak, devlet bu listeye, kendi i¢ hukukunun otomatik verilerin korunmasina iligkin hikimlerine
tabi olan otomatik dosya kategorilerini dahil edemez. Bu nedenle, ilave otomatik kisisel veri dosyast
kategorilerinin kendi i¢ hukukunun verilerin korunmasina iliskin hitkiimlerine tabi kilinmasi halinde, yapacagt

yeni bir beyanla s6zkonusu listeyi tadil eder;

b) Isbu Sézlesmeyi, topluluklar, dernekler, vakiflar, sirketler, kurumlar ve tiizel kisilige sahip olsun veya olmasin,
dogrudan veya dolaylt olarak gercek kisilerin bir araya gelmesiyle olusmus her ¢esit diger kurulus hakkinda da
uygulayacagint bildirebilir;

c) Isbu Sozlesmeyi, otomatik bilgi isleme konu olmayan kisisel veri dosyalari hakkinda da uygulayacagini
bildirebilir.

3. Yukaridaki 2. fikranin b veya ¢ bendinde tanimlanan beyanlardan biriyle isbu Sézlesmen.in uygulama alanini
genisleten her devlet, s6zkonusu beyanda, genisletmen.in ancak tevdi edecegi bir listede gdsterilen bazi kisisel

dosya kategorilerine uygulanacagini belirtebilir.
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4. Yukaridaki 2. fikranin a bendinde 6ngdrillen beyanla belli otomatik kisisel veri dosyast kategorilerini
Sozlesmen.in uygulama alam disinda tutan Taraf, bunlart uygulama alant disinda tutmayan bir Taraftan isbu

Sozlesmenin sézkonusu kategoriler hakkinda uygulanmasini isteyemez.

5. Keza, isbu maddenin 2. b ve 2. ¢ bentlerinde 6ngériilen kapsam genisletmelerinden herhangi birini yapmayan
Taraf, bu genisletmeleri yapan herhangi bir Tarafin bu hususlarda Sézlesmeyi uygulamasi gerektigini 6ne

suremez.

6. Isbu maddenin yukaridaki 2. fikrasinda éngoriilen beyanlar, bunlart yapmis olan Devlet bakimindan, bu
beyanlarin imza sirasinda veya onay, kabul, uygun bulma veya taraf olma belgelerinin tevdi edilmesi sirasinda
yapilmast halinde, sézlesmen.in yiiriirliige girdigi tarihte; eger beyanlar daha sonra yapilmissa bunlarin Avrupa
Konseyi Genel Sckreteri tarafindan alinmasindan ti¢ ay sonra hitkiim ifade eder. Bu beyanlar Avrupa Konseyi
Genel Sekreterine muhatap bir bildirim ile kismen veya tamamen geri alinabilir. Beyanlarin geri alinmast,

bildirimin alindig1 tarihten ¢ ay sonra hitkim ifade eder.
Boliim II - Verilerin korunmasina iligkin temel ilkeler
Madde 4 Taraflarin Gorevleri

1. Her Taraf, kendi i¢ hukukunda, isbu bolimde yer alan verilerin korunmasina iligkin temel ilkelere islerlik

kazandirmak amaciyla gerekli 6nlemleri alir.

2. Bu o6nlemlerin Tarafca, en ge¢, Soézlesmenin kendisi bakimindan yirirlige girdigi tarihte alinmasi

zorunludur.

Madde 5 Verilerin niteligi

Otomatik isleme konu olan kisisel verilet:

a) Adil bicimde ve yasal yoldan elde edilir ve islenir;

b) Belli ve mesru amaglar icin kaydedilir ve bu amaglara aykirt sekilde kullanilmaz;
¢) Kaydedilme amaglarina gére uygun ve yerinde olur ve agir1 olmaz;

d) Dogru bilgileri yansitir ve gerektiginde glincellenir;

e) Kaydedilme amaclarint gerceklestirmek icin gerekli olan stireyi agmayacak sekilde ilgili kisilerin kimliklerini

belirlemeye imkan veren bir bicimde saklanir.
Madde 6 Ozel veri kategorileri

I¢ hukukta uygun giivenceler saglanmadikea, 1rksal kokeni, siyasi diisiinceleri, dini veya diger inanglar ortaya
koyan kisisel veriler ile saglik veya cinsel hayatla ilgili kisisel veriler, otomatik isleme tabi tutulmaz. Ayni sey ceza

mahkumiyetiyle ilgili kisisel veriler icin de gecerlidir.
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Madde 7 Verilerin giivenligi

Otomatik dosyalara kaydedilen kisisel verileri korumak icin, bunlarin kaza sonucu veya izinsiz olarak imhasina
veya kaza sonucu kaybolmasina veya bunlarin izinsiz olarak elde edilmesine, degistirilmesine veya dagitilmasina

karst uygun giivenlik 6nlemleri alinir,
Madde 8 Ilgili kisi hakkindaki ek giivenceler
Herkes:

a) Otomatik kisisel veri dosyasinin mevcudiyetini, temel amaglarini, dosya yoneticisinin kimligini ve mutat

ikamet yerini veya baslica isyerini 6grenmek;

b) Makul araliklarla ve asir1 gecikmeye veya masrafa maruz kalmadan kendisi ile ilgili kisisel verilerin otomatik
dosyada bulunup bulunmadiginin teyidini almak ve bu bilgilerin kendisine anlagilir bir bi¢im altinda iletilmesini

saglamak;

¢) Gerekli olan durumlarda, bu verileri diizelttirmek veya bunlarin, isbu Sézlesmenin 5. ve 6. maddelerinde
belirtilen temel ilkelere islerlik saglayan i¢ hukuk hitkiimlerinin ihlali suretiyle islenmis olmasi halinde, s6zkonusu

verileri sildirtmek;

d) Isbu maddenin b ve ¢ fikralarinda 6ngoriilen teyit talebinin veya duruma gére bildirim, diizeltme veya silme

talebinin yerine getirilmemesi halinde bir bagvuru yolundan yararlanmak hakkina sahiptir.
Madde 9 Istisnalar ve kisitlamalar

1. Isbu maddede belirtilen sinirlar disinda, Sézlesmenin 5, 6 ve 8. maddeleri hiikiimlerine hicbir istisna

getirilemez.

2. Taraf devletin kanunlarinda 6ngérillmis olmasi ve demokratik bir toplumda agagidaki hususlarin saglanmast

icin gerekli bir 6nlem olusturmasi halinde isbu S6zlesmenin 5, 6 ve 8. maddelerine istisna getirilebilir:
a) Devlet giivenliginin korunmast, kamu giivenligi, devletin mali menfaatleri veya suglarin énlenmesi;
b) 1lgili kisinin veya baskasinin hak ve ézgiirliiklerinin korunmast.

3. Tlgili kisilerin 6zel yasamlarina tecaviiz tehlikesi bulunmadiginin agtk oldugu durumlarda, 8. maddenin b, ¢ ve
d fikralarinda diizenlenen haklar istatistiki veya bilimsel amaglar icin kullanilan kisisel veri dosyalart bakimindan

kanunla kisitlanabilir.
Madde 10 Yaptirimlar ve bagvuru yollari

Her bir Taraf, isbu bélimde diizenlenen verilerin korunmasi hakkindaki temel ilkelere islerlik saglayan i¢c hukuk

kurallarinin ihlaliyle ilgili uygun yaptirimlar ve bagvuru yollart getirmekle ylikamlidur.
Madde 11 Genigletilmis koruma

Isbu boliimde yer alan hitkiimlerden hicbiri, her devletin, ilgili kisilere isbu S6zlesmede 6ngorillenden daha fazla

koruyucu 6nlem saglamast imkanini stnirlayacak veya buna halel getirecek sekilde yorumlanamaz.

34



Bolim III - Sinir 6tesi veri akiglari
Madde 12 Kigisel verilerin sinir 6tesi akig1 ve i¢ hukuk

1. Otomatik isleme konu olan veya otomatik isleme konu olmak tizere toplanmis olan kisisel verilerin her tiirlt

yoldan ulusal siurlarin Stesine transferinde asagidaki hitkimler uygulanir.

2. Bir Taraf, miinhasiran 6zel yasamin korunmast amaciyla kisisel verilerin diger bir Tarafa sinir Gtesi akisim

yasaklayamaz veya 6zel misaadeye tabi tutamaz.
3. Bununla birlikte her bir Taraf, 2. fikradaki hitkiimlere asagidaki durumlarda istisnalar getirebilir:

a) Kendi mevzuatinin, belli kisisel veri veya otomatik kisisel veri dosyasi kategorileri icin, bu verilerin veya
dosyalarin dogasindan kaynaklanan 6zel diizenlemeler icermesi, diger Tarafin diizenlemelerinin ise esdeger bir

koruma icermemesi durumunda;

b) Bu transferin bir Tarafin tilkesinden, bir diger Taraf tizerinden Taraf olmayan bir devletin tilkesine yapilmast
durumunda, bu bendin basinda atifta bulunulan Tarafin mevzuatinin bosluklarindan yararlanmak tzere

yapilacak bu tiir transferleri engellemek amaciyla.
Boliim IV - Kargilikli yardimlagma
Madde 13 Taraflar arasinda igbirligi
1. Taraflar, isbu S6zlesmeyi uygulamak tzere birbirlerine karsihikli yardimda bulunmay: taahhiit ederler.
2. Bu amacla:

a) Taraflardan her biri bir veya birden fazla makam tayin ederek, bunlarin isim ve adreslerini Avrupa Konseyi

Genel Sekreterine bildirir;

b) Birden fazla makam tayin eden her bir Taraf, yukaridaki bentte atifta bulunulan bildirimde, bu mercilerden

her birinin yetkisini belirtir.
3. Taraflardan birinin tayin ettigi bir makam, diger Tarafin tayin ettigi bir makamun talebi tzerine:
a) Verilerin korunmast hakkindaki hukukuna ve idari uygulamalara iligkin bilgileri verir.

b) I¢ hukukuna ve miinhasiran 6zel yasamin korunmast amacina uygun olarak, otomatik isleme konu olan kisisel
verilerin kendileri istisna olmak tizere, Ulkesinde gerceklestirilen otomatik islemlerle ilgili somut bilgilerin

saglanmasi i¢in gerekli tim 6nlemleri alir.
Madde 14 Yabanci iilkelerde ikamet eden ilgili kisilere yardim

1. Taraflardan her biri, kendi i¢ hukukunda 6ngériilen, isbu S6zlesmenin 8. maddesinde belirtilen ilkelere islerlik

kazandiran haklarin kullanilmast icin, yabanct tilkede ikamet eden tiim kisilere yardimda bulunur.

2. Eger béyle bir kisi diger bir Tarafin tilkesinde ikamet ediyorsa, talebini bu Tarafin tayin ettigi makama yapma

imkanina da sahip olmalidur.
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3. Yardim talebi, gerekli tiim bilgileri, digerleri yaninda 6zellikle asagidakilerle ilgili bilgileri icerir:
a) Talepte bulunanin isim ve adresi ile bu kisiyi belitflemeye yarayan tim hususlar,

b) Talebin konusu kisisel verilerin yer aldigt otomatik dosya veya yoneticisi,

¢) Talebin amact.

Madde 15 Tayin edilen makamlarca saglanan yardima iliskin giivenceler

1. Bir Tarafin tayin ettigi makam, ne kendisine muhatap bir yardim talebini desteklemek amaciyla talebe
cklenen bilgiyi, ne de kendi talep ettigi yardim tzerine diger bir Tarafin tayin ettigi makamdan sagladigi bilgiyi,
yardim talebinde belirtilen amaglar disinda kullanabilir.

2. Taraflardan her biri, tayin edilen makamin personelinin veya bu makam adina hareket eden kisilerin, bu

bilgilerin gizli tutulmasi veya paylasilmamasi hususunda ylkiimliliklere tabi olmasint saglayacaktir.

3. Tayin edilen makam hicbir durumda, 14. maddenin 2. fikrasina gére yabanci tilkede ika eden ilgili kisinin

muvafakatini almadan, kendi insiyatifiyle bu kisi adina yardim talebinde bulunmaya yetkili kilinmayacaktir.
Madde-16 Yardim taleplerinin reddi

Isbu Sézlesmenin 13 ve 14. maddeleri uyarinca kendisine yardim talebi intikal eden tayin edilmis makam,

asagidaki durumlar disinda yardim talebini reddedemez:

a) Yapilan talep, yanit vermekle sorumlu makamin verilerin korunmast konusundaki yetkisi disinda kaliyorsa;
b) Talep, isbu S6zlesme hikiimlerine uygun degilse;
¢) Talebin yerine getirilmesi, bunu yerine getirecek makamin bagl oldugu devletin egemenligine, giivenligine

veya kamu diizenine veya bu devletin yetkisi altindaki kisilerin haklarina ve temel 6zgiirliklerine aykirt ise.
Madde 17 Yardim giderleri ve yéntemleri

1. Taraflarin 13. madde uyarinca birbirlerine yaptiklart karsilikli yardim ile 14. madde uyarinca yabanci tilkede
ikamet eden ilgili kisilere yaptiklart yardim, uzman ve tercliman dcretleri disinda, hicbir masraf veya harct

gerektirmeyecektir. Bu masraf ve harclar, yardim talebinde bulunan makamu tayin eden Tarafca karsilanacaktir.

2. Tlgili kisi, bir baska Tarafin iilkesinde kendi hesabina yapilan islemlerle ilgili olarak, bu Tarafin iilkesinde
ikamet eden kisilerce yasal olarak 6denmesi gereken har¢ ve masraf disinda, higbir har¢ ve masraf 6demek

zorunda olmayacaktir.

3. Yardimla ilgili diger hususlar ve 6zellikle yardimin sekli ve usuli ile kullanilacak dile iliskin konular, ilgili

Taraflar arasinda dogrudan kararlastirilacaktir.
Boliim V - Danigma Komitesi
Madde 18 Komitenin olugumu

1. Isbu Sézlesmenin yirirlige girmesinden soma bir Danisma Komitesi kurulur.
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2. Taraflardan her biri, bu komiteye bir asil temsilci, bir de temsilci vekili tayin eder. Sézlesmeye taraf olmayan

Avrupa Konseyi tiyesi her devlet Danisma Komitesinde bir gézlemci tarafindan temsil edilme hakkina sahiptir.

3. Danisma Komitesi, oybirligi ile alacagt bir kararla, Avrupa Konseyi tiyesi olmayan ve Sozlesmeye taraf

olmayan herhangi bir devleti, belli bir oturumunda bir gbzlemci tarafindan temsil edilmeye davet edebilir.
Madde 19 Komitenin iglevleri Danigma Komitesi:

a. SOzlesmenin uygulanmasint  kolaylastirmak veya iyilestirmek amactyla Onerilerde bulunabilir;

b. Asagidaki 21. Maddeye uygun olarak Sézlesmede degisiklik yapilmasint 6nerebilir;

c. Sézlesmede degisiklik yapilmasina iliskin olarak 21. maddenin 3. fikrasi uyarinca kendisine sunulan tim

oneriler hakkinda goriis bildirir;

d. Taraflardan birinin talebi tzerine, isbu Sézlesmenin uygulanmast ile ilgili tim sorular hakkinda goriis

bildirebilir.
Madde 20 Usul

1. Danisma Komitesi, Avrupa Konseyi Genel Sekreteri tarafindan toplantiya ¢agirilir. Komite ilk toplantisini,
isbu Sézlesmenin yurirliige girmesini izleyen on iki ay icerisinde yapar. Komite, miiteakip toplantilarint en az

iki y1lda bir yapar; ayrica Taraflarin temsilcilerinin tigte birinin talebi tizerine herhangi bir zamanda toplanur.
2. Danisma Komitesi toplantist yeter sayist, Taraf temsilcilerinin salt gogunlugudur.

3. Danisma Komitesi, her toplanti sonunda, yaptig1 ¢alismalar ve S6zlesmenin isleyisi hakkinda Avrupa Konseyi

Bakanlar Komitesine bir rapor sunar.

4. Isbu Sozlesme hiikiimlerine tabi olmak tizere Danisma Komitesi ic¢ tiiziigiinii kendisi diizenler.
Bélium VI - Degisiklikler

Madde 21 Degisiklikler

1. Taraflardan biri, Avrupa Konseyi Bakanlar Komitesi veya Danisma Komitesi isbu Sézlesmede degisiklik

yapilmasint 6nerebilir.

2. Her degisiklik 6nerisi, Avrupa konseyi Genel Sekreteri tarafindan, Avrupa Konseyi tiyesi Devletlere ve 23.

madde hiikiimleri uyarinca S6zlesmeye katillan veya katilmaya ¢agrilan tiye olmayan her devlete bildirilir.

3. Taraflardan biri veya Bakanlar Komitesi tarafindan yapilan her degisiklik 6nerisi, Bakanlar Komitesine

degisiklik hakkinda goriis sunacak olan Danisma Komitesine bildirilir.

4. Bakanlar Komitesi, teklif edilen degisikligi ve Danisma Komitesi tarafindan sunulabilecek her tirlti gorisi

dikkate alarak s6z konusu degisikligi kabul edebilir.

5. Bakanlar Komitesi tarafindan bu maddenin 4. fikrasina gbre kabul edilen her tirli degisiklik metni, kabul

icin Taraflara iletilit.
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6 Isbu Maddenin 4. fikrast uyarinca kabul edilen herhangi bir degisiklik, tim Taraflarin bununu kabul ettiklerini

Genel Sekretere bildirmelerini izleyen otuzuncu giinde yurtrlige girer.
Boliim XI - Son hiikiimler
Madde 22 Yiiriirliige girme

1 Isbu Sézlesme Avrupa Konseyi iiyesi devletlerin imzasina agiktir. Onay, kabul ya da uygun bulmaya tabidir.
Onay, kabul ya da uygun bulma belgeleri, Avrupa Konseyi Genel Sekreterine teslim edilir.

2 Bu Sozlesme, en az bes Avrupa Konseyi tye devletinin 6nceki fikranin hitkiimlerine gére Sézlesmeyle baglt
olma y6niindeki muvafakatlerini ifade ettikleri tarihten itibaren t¢ aylik siirenin sona ermesini takip eden ayin

ilk gind ytrtrlige girer.

3. Daha sonra Sézlesme ile bagh olmak istedigini beyan eden herhangi bir iiye devlet bakimindan Sézlesme;
onay, kabul ya da uygun bulma belgesini teslim etme tarihinden itibaren ti¢ aylik siirenin sona ermesini takip

eden aymn ilk giind yirtrlige girer.
Madde 23 Uye olmayan devletlerin katilimi

1. Isbu Sozlesmenin yiiriirliige girmesinden sonra, Avrupa Konseyi Bakanlar Komitesi, Avrupa Konseyi
Statistintin 20. maddesinin d. fikrasinda 6ngérillen cogunlukla ve komiteye katilina hakkina sahip Taraf Devlet
temsilcilerinin oybirligiyle Avrupa Konseyine iiye olmayan herhangi bir Devleti isbu Sozlesmeye katilmaya davet

edebilir.

2. Katilan her Devlet icin S6zlesme, katilina belgesinin Avrupa Konseyi Genel Sekreterine tevdi edildigi tarihten

sonraki ¢ aylik dénemin bitimini izleyen ayin ilk glind yirtrlige girer.
Madde 24 Ulkesel hiikiimler

1. Herhangi bir Devlet, imza sirasinda veya onay, kabul, uygun bulma veya taraf olma belgelerini tevdi ederken,

Sézlesmenin uygulanacagt tilkeyi veya tilkeleri belirtebilir.

2. Herhangi bir Devlet, daha sonraki bir tarihte Avrupa Konseyi Genel Sekreterine muhatap bir bildirimle, isbu
Sozlesmenin uygulama alanini, bildirimde belirtilen baska herhangi bir ilkeye tesmil edebilir. Sézlesme,
sOzkonusu tilke bakimindan, s6z konusu beyanin Genel Sekreter tarafindan alinina tarihinden itibaren ¢ aylik

slirenin sona ermesini takip eden ayin ilk giint yirirlige girer.

3. Onceki iki fikra uyarinca yapilan herhangi bildirim, sézkonusu bildirimde belirtilen herhangi bir iilke
bakimindan Avrupa Konseyi Genel Sekreterine muhatap bir bildirim ile geri ¢ekilebilir. S6zkonusu geri ¢ekme,
sO6zkonusu bildirimin Genel Sekreter tarafindan alinma tarihinden itibaren alt1 aylik stirenin sona ermesini takip

eden ayin ilk ginti gegerlilik kazanir.
Madde 25 Cekinceler

Isbu S6zlesme hiikiimlerine hicbir cekince konulamaz.

38



Madde 26 Fesih

1. Taraflardan herhangi biri, herhangi bir zamanda Avrupa Konseyi Genel Sekreterine muhatap bir bildirim

yoluyla bu Sézlesmeyi feshedebilir.

2. 86z konusu fesih, s6z konusu bildirimin Genel Sekreter tarafindan alinma tarihinden itibaren altt aylik stirenin

sona ermesini takip eden ayin ilk giinii gegerlilik kazanir.
Madde 27 Bildirimler

Avrupa Konseyi Genel Sekreteri Konsey tiyesi Devletlere ve bu Sézlesmeye katilan her Devlete asagidakileri
bildirecektir:

a. her imzayz,

b. tevdi edilen her onay, kabul, uygun bulma veya taraf olma belgesini;

c. Madde 22, 23 ve 24 uyarinca her ylrirlige giris tarihini;

d. bu Sézlesme ile ilgili diger her tiir belge, bildirim ya da muhaberati.

Keyfiyeti tevsiken, usuliine uygun olarak yetkilendirilmis Sézlesmeyi imzalamislardir.

Strazburg'da 28 Ocak 1981 tarihinde Ingilizce ve Fransizca dillerinde ve her iki metin esit derecede gegerli olacak
sekilde, Avrupa Konseyi arsivlerinde saklanmak {izere tek niisha olarak imzalanmustir. Avrupa Konseyi Genel
Sekreteri, her bir Avrupa Konseyi tiye Devletine ve Sozlesmeye taraf olmaya davet edilen her Devlete onaylt

niishalarini génderecektir.
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181 NO’LU EK PROTOKOL - 2001 (108 SAYILI SOZLESMENIN EKI)

Diizenlemenin otijinal ismi: Additional Protocol to the Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data regarding supervisory authorities and transborder data flows

Diizenlemenin kiinyesi: Eunropean Treaty Series No. 181 / 08.11.2001

Diizenlemenin orijinal metni i¢in:

bttp:/ [ www.coe.int/ en/ web/ conventions/ full-list/ -/ conventions/ rms/0900001680080626

(Son erigim taribi: 18.03.2016)

Diizenlemenin Tiirkiye kiinyesi: Tiirkiye, 08.11.2001 taribinde sozlesmeyi imzalamsy, ancak sizlesme Kanun'la

uygun bulunmamagtar.

Preamble

The Parties to this additional Protocol to the Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data, opened for signature in Strasbourg on 28 January 1981 (hereafter

referred to as "the Convention");

Convinced that supervisory authorities, exercising their functions in complete independence, are an element of

the effective protection of individuals with regard to the processing of personal data;
Considering the importance of the flow of information between peoples;

Considering that, with the increase in exchanges of personal data across national borders, it is necessary to
ensure the effective protection of human rights and fundamental freedoms, and in particular the right to

privacy, in relation to such exchanges of personal data,
Have agreed as follows:
Article 1 - Supervisory authorities

1. Each Party shall provide for one or more authorities to be responsible for ensuring compliance with the
measures in its domestic law giving effect to the principles stated inChapters II and III of the Convention and

in this Protocol.

2. a. To this end, the said authorities shall have, in particular, powers of investigation and intervention, as well
as the power to engage in legal proceedings or bring to the attention of the competent judicial authorities
violations of provisions of domestic law giving effect to the principles mentioned in paragraph 1 of Article 1

of this Protocol.

b. Each supetvisory authority shall hear claims lodged by any person concerning the protection of his/her

rights and fundamental freedoms with regard to the processing of personal data within its competence.
3. The supervisory authorities shall exercise their functions in complete independence.
4. Decisions of the supervisory authorities, which give rise to complaints, may be appealed against through the

courts.
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5. In accordance with the provisions of Chapter IV, and without prejudice to the provisions of Article 13 of
the Convention, the supervisory authorities shall co-operate with one another to the extent necessary for the

performance of their duties, in particular by exchanging all useful information.

Article 2 —Transborder flows of personal data to a recipient which is not subject to the jurisdiction of

a Party to the Convention

1. Each Party shall provide for the transfer of personal data to a recipient that is subject to the jurisdiction of a
State or organisation that is not Party to the Convention only if that State or organisation ensures an adequate

level of protection for the intended data transfer.

2. By way of derogation from paragraph 1 of Article 2 of this Protocol, each Party may allow for the transfer

of personal data :

a. if domestic law provides for it because of :

—specific interests of the data subject, or

—legitimate prevailing interests, especially important public interests, or

b. if safeguards, which can in particular result from contractual clauses, are provided by the controller

responsible for the transfer and are found adequate by the competent authorities according to domestic law.
Article 3 — Final provisions

1. The provisions of Articles 1 and 2 of this Protocol shall be regarded by the Parties as additional articles to

the Convention and all the provisions of the Convention shall apply accordingly.

2. This Protocol shall be open for signature by States Signatories to the Convention. After acceding to the
Convention under the conditions provided by it, the European Communities may sign this Protocol. This
Protocol is subject to ratification, acceptance or approval. A Signatory to this Protocol may not ratify, accept
or approve it unless it has previously or simultaneously ratified, accepted or approved the Convention or has
acceded to it. Instruments of ratification, acceptance or approval of this Protocol shall be deposited with the

Secretary General of the Council of Europe.

3. a. This Protocol shall enter into force on the first day of the month following the expiry of a period of three
months after the date on which five of its Signatories have expressed their consent to be bound by the Protocol

in accordance with the provisions of paragraph 2 of Article 3.

b. In respect of any Signatory to this Protocol which subsequently expresses its consent to be bound by it, the

Protocol shall enter into force on the fir
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INSAN HAKLARI AVRUPA SOZLESMESININ ILGILI HUKUMLERI
(1953)

Diizenlemenin orijinal ismi: Convention for the Protection of Human Rights and Fundamental Freedoms (“European
Convention on Human Rights, ECHR”)

Diizenlemenin kiinyesi: CETS No.005, Imzaya agilma taribi 04.11.1950 / Yiiriirliik taribi 03.09.1953
Diizenlemenin otijinal metni icin:

bttp:/ [ www.echr.coe.int/ Documents/ Convention ENG.pdf (Son erisim taribi: 18.03.2016)

Diizenlemenin Tiirkiye kiinyesi: Tiirkiye Solesmeyi, 04.11.1950 taribinde imzalams ve 10.03.1954 taribh ve

6366 sayily Kanun ile onaylamistsr.
Diizenlemenin Tiirkce metni igin:
bttp:/ [ www.echr.coe.int/ Documents/ Convention TUR.pdf (Son erigim taribi: 18.03.2016)

Madde 8 — Ozel hayata ve aile hayatina sayg1 hakki
1. Herkes 6zel ve aile hayatina, konutuna ve yazismasina saygt gosterilmesi hakkina sahiptir.

2. Bu hakkin kullanilmasina bir kamu makaminin midahalesi, ancak miidahalenin yasayla 6ngbrilmiis ve
demokratik bir toplumda ulusal giivenlik, kamu giivenligi, tilkenin ekonomik refahi, diizenin korunmasi, sug¢
islenmesinin 6nlenmesi, sagligin veya ahlakin veya baskalarinin hak ve 6zgirliklerinin korunmast icin gerekli

bir tedbir olmast durumunda s6z konusu olabilir.
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§ AVRUPA BIRLIGI DUZENLEMELERI

95/46/EC SAYILI KiSISEL VERILERIN ISLENMESi VE SERBEST
DOLASIMI BAKIMINDAN BIREYLERIN KORUNMASINA ILISKIN
AVRUPA PARLAMENTOSU VE AVRUPA KONSEYI DIREKTIFi

Diizenlemenin otijinal ismi: Directive 95/46/ EC of the Enropean Parliament and of the Conncil of 24 October
1995 on the protection of individuals with regard fo the processing of personal data and on the free movement of such data
Diizenlemenin kiinyesi: 319951.0046 EU Official Journal 1. 281 , 23/11/1995 P. 0031 — 0050
Diizenlemenin orijinal metni i¢in:

bttp:/ [ enr-lex.enropa.en/ legal-content/ EN/ TXT/ enri=CEI EX:319951 0046

(Son erisin tarihi: 16.04.2016)

BASLANGIC

AVRUPA PARLAMENTOSU VE AVRUPA BIRLIGI KONSEYI,

Avrupa Toplulugunu Kuran Anlagsmay1 ve 6zellikle ilgili 100a maddesini gbz 6ntinde bulundurarak,
Komisyonun teklifini! g6z 6ntinde bulundurarak,

Ekonomik ve Sosyal Komite’nin? gbriistini géz 6niinde bulundurarak,

Anlasmanin 189b maddesinde ortaya koyulan prosediir uyarinca hareket ederek® asagida siralanan

nedenlerden dolayt:

(1) Topluluk'un amaglari, Avrupa Birligi Anlasmasi tarafindan tadil edildigi, Anlasmada 6ngérildigi
sekilde; Insan Haklart ve Temel Ozgiirliiklerin Korunmast Hakkindaki Avrupa Sézlesmesi'nde ve Uye
Devletler’in anayasalari ve yasalarinda taninan temel haklar izerinden demokrasiyi gelistirerek ve baris

ve Ozglrligl koruyup glclendirerek halklarinin yasama kosullarinin stirekli iyilestirilmesini tesvik

1 OJ No: C 277, 5.11.1990 syf:3 ve OJ No: C 311, 27.11.1992, syf:3
20J No: C 159, 17.6.1991, syf:38

315 Haziran 1995 tarihli Avrupa Parlamentosu Karart (O] No: C 166, 3.7.1995) ve 20 Subat 1995 tarihli Komisyon
ortak goriist (O] No: C 93, 13.4.1995, syf:1) ; 2 Eylil 1993’de onaylanan (O] No: C 342, 20.12.1993, syf:30) 11 Mart
1992 tarihli Avrupa Parlamentosu Gérist (O] No: C 94, 13.4.1992, syf:198)
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ederek, Avrupa’y1 bélen engelleri gidermek icin ortak eylemle ekonomik ve sosyal ilerlemeyi saglayarak,

Topluluk’a mensup Devletlerarasinda daha yakin iligkileri tesvik etmeyi icerir;

(2) Veriisleme sistemleri insana hizmet etmek Uzere tasarlanir ve béyle olmalidir; gercek kisilerin milliyetine
veya ikametgahlarina bakmaksizin, bagta kisisel mahremiyet olmak tzere, temel haklarini ve
Ozgtrliklerini korumalidir ve bireylerin ekonomik ve sosyal iletlemesine, refahina ve ticari genislemeye
katkida bulunmalidir;

(3) Mallarin, kisilerin, servislerin ve sermayenin serbest dolasiminin saglanmast hakkindaki Anlasmanin 7a
maddesi uyarinca bir i¢ pazarin kurulmast ve isletilmesisyalnizca kisisel verilerin bir Uye Devletten
digerine serbestce akabilmesini degil, aynt zamanda bireylerin temel haklarinin giivenceye alinmasini

gerektirir;

(4) Topluluk’a, ekonomik ve sosyal faaliyetin cesitli alanlarinda kisisel verilerin islenmesine déntik olarak
artan siklikta bagvuru yapilmaktadir; bilgi teknolojisinde saglanan ilerlemeler, bu tiir verilerin islenmesini

ve degisimini 6nemli dl¢tide kolaylastirmaktadir;

(5) Anlasmanin 7a maddesinin anlami kapsaminda i¢ pazarin kurulmast ve islemesinden kaynaklanan
ekonomik ve sosyal entegrasyon; Uye Devletlerde ekonomik ve sosyal faaliyete 6zel veya kamu sifatiyla
katilan herkes arasinda kisisel verilerin sinir Stesi akisinda zorunlu olarak 6nemli bir artisa yol acacaktur.
Farklt Uye Devletlerdeki tesebbiisler arasinda kisisel verilerin alisverisi artmaya baslamustir; cesitli Uye
Devletlerdeki ulusal makamlardan, i¢ pazarin sinirlart dikkate almaksizin diger bir Uye Devletteki bir
makam adina gorevlerini yerine getirebilmek veya gérevlerini yapabilmek hususunda topluluk hukukuna

binaen, kisisel verileri takas etmesi ve is birligi yapmasi1 istenmektedir;

(6) Ustelik Toplulukta yeni haberlesme aglarinin esgtidiimlii uygulanmast ve bilimsel ve teknik isbirligindeki

arts, kisisel verilerin sinir Stesi akisini gerektirmekte ve kolaylastirmaktadir;

(7) Uye Devletlerde uygulanan kisisel verilerin islenmesine dair basta kisisel mahremiyet hakki olmak iizere
bireylerin haklari ve ézgiirliiklerinin korunma seviyesindeki farkliliklar, bir Uye Devlet topragindan diger
Uye Devlete bu tiir verilerin iletilmesini engelleyebilir; bu nedenle bu fark, Topluluk seviyesindeki
birtakim ekonomik faaliyetlerin takibi icin bir engel olusturabilir, rekabeti bozabilir ve Topluluk hukuku
kapsaminda makamlarin sorumluluklarini yerini getirmesini engelleyebilir; koruma seviyesindeki bu fark,

cok cesitli ulusal kanunlar, yonetmelikler ve idari hitkiimlerin varligindan dolayidir;

(8) Kisisel verilerin akisindaki engelleri kaldirmak igin, bireylerin hak ve 6zgiirliiklerinin korunma seviyesi
bu tiir verilerin islenmesine iliskin olarak tiim Uye Devletlerde esit olmalidir; bu amag i¢ pazar igin
hayatidir ancak 6zellikle Anlasmanin 7a maddesinde belirtilen i¢c pazar amacina uyan tutarh bir sekilde
kisisel verilerin sinir Stesi akisinin diizenlenmesini temin etmek hususunda Uye Devletlerdeki ilgili
kanunlar arasinda mevcut uyusmazliklarin éleegi géz 6niine alindiginda bu, Uye Devletler tarafindan tek

basina bagarilamaz; bu yiizden bu kanunlati yaklastirmak icin Topluluk eylemine gerek duyulmaktadir;

(9) Ulusal kanunlarin yakinlastirlmasindan kaynaklanan esdeger koruma dikkate alindiginda, Uye Devletler,
Ozellikle kisisel gizlilik hakk: basta olmak tzere, bireylerin Gzgiirliikleri ve haklarinin korunmasi
gerekgesiyle, kisisel verilerin aralarinda serbest dolagimint artik engelleyemeyeceklerdir; Uye Devletlere,

Direktifin uygulanmas: baglaminda, is ve sosyal ortaklar tarafindan da yerine getirilebilecek bir manevra
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alant birakilacaktir; bu nedenle Uye Devletler veri islemenin yasalligini yoneten genel kosullari, kendi
ulusal yasalarina koyabileceklerdir. Uye Devletler bu sekilde kendi mevzuatlariyla giincel olarak saglanan
korumay1 gelistirmeye ¢alisacaklardir; bu manevra alaninin limitleri dahilinde ve Topluluk kanuna uygun
olarak, Direktifin uygulanmasinda esitsizlikler ortaya ¢tkabilir ve bu, Toplulugun yani sira bir Uye Devlet

biinyesinde verilerin dolagimu etkileyebilir;

(10) Kisisel verilerin islenmesi hakkindaki ulusal kanunlarin amact, basta kisisel mahremiyet hakk: olmak
tizere, hem Topluluk kanununun genel esaslarinda, hem de Insan Haklari ve Temel Ozgiirliiklerini
Koruma hakkindaki Avrupa Soézlesmesinin 8. maddesinde tanmnan temel haklart ve 6zgtrlukleri
korumaktir; bu nedenle, bu kanunlarin yakinlastirilmasi, sagladiklart korumanin azalmasina yol agmamalt

aksine, Topluluk icinde yitksek seviyeli bir korumanin saglanmast igin ¢abalamaldir;

(11 Kisisel mahremiyet basta olmak tizere bireylerin haklarinin ve 6zgirliiklerinin korunmast hakkinda
bu Direktifte belirtilen esaslar, Kisisel Verilerin Otomatik Islenmesine Tliskin Bireylerin Korunmast

Hakkindaki 28 Ocak 1981 tarihli Avrupa Konseyi Sézlesmesinde belirtilenleri giiclendirir ve genisletir;

(12) Koruma esaslari, faaliyetleri Topluluk hukukunca yonetilen herhangi bir kisinin kisisel verilerinin
tim islenmesine uygulanmalidir; adres kayitlarini tutma ve yazigsma gibi 6zellikle sahsi veya ailevi olan

aktiviteler esnasinda, bir gercek kisinin gerceklestirdigi veri isleme, hari¢ tutulmalidir;

(13) Avrupa Toplulugunu Kuran Anlasmanin 100a maddesi veya madde 56 (2), madde 57 kapsaminda
Uye Devletler iizerine diisen yiikiimliiliikler sakli kalmak iizere; kamu giivenligi, savunma, devlet
givenligine dair Avrupa Birligi Anlagsmasinin V ve VI. Bashiginda atifta bulunulan faaliyetler ile ceza
kanunlar1 alanindaki Devlet faaliyetleri; Topluluk hukuku kapsaminda degildir; Devletin giivenlik
konulartyla iliskili oldugunda, devletin ekonomik refahini glivenceye almak icin gerekli olan kisisel

verilerin islenmesi, bu Direktifin kapsaminda degildir;

(14) Gergek kisilere iliskin ses ve gbruntl verilerini yakalamak, iletmek, degistirmek, kaydetmek,
saklamak veya nakletmek icin kullanilan teknolojilerin, bilgi toplumu ¢ercevesinde devam eden

gelismelerinin 6nemi dikkate alindiginda, bu Direktif bu tiir verileri gerektiren islemeye uygulanmalidir;

(15) Bu tiir verilerin islenmesi; s6z konusu kisisel verilere kolay erisime izin vermek icin, yalnizca
otomatik olursa veya islenen veriler, bireylere iliskin 6zel kriterlere gbre yapilandirilan bir dosyalama

sistemi icine alinirsa veya alinmasi planlanirsa, bu Direktif kapsamindadir;

(16) Video gozetim durumlarindaki gibi, ses ve gbriintii verilerinin islenmesi; ceza hukuku alanina iliskin
Devlet faaliyetleri esnasinda veya ulusal glivenlik, savunma kamu giivenligi amaciyla veya Topluluk

hukuku kapsamina girmeyen diger faaliyetler icin yirittlirse bu Direktif kapsamina girmez;

(17) Basta gorsel isitsel alan olmak tizere, ilgili edebi ve sanatsal ifade amagclarinin yani sira gazetecilik
amaglart icin ses ve gOrintii verilerinin islenmesinde; Direktifin esaslari, madde 9’da 6ngériilen

htkiimlere gore, stnurh bir sekilde uygulanacaktir;

(18) Bireylerin, bu Direktif kapsaminda saglanan korumadan yoksun kalmamalarini saglamak icin,
Topluluktaki herhangi bir kisisel veri islenmesi, Uye Devletler’den birinin kanununa uygun olarak yerine
getirilmelidir; bu baglamda, bir Uye Devlette yetlesik bir denetleyicinin sorumlulugu altinda yapilan

islem, o Devletin kanununca yonetilmelidir;
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(19 Bir Uye Devletin sinirlari icindeki kurulus, istikrarl diizenlemeler araciligtyla faaliyetin etkin ve reel
olarak gerceklestirilmesini saglar. Ister bir tiizel kisiligin subesi veya bagli kurulusu olsun bu tiir
kurulusun yasal bicimi; bu bakimdan belirleyici bir faktor degildir; 6zellikle baglt kuruluglar araciligiyla
cesitli Uye Devletlerin topraklarinda tek bir denetleyici kurulus kurulursa, ulusal kurallarin
bosluklarindan yaralanmayi 6nlemek icin, denetleyici kuruluglarin her birinin, faaliyetlerine uygulanan

ulusal kanunun emrettigi yikiimliliikleri yerine getirmesi saglanmalidir;

(20) Verilerin islenmesinin G¢linci bir tilkede kurulan bir tiizel kisilik tarafindan yapilmast, bu Direktifte
saglanan bireylerin korunma bicimine engel olmamalidir; bu durumlarda, isleme, kullanilan yéntemlerin
bulundugu Uye Devlet kanununca yénetilmelidir ve bu Direktifte saglanan haklarin, uygulamada

gbzetilmesini saglayacak garantiler olmalidir;
(2D Bu Direktif, tlkesellik ilkeleri sakli kalmak tzere ceza konularina uygulanir;

(22) Uye Devletler, islemenin yasalligina dair genel kosullari, cikardiklari yasalarda veya bu Direktif
kapsamindaki tedbirleri yiiriirlige koyduklarinda, daha hassas olarak tanimlayacaklardir; madde 7 ve 8
ile baglantili olarak &zellikle madde 5, genel kurallardan bagimsiz olarak Uye Devletlere, madde 8’in

kapsadig cesitli veri kategorileri icin ve belirli sektérler icin, 6zel isleme kosullart koymaya izin verir.

(23) Uye Devletler, hem kisisel verilerin islenmesi hususunda bireylerin korunmast hakkindaki genel
kanunlar, hem de 6rnegin istatistik enstittlerine iliskin olanlar gibi sektérel kanunlar yoluyla bireylerin

korunmasini uygulamay: temin etmek tzere yetkilendirilmislerdir;

(24) Kendilerini ilgilendiren verileri islemeye dair tlizel kisilerin korunmasina iliskin mevzuat, bu

Direktiften etkilenmez;

(25) Korumanin esaslari; bir taraftan, bagta islemenin yiritilebilecegi kosullar ve denetleme makamina
bildirim, teknik glivenlik ve veri kalitesi olmak tizere islemeden sorumlu diger kuruluslar veya kisiler,
kamu makamlari, isletmeler, temsilciler tizerine yiiklenen yitkimliliiklere ve diger taraftan, bireylere
verilen haklara, islemenin konusu olan verilere, islemenin yapiddigini bildirime, verileri danismaya,

diizeltme talep etmeye ve hatta bazt kogullarda islemeye itiraza yansitilmalidir;

(26) Koruma esaslari, tespit edilmis veya tespit edilebilir bir kisiye iliskin herhangi bir bilgiye
uygulanmalidir; bir kisinin tespit edilebilir olup olmadigini belirlemek icin, ad1 gegen sahsi tespit etmek
icin herhangi bir diger kisi tarafindan veya denetleyici tarafindan kullanmilabilecek makul tim araglar
dikkate alinmaldir; koruma esaslari, veri Oznesinin artik tespit edilebilir olmadigi bir bicimde
anonimlesmis verilere uygulanmayacaktir; madde 27’nin anlami dahilindeki davranis kurallari, verilerin
anonimlesebilmesine ve veri Oznesinin tespitinin arttk mimkin olmadigi bir bicimde alikonma

bigimlerine dair rehberlik saglamak icin yararlt bir arag olabilir;

(27 Bireylerin korunmasi, manuel islemenin yani sia verilerin otomatik islenmesinde de
uygulanmalidir; bu korumanin kapsami kullanidan tekniklere bagli olarak gecerli olmamalidir, aksi
takdirde, bu ciddi bir kanun bosluklarindan yararlanma riski yaratacaktir; yine de manuel islemeye dair
bu Direktif yapilandirilmamis dosyalart degil yalnizca dosyalama sistemlerini kapsar, &zellikle bir
dosyalama sisteminin icerigi, kisisel verilere kolay erisime olanak veren bireylere iliskin &zel kriterlere

gore yapilandirilmalidir; madde 2 (c)deki tanim dogrultusunda, kisisel verilerin yapiandirilmis bir
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dizisinin bilesenlerini belitflemek icin farkl kriterler ve bu tiir bir veri dizisine erisimi yoneten farkl
kriterler, her bir Uye Devlet tarafindan belitlenebilir; 6zel kriterlere gére yapilandirilmamis kapak
sayfalarinin yani sira dosyalar veya dosya dizileri, hicbir kosul altinda bu Direktifin kapsamina

girmeyecektir;

(28) Kisisel verilerin islenmesi, ilgili bireyler icin yasal ve adil olmalidir; 6zellikle veriler uygun, ilgili
olmalidir ve islendikleri amact asmamalidir; bu tiir amaglar agik ve megru olmalt ve verilerin toplanma
zamaninda belirlenmelidir; toplama sonrasindaki isleme amaclari, baslangicta belirtilen amagclatla

uyumsuz olmamalidir;

(29) Tarihsel, istatistiksel veya bilimsel amaglarla kisisel verilerin ayrica islenmesi, Uye Devletlerin uygun
korunma 6nlemleri saglamasi kosuluyla 6nceden toplanmis verilerin amaclariyla uyumsuz olarak kabul
edilmez, bu korunma Onlemleri 6zellikle, herhangi bir 6zel bireye dair tedbirlerin veya kararlarin

desteklenmesinde verilerin kullaniminina imkan vermemelidir;

(30) Kisisel verilerin islenmesi, ayrica veri 6znesinin haklarinin ve Gzgurliklerinin ¢ignenmemesi
kosuluyla, yasal olmasi amaciyla, veri Oznesinin rizastyla yiritilmelidir veya veri 6znesi hakkinda
baglayict bir sézlesmenin yerine getirilmesi veya sonuglandirilmasi icin veya gercek veya tiizel bir kisinin
mesru menfaati i¢in veya resmi otoritenin uygulanmasi icin veya kamu menfaatine yirtilen bir gérevin
yerine getirilmesi icin gerekli olmalidir; 6zellikle etkin rekabeti garanti ederken, ilgili menfaatler arasinda
bir denge saglamak icin, Uye Devletler, sirketlerin veya diger kuruluglarin olagan mesru is faaliyetleri
baglaminda kisisel verilerin kullanilabilme veya tiglincii bir sahsa aciklanma kosullarint belitleyebilirler;
benzer sekilde Uye Devletler, 6rnegin nedenlerini belirtmeksizin ve bedelsiz olarak, hakkindaki verilerin
islenmesine itiraz etmek i¢in bir veri 6znesine izin veren hitkimlere tabi olan ister siyasi yapidaki
herhangi diger bir dernek veya vakif veya yardim kurulusu tarafindan isterse ticari olarak yuritilen

pazarlama amaglari icin, kisisel verilerin ticiinct bir sahsa aciklanabilme kogullarini belirtebilirler;

(31) Veri Oznesinin yasami icin asil olan bir menfaati korumak icin yapildiginda kisisel verilerin

islenmesi, aynt derecede yasal kabul edilmelidir;

(32) Kamu menfaatinde veya resmi otoritenin uygulamasinda yiriitilen bir gérevi yerine getiren
denetleyicinin, bir kamu idaresi veya kamu hukuku veya bir meslek 6rgiitii gibi 6zel bir kanun tarafindan

yonetilen baska bir tiizel veya gercek kisi mi olacagint belitlemek ulusal mevzuata kalmaktadir;

(33) Veri 6znesi actk sekilde r1za géstermezse, temel 6zgurlikleri veya kisisel mahremiyeti ihlal eden
yapidaki veriler islenmemelidir; ancak, temel &zgitliiklerin yerine getirilmesine izin verecek amaclar
icin, bazt derneklerin veya vakiflarin mesru faaliyetleri esnasinda veya mesleki gizlilik hakkindaki yasal
bir yikimlilige tabi kisiler tarafindan bu verilerin saglik amaglart i¢in kullanilmast durumunda; bu

yasaklamaya uymama durumu agikea belirtilmelidir;

(34) Saglik sigortast sistemindeki hizmetler ve yardimlar icin talepleri belirtmede kullanilan
prosediitlerin kalitesini ve maliyet etkinligini temin etmek basta olmak tizere - kamu menfaati icin 6nemli
nedenlerle gerekcelendirildiginde, 6nemli kamu menfaati gerekcesine dayanmast durumunda; bilimsel
arastirma ve hiikiimet istatistikleri halk sagligt ve sosyal koruma gibi alanlarda, Uye Devletlerin verilerin

hassas kategorilerini isleme yasagina uymamasina da izin verilmelidir; ancak bireylerin kisisel gizlilik ve
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temel haklarini korumak hususunda 6zel ve uygun korunma 6nlemlerini saglamak, Uye Devletlerin

oOdevidir;

(3%5) Ayrica, resmi olarak taninan dini derneklerle ilgili veya uluslararasi kamu hukuku veya anayasa
hukukunda 6ngorilen amaclart basarmak icin resmi makamlar tarafindan kisisel verilerin islenmesi,

kamu menfaatinin 6nemli gerekeeleri Uzerine yiritilir;

(36) Belitli Uye Devletlerde, secim faaliyetleri esnasinda demokratik sistemin islemesi, siyasi partilerin
halkin siyasi goriisti hakkindaki verileri derlemesini gerektirir, uygun korunma 6nlemleriin saglanmasi

kosuluyla bu tiir verilerin islenmesine 6nemli kamu menfaati nedeniyle izin verilebilir;

(37) Basta gorsel isitsel alan olmak tizere, sanatsal ifade, edebi amaglari icin veya gazetecilik amaglart
icin kisisel verilerin islenmesi; 6zellikle, Insan Haklart ve Temel Ozgiirliiklerinin Korunmast hakkindaki
Avrupa Sozlesmesinin 10. maddesinde garanti edildigi gibi, 6zellikle bilgi alma ve verme hakki ve
bilgilendirme hakkiyla bireylerin temel haklarini uzlastirmanin gerekli olmasi durumunda, bu Direktifin
bazt hiikiimlerinin kosullarindan muaf tutulmaya yetki vermelidir. Bu yiizden tye Devletler, denetleme
makaminin yetkisi ve Gglinci iilkelere verilerin aktarilmasi hakkindaki tedbitlere, veri islemenin yasalligt
hakkindaki genel tedbirlere dair temel haklar arasinda denge saglama amact icin gerekli muafiyetleri ve

derogasyonlart belirtmelidir;

(38) Verilerin islenmesinin adil olmasi i¢in, veri 6znesi, isleme faaliyetinin varligini 6grenecek konumda

olmalidir ve veriler ondan toplandiginda, toplama kosullarint dikkate alan dogru ve tam bilgi verilmelidir;

(39) Bazi verilerin islenmesi, denetleyicinin veri 6znesinden dogrudan toplamadigt verileri gerektirir,
ayrica, veri 6znesinden veriler toplandigt esnada, ifsa beklenmese bile, veriler ticlincl bir sahsa yasal
olarak ifsa edilebilir; tim bu durumlarda, veri 6znesi, veriler kaydedildiginde veya en gec veriler ilk kez

bir Gi¢lincii sahsa ifsa edildiginde, bilgilendirilmelidit;

(40) Ancak, veri 6znesinin 6nceden bilgili olmast durumunda, bu yikimlaligi uygulamak gereksizdir;
ayrica, agtklama veya kaydetme acik sekilde yasayla saglanirsa veya veri Oznesine bilgi saglamanin
imkansizlig kanitlanirsa veya islemenin tarihsel, istatistiki veya bilimsel amaclar icin olmast halinde
gerekebilecek asirt cabayi gerektirmesi halinde bu tiir bir yikiimlilik olmayacaktir; bu bakimdan, veri

Oznelerinin sayist, verilerin yagi ve kabul edilen herhangi dengeleyici tedbirler dikkate alinmalidir;

41) Her kisi, 6zellikle islemenin yasalligini ve verilerin dogrulugunu onaylamak icin islenmekte olan
ona ait verilere erisim hakkint kullanabilmelidir; aynt nedenletle, her veri 6znesi en azindan madde 15
(1)de atifta bulunulan otomatik kararlar durumunda, ona iligkin verilerin otomatik islenmesiyle ilgili
mantif1 bilme hakkina sahip olmalidir; bu hak, basta yazilimi koruyan telif hakkint ve ticari sirlart veya
fikri milkiyeti ters sekilde etkilememelidir; ancak bu distinceler, veri 6znesinin bilgilendirilmemesine

yol agmamalidir;

(42) Uye Devletler, veri 6znesinin menfaati icin veya digetlerinin hak ve 6zgiirliiklerini korumak icin
bilgiye erisim hakkini sinirlandirabilirler; 6rnegin, tibbi verilere erisimin yalnizca bir saglik uzmani

tarafindan elde edilebilecegini belirtebilirler;

(43) Benzer sekilde denetleyicinin bazi yikiimlilikleri ve bilgilendirme ve erisim haklar tzerindeki

sinirlandirmalar; 6rnegin, diizenlenen mesleklerdeki etik ihlallerine dair kriminal sorusturmalar,
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takibatlar ve davalarin yant sira bir Uye Devlet veya Birligin ulusal giivenlik, savunma, kamu giivenligi
veya 6nemli ekonomik veya mali menfaatlerini giivence altina almanin gerektirdigi 6lgiide Uye Devletler
tarafindan uygulanabilir; istisnalar ve sinirlamalarin listesi, kamu giivenligi, ekonomik veya mali
menfaatler ve su¢ 6nlemeye iliskin en son s6z edilen ti¢ alanda gerekli yonetmelik veya izleme, denetim
gorevlerini icermelidir; bu ti¢ alandaki gérevlerin listelenmesi, Devlet giivenlik veya savunma nedenleri

i¢in stnirlamalart veya istisnalarin mesruiyetini etkilemez;

(44) Uye Devletler, Topluluk hukuku gerekgesiyle, yukarida atifta bulunulan amaglarin bazisint
givenceye almak i¢in, verilerin kalitesi ve bireyleri bilgilendirme yiikimliligi, erisim hakkina iligkin bu

Direktifin hitkiimlerine uymayabilir;

(45) Verilerin, gercek veya tiizel bir kisinin mesru menfaatleri veya resmi otorite, kamu menfaati
gerekeesiyle yasal olarak islenebilecegi durumlarda, herhangi bir veri 6znesine, yine de kendisine ait
herhangi bir verinin islenmesine itiraz etmek i¢in 6zel durumuna iligkin mesru ve mecburi gerekeelerle

izin verilmelidir; bununla birlikte Uye Devletler bunun aksine ulusal hiikiim koyabilitler;

(46) Kisisel verilerin islenmesine dair veri 6znelerinin haklarinin ve 6zgutrliklerinin korunmasi, hem,
givenligi saglamak ve bu suretle herhangi bir yetkisiz islemeyi 6nlemek icin islemenin kendi zamaninda
hem de isleme sisteminin tasarimi zamaninda uygun teknik ve kurumsal tedbirlerin alinmasint gerektirir;
bu tedbitlere denetleyicilerin uymasini saglamak Uye Devletlerin 6devidir, bu tedbitler, korunacak
verilerin yapist ve islemenin yapisindaki risklere iliskin uygulamanin maliyetlerini ve durumunu dikkate

alarak uygun glivenlik seviyesini saglamalidir;

47) Tek amaci verilerin iletilmesi olan, kisisel verileri iceren bir mesajin bir iletisim araciyla veya
elektronik posta servisiyle iletilmesi durumunda, mesajda belirtilen kisisel verilere dair denetleyici; iletim
servislerini sunan kisi yerine, mesajin ¢tktigi kisi olarak kabul edilecektir; bununla birlikte bu tiir servisleri
sunanlar, normal olarak, servisin calismast icin gerekli ek kisisel verilerin islenmesi bakimindan

denetleyici olarak kabul edilecektir;

(48) Denetleme makamini bilgilendirmeye doniik prosediitler, faaliyetin, bu Direktif kapsaminda alinan
ulusal tedbirlere uygun oldugunu dogrulama amact icin, herhangi bir isleme faaliyetinin amaglarinin ve

ana Ozelliklerinin acgiklanmasini saglamak tizere tasarlanmustir;

(49) Uygun olmayan idari formalitelerden kacinmak icin, gerekli bildirim yiiktimliligiinden muafiyetler;
stnirlarint belirten bir Uye Devlet tarafindan alinan bir tedbire uyumlu olmast kosuluyla, islemenin, veri
6znelerinin haklarini ve 6zglrliklerini olumsuz sekilde etkilemesinin miimkiin olmadigt durumlarda,
Uye Devlet tarafindan koyulabilir; benzer sekilde muafiyet veya basitlestirme, denetleyici tarafindan
atanan bir kisinin yiratilen islemenin veri éznelerinin haklarint ve 6zgurliklerini olumsuz sekilde
etkilemesinin olanaksiz olmasini sagladiginda, Uye Devletler tarafindan koyulabilir; ister denetleyicinin
bir ¢alisant olsun veya olmasin bu tiir bir veri koruma gorevlisi tam bagimsizlik icinde islevlerini yerine

getirecek bir konumda olmalidur;

(50) Muafiyet veya basitlestirme, megru bir menfaati kanitlayan bir kisi veya kamu tarafindan danismaya
acma ve kamuya bilgi saglamak icin ulusal yasaya gére tek amact kayit tutma olan isleme faaliyetleri icin

6ngorilebilir;
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(51 Yine de bildirim yukiimliliginden muafiyet veya basitlestirme denetleyiciyi bu Direktiften

kaynaklanan diger yikimliliiklerinin herhangi birisinden kurtarmayacaktir;

(52) Bu baglamda, genel olarak yetkili makamlar tarafindan olaydan sonra dogrulama yeterli bir tedbir
olarak kabul edilmelidir;

(53) Ancak bazi isleme faaliyetlerinin, yeni teknolojilerin 6zel kullanimindan dolay1 veya bir sézlesme,
hak, faydadan bireyleri kapsam dis1 tutanlar gibi kendi amaclarinin kapsami nedeniyle veri 6znelerinin
hak ve 6zgiirliiklerine 6zel riskler yaratmast olasidir; Uye Devletler istetlerse mevzuatlarinda bu tiir

riskleri belirtebilitler;

(54) Toplulukta yapilan tim islemeye iliskin olarak; Gzel riskleri ortaya cikaran miktar cok sinirh
olmalidir; Uye Devletler denetleme makami veya makamla isbirligi icindeki veri koruma gérevlisinin,
islenmesinden 6nce kontroliin yapilmasini saglamalidir; bu 6n kontroliin ardindan, ulusal yasasina gore
denetleme makami, islemeye dair bir gbriis veya bir izin verebilir; bu tir kontrol; ya ulusal
parlamentonun bir tedbirin ya da islemenin yapisini tanimlayan ve uygun korunma 6nlemlerini belirten

bir yasal tedbirin hazirlanmasiyla es zamanlt olabilir;

(55) Denetleyici veri Oznelerinin haklarini gézetmezse, ulusal mevzuat bir yargi yolu saglamalidir;
yasadisi islemenin bir sonucu olarak bir kisinin maruz kalabilecegi herhangi bir zarar; miicbir sebepler
durumunda ya da hatanin veri 6znesinin tarafinda oldugunu saptadigt durumlarda; zarardan sorumlu
olmadigint kanitlarsa yitkiimliliikten muaf tutulacak olan denetleyici tarafindan tazmin edilmelidir;
yaptirimlar, bu Direktif kapsaminda alinan ulusal tedbitlere uymayanin kamu veya 6zel hukuk tarafindan

yonetilen herhangi bir kisi olduguna bakimaksizin uygulanmalidir;

(56) Kisisel verilerin sinir 6tesi dolasimi, uluslararast ticaretin genisletilmesi i¢in gereklidir, Bu Direktifle
Topluluk biinyesinde garanti edilen bireylerin korunmasy; yeterli koruma seviyesini saglayan tgtincii
tlkelere kisisel verilerin aktarilmasini 6nlememelidir; Gglinct bir ilke tarafindan saglanan koruma
seviyesinin yeterliligi, transfer islemleri veya transfer islemini cevreleyen tim kosullarin 1siginda

degerlendirilmelidir;

(57) Diger taraftan yeterli ve elverisli koruma seviyesini saglamayan tglincii bir tlkeye, kisisel verilerin

transferi yasaklanmalidir;

(58) Transferin, yasayla belirlenen bir kayittan ve mesru menfaate sahip kamu veya kisiler tarafindan
danisma i¢in yapildigt veya rnegin, sosyal giivenlik konularinda yetkili servisler arasinda veya glimrik
veya vergi idareleri arasinda verilerin uluslararast transferi durumunda, 6nemli kamu menfaati
korumasinin bunu gerektirdigi bir s6zlesme veya yasal hak talebine iliskin transferin gerektigi, veri
Oznesinin rizasint verdigi bazt durumlarda bu yasaktan muafiyet icin 6nlemler alinmalidir; bu tir bir
transferin kayittaki mevcut tim veri kategorilerini veya verilerin timiini gerektirmedigi durumlarda ve
kayit, mesru bir menfaate sahip kisiler tarafindan danisilma iginse, transfer yalnizca bu kisilerin talebi

tzerine veya bunlar alict olacaklarsa yapilmalidir;

(59) Denetleyicinin, uygun korunma o6nlemleri sundugu durumlarda, Gglincti bir tlkede koruma
olmayisint tazmin etmek icin 6zel Onlemler alinmalidir; ayrica Topluluk ve bu tir Gglinct tlkeler

arasindaki miizakere prosediirleri icin 6nlem alinmalidir;
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(60) Herhangi bir durumda, tglnci tlkelere transferler, bu Direktif ve 6zellikle ilgili 8. maddesi

uyarinca, yalnizca Uye Devletler tarafindan kabul edilen hiikiimlere tam uygun sekilde gerceklestirilebilir;

(61) Uye Devletler ve Komisyon, kendi ilgili yetki alanlari i¢inde, uygulanmast icin benimsenen ulusal
htukimleri gbzeterek ve bazi sektorlerde yerine getirilen islemenin 6zel karakteristiklerini géz 6ntine
alarak, bu Direktifin uygulanmasint kolaylastirmak hususunda, davranis kurallarini diizenlemeleri icin

ticari birlikleri ve ilgili diger temsilci kuruluslari tesvik etmelidir;

(62) Denetim makamina iliskin Uye Devletlerdeki tam bagimsiz olarak islevlerini yerine getiren

kuruluslar; kisisel verilerin igslenmesine dair bireylerin korunmasinda, zorunlu bir bilesendir;

(63) Bu tiir makamlar, 6zellikle yasal takibata kalkisma yetkisi ve bireylerden sikayet durumlarinda
inceleme ve mudahale yetkileri dahil olmak tizere kendi gérevlerini yerine getirmek icin gerekli araglara
sahip olmalidir; bu tiir makamlar, kendi yetki alanlarindaki Uye Devletlerde; islemenin seffafligint

saglamak icin yardimet olmalidirlar;

(64) Farkli Uye Devletlerdeki makamlar, Avrupa Birligi capinda, koruma kurallarinin uygun sekilde
gozetilmesini saglamak icin kendi gorevlerini yerine getirmede birbirlerini desteklemeye ihtiyag

duyacaklardir;

(65) Topluluk diizeyinde, kisisel verilerin islenmesine dair Bireylerin Korunmasi hakkinda bir Calisma
Grubu kurulmalidir ve islevlerini yerine getirmede tamamen bagimsiz olmalidir; 6zel yapilarini dikkate
alarak, Komisyona tavsiyelerde bulunmalidir ve 6zellikle bu Direktif uyarinca kabul edilen ulusal

kurallarin homojen uygulanmasina katk: saglamalidir;

(66) Bu direktif, ucinct ulkelere verilerin transferine iliskin olarak, 87/373/EEC4 sayili Konsey
kararinda belirtilen sekilde bir prosediiriin tesisini ve Komisyon Uzerindeki uygulama yetkilerinin

verilmesini gerektirir5;

(67) AT Anlasmasinin madde 189 b’sinde 6ngérilen prosediire uygun olarak kabul edilen eylemler igin
tedbirleri uygulamaya dair, Avrupa Parlamentosu, Konsey ve Komisyon arasinda gecici bir anlasma

tizerine mutabakata 20 Aralik 1994 tarihinde erisilmistir;

(68) Bu Direktifte diizenlenen kisisel verilerin islenmesine dair, kisisel mahremiyet hakk: basta olmak
tizere; bireylerin hak ve 6zgirliiklerinin korunmasina dair prensiplere; 6zellikle, bu prensiplere dayali

Ozel kurallarla ilgili belirli sektorlere gore, ilave yapilabilir veya daha acik sekilde anlatilabilir;

(69) Uye Devletlere, 6nceden devam eden tiim isleme faaliyetlerine, yeni ulusal kurallart kademeli
sekilde uygulamak icin, bu Direktifin yerini alan ulusal tedbirlerin uygulamaya girdigi yildan itibaren t¢
yili gecemeyen bir siire verilmelidir; maliyet etkin uygulanmasini kolaylastirmak icin, Direktif
htkiimlerinin bazisiyla mevcut manuel dosyalama sistemlerinin uyumunu saglamak tzere, bu Direktifin
kabul edilme tarihinden 12 yil sonra biten baska bir siire Uye Devletlere verilecektir; bu tiir dosyalama
sistemlerinde bulunan veriler bu genisletilmis gecis dénemi esnasinda manuel olarak islenir. Bu

sistemler, bu isleme sirasindaki hitkiimlerle uyumlu hale getirilmelidir;

(70) Bu htkimlerin yirirlige girmesinden 6nce bildirilen riza ve Ucrete dayali sonuglandirilan bir

s6zlesmenin yerine getirilmesinde gerekli herhangi bir hassas veri i¢in, bu Direktif uyatinca alinan ulusal
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hikimler yurtrlige girdikten sonra, veri 6znesinin siirece devam etmesi icin denetleyiciye yine izin

vermesine gerek yoktur;

(71) Bu tiir diizenleme, kisisel verilerin islenmesine dair bireylerin korunmasini ilgilendirmediginde, Bu
Direktif, ilkede oturan tiiketicilere yoOnelik pazarlama faaliyetlerini diizenleyen bir dye Devlet

yonteminin yerini almaz;

(72) Bu Direktif, bu Direktifte diizenlenen prensipler uygulandiginda, dikkate alinmasi gereken resmi

belgelere kamu erigim esaslarina olanak saglar;

BU DIREKTIFi KABUL ETMISTIR:
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BOLUM I
GENEL HUKUMLER

Madde 1 Direktifin Amaci

(1) Bu Direktife uygun olarak, Uye Devletler, kisisel verilerin islenmesine dair basta kisisel mahremiyet

hakk: olmak tzere gercek kisilerin temel haklarini ve 6zgtrliklerini koruyacaktir;

(2) Uye Devletler 1. paragraf kapsaminda saglanan korumayla baglantili nedenler icin Uye Devletler arasinda

kisisel verilerin akisint yasaklamayacak ya da engellemeyeceklerdir;
Madde 2 Tanimlar
Bu Direktifin amact igin:

a. “kisisel veri” fiziksel, fizyolojik, zihinsel, ekonomik, kiltiirel veya sosyal kimligine dzel bir veya
daha fazla faktére veya bir kimlik numarasina atif basta olmak tGzere dogrudan veya dolayli olarak
tespit edilebilen bir tespit edilebilir kisi; tespit edilmis veya tespit edilebilir gercek kisiye (“veri
6znesi) iliskin herhangi bir bilgiyi kastedecektir;

b. “kisisel verilerin islenmesi (isleme)”, silme veya tahrip etme, engelleme, bitlestirme veya siralama,
saglama ya da dagitma, iletmeyle actklama, toplama, kaydetme, organizasyon, depolama,
adaptasyon veya degistirme, kurtarma, danisma gibi otomatik ya da otomatik olmayan araglarla
kisisel veriler tizerinde yapilan herhangi bir faaliyet veya faaliyet dizisini kastedecektir;

c. “kisisel veri dosyalama sistemi (dosyalama sistemi)” ister merkezi ister merkezi olmayan ya da bir
islevsel veya cografi tabana dagitilmis Ozel kriterlere gére erisilebilir olan herhangi bir
yapilandirilmus kisisel veri dizisini kastedecektir;

d. “denetleyici”, kisisel verilerin islenme araglarini ve amaglarint tek basina ya da digetleriyle ortaklasa
belirleyen gercek veya tiizel kisiyi, kamu makamini, devlet dairesini veya baska bir kurulusu
kastedecektir; isleme amaclart ve araclari ulusal veya Topluluk hukuku veya yonetmelikleriyle
belirlendiginde, denetleyici veya atanmast icin 6zel kriterler, ulusal veya topluluk hukukuyla
belirlenebilir;

e. “isleyici”, denetleyici adina kisisel verileri isleyen bir gercek veya tiizel kisiyi, kamu makamini, devlet
dairesini veya diger bir kurulusu kastedecektir;

f.  “G¢lnci sahis”, veri islemek icin yetkilendirilen isleyici veya denetleyicinin dogrudan yetkisi
altindaki kisiler ve isleyici, denetleyici,veri 6znesi disindaki herhangi bir gercek veya tiizel kisi, kamu
makamint, devlet dairesini veya baska bir kurulusu kastedecektir;

g “alicr”, ister bir G¢lincii sahis olsun ya da olmasin, verilerin actklandig bir gercek veya tiizel kisiyi,
kamu makamini, devlet dairesini veya baska bir kurulusu kastedecektir; ancak, 6zel bir sorusturma
cercevesinde verileri alan makamlar alict olarak kabul edilmeyecektit;

h. “veri 6znesinin rizast”, kendisine dair kisisel verilerin islenmesi icin veri 6znesinin kabuline isaret

eden, 6zgiirce ve bilgilendirilme yapildiktan sonra alinan rizay: kastedecektir.
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Madde 3 Kapsam

1) Bu Direktif, bir dosyalama sisteminin parcasint olusturmast istenen veya bir dosyalama sisteminin
> y par¢ $ y Y
pargasint olusturan kisisel verilerin otomatik araglar disinda islenmesine ve kismen veya tamamen otomatik

araclarla kisisel verilerin islenmesine uygulanacaktir.
(2) Bu Direktif, kisisel verilerin islenmesine uygulanmayacaktir:

ceza hukuku alanindaki Devlet faaliyetleri ve (isleme faaliyeti Devlet glivenlik konularini ilgilendirdiginde,
Devletin ekonomik refahi dahil olmak tizere) Devlet giivenligi, savunma, kamu giivenligine iliskin verilerin
islenmesi i¢in herhangi bir durumda ve Avrupa Birligi Anlagsmasinin V ve VI. basliklariyla belirtilenler gibi

Topluluk hukuku kaspaminin disina diisen bir faaliyet esnasinda,
bir gercek kisi tarafindan, tamamen kisisel veya ev ici faaliyeti esnasinda.
Madde 4 Uygulanacak ulusal kanun

(1) Her bir Uye Devlet, asagidaki durumlarda, kisisel verilerin islenmesi i¢cin bu Direktif uyarinca kabul
ettikleri ulusal hitkiimleri uygulayacaklardir:

a. Isleme, Uye Devletin topraklarindaki denetleyici kurulusunun faaliyetleri baglaminda yapildiginda;
ayni denetleyici, ¢esitli Uye Devletlerin topraginda yerlesikse, bu kuruluslarin her birinin, uygulanan
ulusal mevzuatlarda 6ngérilen yikiimliliklere uymasini temin edecek gerekli tedbirleri almalidir;

b. denetleyici Uye Devletin topraklarinda yerlesik olmayip, uluslararast kamu hukukuna gére ulusal
hukukun uygulandigi bir yerde bulunuyorsa;

c. denetleyici Topluluk topraklarinda yerlesik degilse ve isleme amacglart icin, kigisel veriler, bahse
konu Uye devlet topraklarinda konumlanan otomatik cihazlart kullanirsa, bu tiir cihazlar yalnizca

Topluluk topragt boyunca iletilme amact i¢in kullanilmadikea;

(2) 1 (c) paragrafinda atifta bulunulan kosullarda, denetleyici, denetleyicinin kendisine karst baglatilabilecek

davalara zarar vermeksizin o Uye Devlet topraginda yetlesik bir temsilci atamalidur.

BOLUM II
KISISEL VERILERIN ISLENMESININ YASALLIGI HAKKINDAKI GENEL
KURALLAR

Madde 5

Uye Devletler, bu béliim hiikiimlerinin sinirlart kapsaminda, kisisel verileri islemenin yasal oldugu kosullart
daha hassas sekilde belirleyeceklerdir.

I.KISIM
VERI KALITESINE ILISKIN PRENSIiPLER
Madde 6

(1) Uye Devletler, kisisel verilerin agagidaki sekilde olmasint saglayacaklardir:
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a. adil ve yasal olarak islenmis;

b. belirli, acik ve mesru amaclar icin toplanmis ve bu amaclarla uyumsuz bicimde baskaca islenmemis.
Uye Devletlerin uygun korunma énlemleri saglamast kosuluyla; tarihsel, istatistiksel veya bilimsel
amaglar icin verilerin detayli islenmesi; uyumsuz olarak kabul edilmeyecektir;

c. toplandigi ve/veya ayrica islendigi amaclara iliskin olarak yeterlidit, ilgilidir ve bu amact asmaz;

d. dogrudur ve gerektigi yerde gilincel tutulur. Toplanma ve sonrasindaki islenme, silinme veya
diizeltilme amagclarini g6z 6ntinde tutarak verilerin yanlis veya eksik olmamasini saglayacak tim
makul 6nlemler alinmalidir;

e. verilerin toplandig1 esnada veya sonrasinda islendigi amaclar icin gerekenden daha uzun olmayan
siite boyunca, veri éznelerinin tespitine izin veren bigimde tutulur. Uye Devletler, tarihsel,
istatistiksel veya bilimsel kullanim amactyla daha uzun siireli depolanan kisisel veriler icin uygun

koruma onlemleri alacaktir.

(2) 1. paragrafa uyulmasimi saglamak, denetleyicinin sorumlulugundadir olacaktir.

I1.KISIM
VERI i§LEMEYi YASALLASTIRMA KRITERLERI
Madde 7

Uye Devletler, kisisel verilerin islenebilmesini yalnizca asagidaki kosullar saglanirsa saglayacaklardir:

a. Veri 6znesi actk, kesin ve net bir bicimde rizasint vermisse veya

b. Isleme, bir sézlesme yapmadan 6nce veri 6znesinin talebi iizerine 6nlem almak igin ya da veri
Oznesinin taraf oldugu bir sézlesmenin yerine getirilmesi icin gerekliyse veya

c. Isleme denetleyicinin konusu olan bir yasal yiikiimlilige uyum icin gerekirse, veya

d. (d) Isleme, veri 6znesinin hayati menfaatlerini korumak icin gerekliyse; veya

e. Isleme, verilerin agtklandigt tigiincii bir sahis veya denetleyiciye yetki veren kamu makaminin
uygulamasinda veya kamu menfaatine yapilan bir gérevin yerine getirilmesi i¢in gerekliyse; veya

f.  TIsleme, bu tiir menfaatlerin, madde 1 (1) kapsaminda koruma gerektiren veri 6znesinin temel hak
ve Ozgurlikleriyle ilgili menfaatleri ¢ignemesi haricinde, verilerin aciklandigy ticlincii sahis veya
sahislar tarafindan ya da denetleyici tarafindan takip edilen mesru menfaatlerin amaglari i¢in

gerekliyse;

ITI.KISIM
OZEL ISLEME KATEGORILERI

Madde 8 Verilerin 6zel isleme kategorileri

(1) Uye Devletler, saglik durumuna veya cinsel yasama iliskin verilerin islenmesini ve sendika tiyeligini, dini
veya felsefi inanclari, siyasi gorlsleri, itk veya etnik kokeni actklayan kisisel verilerin islenmesini

yasaklayacaktir.

(2.1) paragraf asagidaki durumlarda uygulanmayacaktir:
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a. veri dznesinin rizasini vermesiyle 1. paragrafta atifta bulunulan yasagin kaldirllamayacagini Uye
Devlet kanunlarinin belirtmesi haricinde, bu verilerin islenmesinde veri 6znesi actk tizasini
vermisse; veya

b. islemenin, yeterli korunma Onlemleri i¢in saglanan ulusal kanunla yetkilendirildigi kadariyla,
istthdam kanunu alaninda, denetleyicinin yitkiimliliklerini ve 6zel haklarint yerine getirme amact
icin gerekli oldugunda; veya

c. isleme, veri Gznesinin rizasini vernesinin fiziksel veya yasal olarak elverissiz oldugu durumda,
diger bir kisinin veya veri 6znesinin hayati menfaatlerini korumak icin gerekliyse; veya

d. isleme; veri 6znelerinin rizast olmaksizin verilerin tglincii sahislara agtklanmadigr ve islemenin
yalnizca amaglariyla baglantili olarak diizenli iletisimde olduklari kisileri veya kurulus mensuplarint
ilgilendirmesi koguluyla bir vakif, dernek veya siyasi, felsefi, dini veya ticaret birligi amaclt baska
bir kar amact giitmeyen kurulus tarafindan uygun teminatlt mesru faaliyetler esnasinda yapilirsa,
veya

e. isleme, veri 6znesi tarafindan actkea halka duyurulan verilere iliskinse ya da kanuni haklarin tesisi,

yerine getirilmesi veya savunulmasi icin gerekliyse.

(2.2) Paragraf 1, saglik hizmetlerinin yOnetimi veya bakim veya tedavinin saglanmasi, tibbi teshis, 6nleyici
ttp amaclari igin veri islemenin gerektigi yerde ve mesleki gizlilik yitkimliliga icin ulusal yetkili kuruluslar
tarafindan veya esdeger gizlilik yukimluligine tabi diger bir kisi tarafindan saptanan ulusal kanun

kapsaminda bir saglk uzman 6znesi tarafindan bu verilerin islendigi yerde uygulanmayacaktir.

(2.3) uygun korunma 6nlemlerinin saglanmasina tabi olarak, Uye Devletler, 6nemli kamu menfaati nedenleri
i¢in, ya ulusal yasa ya da denetleme makaminin karariyla paragraf 2’de belirtilenlere ek olarak muafiyetler
koyabilir.

(2.4) suglar, adli hitkimler veya glivenlik tedbirlerine iliskin verilerin islenmesi, yalnizca resmi makamin
kontroli altnda yapilabilir veya ulusal yasa kapsaminda uygun 6zel korunma 6nlemleri saglanirsa, uygun
6zel korunma dnlemleri saglayan ulusal hiikiimler kapsaminda Uye Devlet tarafindan verilebilecek tadillere

tabi olabilir. Ancak, adli hiikiimlerin tam bir kayd: yalnizca resmi makamin kontroli altinda tutulabilir.

(2.5) Uye Devletler, hukuk davalarindaki kararlar veya idari miieyyidelere iliskin verilerin de resmi makamin

kontroli altinda islenmesini saglayabilitler.
(2.6) 4 ve 5. paragraflar icin 1. paragraftan tadiller komisyona haber verilecektit.

(2.7) Uye Devletler, ulusal bir tespit numarast veya genel basvurunun diger belirtecinin islenebilecegi

kosullart belirleyecektit.
Madde 9 ifade 6zgiitliigii ve kisisel verilerin iglenmesi

Uye Devletler, kisisel verilerin ifade 6zgiirliigiinii yoneten kurallarla kisisel gizlilik hakkini uzlastirmak icin
gerekirse, yalnizca, edebi veya sanatsal aciklama amaci veya gazetecilik amagclart i¢in kisisel verilerin
islenmesinde Kistm IV ve Kisim VI, bu Bélimin hikiimlerinden muafiyetler veya derogasyonlar

saglayacaktir.
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IV.KISIM
VERI OZNESINE VERILECEK BILGILER

Madde 10 Veri 6znesinden verilerin toplanma durumlarinda bilgilendirme

Uye Devletler, 6nceden mevcut olmasi haricinde, kendine dair bilgilerin toplandigt bir veri éznesine,

denetleyici veya temsilcisinin en azindan asagidaki bilgileri vermesini saglamalidir:

a. Denetleyici ve varsa temsilcisinin kimligi;

b. Kastedilen veti isleme amaclari;

c. Asagidakiler gibi herhangi bir baska bilgi;
— verilerin alicilar1 veya alici kategorileri,

—  yanit vermemenin olast sonuglarinin yant sira sorularin yanitlarinin zorunlu veya gonilla olup

olmadigy,

—  (6zneyle) ilgili verileri diizeltme hakkinin ve verilere erisim hakkinin olmasi,

(denetleyici veya temsilcisi) bu tiir bagka bilgilendirmenin gerekli olmasina gore, verilerin toplanmasindaki

6zel kosullart g6z 6ntinde bulundurarak veri 6znesine iliskin adil islemeyi garanti etmelidirler.

Madde 11 Verilerin veri 6znesinden elde edilmediginde bilgilendirme

Veriler veri 6znesinden elde edilmediginde, Uye Devletler, (veri 6znesinin bu bilgilere) énceden sahip
olmasi haric, kisisel verilerin kaydinin yapilmast esnasinda ya da tglincii bir sahsa ifsa 6ngorildigtinde,
verilerin ilk ifsa zamanindan 6nce, denetleyici veya temsilcisinin en azindan asagidaki bilgileri veri 6znesine

vermesini saglayacaktir:

a. Denetleyicinin ve varsa temsilcisinin kimligi;
b. Islemenin amaclars;
c. Asagidakiler gibi herhangi bir baska bilgi;
— verilerin alicilart veya alic1 kategorileri,
—  yanit vermemenin olast sonuglarinin yant sira sorularin yantlarinin zorunlu veya géntllii olup
olmadigi,

—  (6zneyle) ilgili verileri dizeltme hakki ve verilere (kendisinin) erisim hakkinin olmasi,

(denetleyici veya temsilcisi) bu tlr baska bilgilendirmenin gerekli olmasina gore, verilerin toplanmasindaki

6zel kosullart g6z 6ntinde bulundurarak veri 6znesine iliskin adil islemeyi garanti etmelidirler.

Kayit veya ifsa acikea yasayla belirtilirse ya da asirt bir ¢aba gerektirecek ya da imkansizligi kanitlanan
verilerin saglanmast igin, tarihsel veya bilimsel arastirma amaglari icin veya istatistiksel amaglar icin isleme
durumunda; Paragraf 1 uygulanmayacaktir. Bu durumlarda, Uye Devletler uygun korunma énlemleri

saglayacaktir.

V.KISIM
VERI OZNELERININ VERILERE ERISME HAKKI
Madde 12 Erisim hakki

Uye Devletler, her veri 6znesinin denetleyiciden (asagidakileri) temin etme hakkini garanti edecektir:
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asir1 gecikme veya masraf olmaksizin ve makul araliklatla, sinirlama olmaksizin:

—kendisine dair verilerin islenip islenmeyecegi hususunda onay ve en azindan, verilerin agiklandig

alic1 kategorileri veya alicilart ve ilgili verilerin kategorileri, isleme amaglart hususunda bilgi,

—kaynaklart hususunda herhangi bir mevcut bilginin ve isleme tabi tutulan verilerin anlasilir

bicimde ona iletilmesi,

—en azindan madde 15 (1)’de atifta bulunulan otomatik kararlar durumunda, kendisine iligkin

verilerin otomatik islenmesiyle ilgili mantik bilgisi;

Ozellikle verinin eksik veya yanlis yapist yiiziinden, bu Direktifin hiikiimlerine uymayan islemede,
verilerin engellenmesi veya silinmesi, uygun olarak diizeltilmesi;

Bunun imkansiz oldugu gosterilmezse veya orantisiz ¢abayr gerektirmezse, (b) bendine uygun
olarak yapilan herhangi bir diizeltme, silme veya engelleme hakkinda, verilerin aciklandigt Ggtinct

sahislara bildirim.

VI.KISIM
MUAFIYETLER VE SINIRLAMALAR

Madde 13 Muafiyetler ve sinirlamalar

(1) Bu tiir bir sinirlama, asagidakileri saglamak icin gerekli tedbirleri olusturdugunda, Uye Devletler, 6 (1),

10,11 (1), 12 ve 21 maddelerinde belirtilen hak ve yiiktimliliiklerin kapsamini sinirlandiracak yasal tedbitleri

kabul edebilitler:

a. ulusal givenlik;

b. savunma;

c.  kamu giivenligi;

d. diizenlenmis meslekler icin etik ihlallerinin veya ceza gerektiren suglarin 6nlenmesi, incelenmesi,
tespiti ve kovusturulmast;

e. parasal, biitce ve vergilendirme konulart dahil olmak iizere, Avrupa Bitliginin veya bir Uye
Devletin 6nemli bir ekonomik veya mali menfaati;

f. ©), (d) ve (e)’de atifta bulunulan durumlarda, resmi makamun yiiriitmesiyle ara sira da olsa baglantilt
diizenleyici fonksiyon veya izleme, denetim;

g digerlerinin hak ve 6zgurliiklerinin veya veri 6znesinin korunmast.

(2) Uye Devletler, yeterli yasal korunma énlemlerine tabi olarak 6zellikle veriler herhangi 6zel bir bireye

dair kararlar veya tedbitler almak icin kullanilmadiginda, veri 6znesinin gizlilik hakkim ihlal riski actk¢a

yoksa, veriler yalnizca bilimsel aragtirma amact i¢in islendiginde veya yalnizca istatistik yaratma amaci igin

gerekli donemi agmayan bir stire icin kisisel formda tutuldugunda, madde 12°de belirtilen haklar1 bir yasama

tedbiriyle sinirlandirabilir.
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VIL.KISIM
VERI OZNESININ ITiRAZ HAKKI

Madde 14 Veri 6znesinin itiraz hakki

Uye Devletler asagidaki haklari veri 6znesine vereceklerdir:

a. Bn azindan madde 7 (e) ve (f)’de atifta bulunulan durumlarda, ulusal mevzuat tarafindan aksinin
belirtilmesi haricinde, kendisine dair verilerin islenmesinde, 6zel durumuna iligkin zorlayict kanuni
gerekeelere her zaman itiraz etmek. Gerekeeli bir itiraz oldugunda, denetleyici tarafindan baglatilan
isleme, artik bu verileri kapsamayabilir;

b. Denetleyicinin dogrudan pazarlama amaglart icin islenmesini 6ngdrdigi, kendine ait kisisel
verilerin islenmesine ticretsiz ve istek tzerine itiraz etme (hakki) veya kisisel veriler ti¢lincii sahislara
ilk kez ifsa edilmeden veya dogrudan pazarlama amagclari i¢in ti¢iincl sahislar adina kullanidlmadan
once bilgilendirilme (hakki) ve bu tiir ifsalara veya kullanimlara Gicretsiz itiraz hakkinin actk sekilde

sunulmasi;

Uye Devletler, (b)’nin ilk alt paragrafinda atifta bulunulan hakkin varligindan veri éznelerinin haberdar

olmasini temin etmek i¢in gerekli tedbirleri alacaklardir.

Madde 15 Otomatik bireysel kararlar
(1) Uye Devletler, her kisiye, iste performans, kredibilite, giivenilirlik, tutum v.b gibi kendisine iliskin baz
kisisel yonleri degerlendirmek icin yalnizca verilerin otomatik islenmesine dayali ve onu 6nemli derecede

etkileyen veya ona iliskin yasal etkiler tireten bir karara tabi kalmama hakk: verecektir.

(2) Bu Direktifin diger maddelerine tabi olarak Uye Devletler sayet karar asagidaki sekilde alindt veya yetki

veriyorsa, 1. paragrafta atifta bulunulan tiirde bir karara bir kisinin tabi olabilmesini saglayacaklardir:

a. kendi goérisiini belirtmesine izin veren diizenlemeler gibi mesru menfaatlerini giivenceye alacak
uygun tedbirler oldugunda ya da veri 6znesi tarafindan sunulan sézlesmenin yapimasi veya yerine
getirilme talebinin karsilanmast kosuluyla bir sézlesmenin yapilmas: veya yerine getirilmesi
esnasinda alinirsa veya;

b. 6znenin mesru menfaatlerini giivenceye alacak tedbirleri de belirten bir yasa tarafindan

yetkilendirilirse.

VIII.KISIM
ISLEMENIN GiZLIiLIGI VE GUVENLIGi
Madde 16 Islemenin gizliligi
Kisisel verilere erisme hakk1 olan isleyicinin kendisi dahil olmak tizere, isleyicinin veya denetleyicinin yetkisi

altindaki herhangi bir kisi, bunu yapmast kanun tarafindan istenmezse, denetleyicinin talimati haricinde

verileri islememelidit.
Madde 17 Islemenin giivenligi

(1) Uye Devletler, ézellikle islemenin bir ag iizerinde verilerin iletilmesini gerektirdiginde ve islemenin tim

diger yasa dist bicimlerine karsi, yetkisiz aciklama veya erisim, degistirme, kazara kayip veya kazara veya yasa
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dst tahribe karst kisisel verileri korumak icin gereken uygun teknik ve kurumsal tedbirleri, denetleyicinin

uygulamasini saglayacaklardir.

Bu tur tedbirler, uygulamalarinin durum ve maliyetini dikkate alarak, korunacak verinin yapisina ve isleme

tarafindan sunulan risklere uygun seviyede glivenlik saglayacaktir.

(2) Uye Devletler, isleme kendi adina yiiriitiildiigiinde, denetleyicinin yiiriitiilecek islemeyi yoneten teknik
giivenlik tedbitlerine ve kurumsal tedbitlere dair yeterli garantiler saglayan bir isleyiciyi se¢mesini ve bu

tedbirlerle uyum saglamasini temin edecektir.

(3) Isleyici vasitastyla islemenin yapilmast 6zellikle asagidakileri sart kosan ve isleyiciyi denetleyiciye baglayan

yasal belge veya bir sézlesme ile yonetilmelidir:

— isleyici yalnizca denetleyiciden gelen talimatlara gre hareket edecektir.

— isleyicinin yetlesik oldugu Uye Devlet kanunuyla tanimlandig1 sekilde, 1. paragrafta diizenlenen

yukimliltkler isleyicinin de 6devi olacaktir.

(4) Paragraf 1’de atifta bulunulan tedbitlere dair kosullara ve veri korunmasina iliskin yasal belge veya

sOzlesmenin parcalart, kaniti tutma amaglart icin yazilt veya esdeger diger bir bicimde olacaktir.

IX.KISIM
BILDIRIM
Madde 18 Denetleme makamina bildirimde bulunma ylikiimliiliigii

l. Uye Devletler, kismen veya tamamen otomatik isleme faaliyeti veya tek amag veya ilgili cesitli amaclara
hizmet etmesi istenen bu tir bir dizi faaliyeti yliritmeden 6nce denetleyici ve varsa temsilcisinin, madde

28’de atifta bulunulan denetleme makamina bildirimde bulunmasini saglayacaklardir.

2. Uye Devletler, yalnizca asagidaki durumlarda ve asagidaki kosullarda bildirimden muafiyeti veya
bildirimin basitlestirilmesini saglayabilitler:

- veri 6znelerinin haklarini ve 6zgiirliiklerini olumsuz sekilde etkileyecek, islenecek verileri muhtemelen
dikkate almayan isleme faaliyeti kategorileri icin, depolanacak veriler siire uzunlugu ve verilerin ifsa
edilecegi alicilar veya alict kategorileri, veri 6znesi kategorisi veya kategorileri, islemeye tabi veri

kategorileri veya veriler, isleme amaclarini belirtitler, ve/veya;

- denetleyici, kendisini yoneten ulusal kanunla uyumlu olarak 6zellikle agagidakilerden sorumlu bir

kisisel veri koruma gorevlisi atar;
- bu Direktif uyarinca, alinan ulusal hitkiimlerin bagimsiz sekilde dahili uygulamasint saglama;

- madde 21(2)’de atfta bulunulan bilgilendirme maddelerini iceren sekilde, denetleyici tarafindan

yurttilen isleme faaliyetlerinin kaydini tutma;

- boylece, veri 6znelerinin hak ve O6zglrliklerinin, isleme faaliyetleri tarafindan olumsuz sekilde

etkilenmesinin olanaksiz olmasint saglama.
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Uye Devletler, bir mesru menfaat gésteren herhangi bir kisi tarafindan veya genel olarak kamu
tarafindan danismaya acik olan ve kamuya bilgi saglamak amacli kanunlara veya yonetmeliklere gére

tek amact bir kayit tutma olan islemeye 1. paragrafin uygulanmamasint saglayabilir.

Uye Devletler, madde 8(2)(d)de atifta bulunulan isleme faaliyetleri durumunda, bildirimin

basitlestirilmesini veya bildirimde bulunma yukiimliligiinden muafiyeti saglayabilitler.

Uye Devletler, kisisel verileri kapsayan belirli veya tiim otomatik olmayan isleme faaliyetlerinin
bildirilmesini sart kosabilitler ya da bu isleme faaliyetlerinin basitlestirilmis bildirime tabi olmasint
belirtebilirler.

Madde 19 Bildirim igerikleri

1.

Uye Devletler, bildirimde verilecek bilgileri belirteceklerdir. Bunlar en azindan asagidakileri igerecektir:

Denetleyici ve varsa temsilcisinin adt ve adresi;

oo

Islemenin amact veya amaglari;

Bunlara iliskin veri kategorileri veya verinin ve 6zne verisinin kategorileri veya kategorisinin tanimi;

/e 0

Verilerin agtklanabilecegi alicilar veya alict kategoriler;

e. Ucuncu ulkelere 6nerilen veri transferleri;

a}

Veri giivenligini saglamak tzere madde 17 uyarinca alinan tedbirlerin uygunlugunun saglanmast

icin bir 6n degerlendirmeye olanak saglayan genel bir tanim;

Uye Devletler paragraf 1’de atif yapilan bilgileri etkileyen herhangi bir degisikligin denetleme makamina

bildirilmesine déniik prosediirleri belirletecektir.

Madde 20 On kontrol

. Uye Devletler, veri 6znelerinin haklarina ve 6zgiirliiklerine 6zel riskler sunmast, olast isleme faaliyetlerini

belirleyecektir ve bu isleme faaliyetlerinin baslatilmasindan 6nce incelenmesini kontrol edecektir.
Bu tiir 6n kontroller, siiphe durumunda denetim makamina danigsmasi gereken bir veri koruma gérevlisi
tarafindan veya denetleyiciden bir bildirimin alinmasint takiben denetleme makami tarafindan yerine

getirilecektir.

. Uye Devletler ya ulusal parlamentonun bir tedbiri ya da islemenin yapisini tanimlayan ve uygun korunma

6nlemlerini belirten bu tiir bir yasama tedbirine dayali bir tedbirin hazirlanmast baglaminda, bu tir

kontrolleri de yapabilir.

Madde 21 Isleme faaliyetlerinin duyurulmasi

1.

Uye Devletler, isleme faaliyetlerinin duyurulmasint temin etmek igin tedbirler alacaktir.

2. Uye Devletler, madde 18’e uygun olarak, bildirilen isleme faaliyetlerinin bir kaydinin denetleme makami

tarafindan tutulmasini saglayacaktir.

Kayzt, en azindan madde 19 (1) (a) (e) de listelenen bilgileri icerecektir. Kayit herhangi bir kisi tarafindan

denetlenebilir.
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3. Uye Devletler, bildirime tabi olmayan isleme faaliyetlerine iliskin olarak, Uye Devletler tarafindan atanan
denetleyicilerin veya diger bir kurulusun, talep tzerine herhandi bir kisiye uygun bicimde en azindan

madde 19 (1) (a) (e)de atifta bulunulan bilgileri saglamasini temin edecektir.

Uye Devletler ya mesru menfaat kanitint temin edebilen herhangi bir kisi tarafindan ya da genel olarak
kamu tarafindan danismaya acik olan ve kamuya bilgi saglamasi kastedilen yonetmeliklere veya yasalara

gore; tek amaci bir kayit tutulmast olan islemeye bu hitkmiin uygulanmamasini saglayabilir.
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BOLUM III
YARGI YOLLARI, SORUMLULUK VE MUEYYIDELER

Madde 22 Yarg1 yollar1

Yargr makamina basvurudan énce, madde 28’de atifta bulunulan denetleme makami 6ncesinde, digerlerine
ilaveten koyulabilecek hiikiim i¢in herhangi bir idari ¢6ziime zarar vermeksizin, Uye Devletler, séz konusu
islemeye uygulanan ulusal kanun tarafindan garanti edilen haklarin herhangi bir ihlali icin bir yargi yolunu, her

kisinin hakk: olarak saglayacaktir.

Madde 23 Sorumluluk

1. Uye Devletler, bu Direktif uyarinca kabul edilen ulusal hiikiimlerle uyumsuz herhangi bir islemenin veya
yasadist bir isleme faaliyetinin sonucu olarak zarara ugrayan herhangi bir kisinin, ugradigi zarar icin
denetleyiciden tazminat almaya hak kazanmasini saglayacaktir.

2. Denetleyici, zarara yol agan olayda sorumlu olmadigint kanitlarsa, kismen ya da tamamen bu yiikiimliilitkten

muaf tutulabilir.
Madde 24 Miieyyideler

Uye Devletler, bu Direktifin hiitkiimlerinin tam uygulanmasini saglayacak uygun tedbirleri kabul edecektir ve

Ozellikle, bu direktif uyarinca kabul edilen htikiimlerin ihlali durumunda uygulanacak mieyyideleri koyacaktir.

BOLUM IV
KISISEL VERILERIN UCUNCU ULKELERE TRANSFERI

Madde 25 Prensipler

1. Uye Devletler, bu Direktifin diger hiikiimleri uyarinca benimsenen ulusal hiikiimlere uyuma zarar
vermeksizin, yalnizca s6z konusu tglincii ilke yeterli koruma seviyesi saglarsa, transfer sonrasi isleme icin
istenen veya islemeye tabi olan kisisel verilerin bir Uglincii Ulkeye transferinin gerceklesebilmesini
saglayacaktir.

2.  Bir ticlincii iilke tarafindan saglanan koruma seviyesinin yeterliligi, veri transfer faaliyetlerinin dizisinin veya
bir veri transfer faaliyetini ¢cevreleyen tim kogullarin 1s1ginda degerlendirilecektir. O tlkeyle uyumlu meslek
kurallar ve giivenlik tedbirleri ve s6z konusu tigiincii tilkedeki yiiriilitkte olan hem genel hem sektdrel yasa
hiiktimleri, son varis tlkesi ve menge ilke, Onerilen faaliyet veya faaliyetlerin sliresi ve amaci, verilerin
yapisina 6zel 6nem verilecektir.

3. Uye Devletler ve Komisyon, 2. paragrafin anlami dahilinde yeterli koruma seviyesini bir ticiincii iilkenin
saglamadigint diisindikleri durumlarda birbirlerini bilgilendireceklerdir.

4. Komisyon, bu maddenin 2. paragrafinin anlaminda, bir Ugiincii ilkenin yeterli koruma seviyesini
saglamadigint madde 31 (2) kapsaminda saglanan prosedure gére tespit ederse, Uye Devletler, s6z konusu
tctinct tlkeye aynt tipte verilerin herhangi bir transferini 6nlemek i¢in gerekli 6nlemleri alacaklardir.

5. Komisyon, uygun bir zamanda, paragraf 4 uyarinca saglanan bulgudan kaynaklanan durumu ¢6zmek

amactyla miizakerelere baslayacaktir.
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6. Komisyon, madde 31 (2)’de atifta bulunulan prosediire uygun olarak; bireylerin temel haklarinin ve 6zel
yasamlarinin korunmasi icin, 6zellikle paragraf 5’te atifta bulunulan miizakerelerin sonu¢lanmasi tizerine,
giristigi uluslararasi taahhiitler veya kendi yerel yasast nedeniyle, bu maddenin 2. paragrafi anlami dahilinde

tctinci bir tlkenin yeterli bir koruma seviyesini temin etmesini isteyebilir.

Uye Devletler, Komisyonun karariyla uyum saglamak icin gerekli tedbirleri alacaktir.

Madde 26 Istisnalar

1. Madde 25’den derogasyon (uygulama dist tutma) yoluyla ve 6zel durumlart yoneten i¢c hukukun aksini
belirtmesi haricinde, Uye Devletler, asagidaki kosullarda madde 25 (2)’nin anlami dahilinde yeterli koruma
seviyesini saglamayan tciincti bir tlkeye kisisel verilerin transfer dizisini veya transferinin yapilabilmesini
saglayacaktir:

a. Veri 6znesi 6nerilen transfer icin agik sekilde r1zasint vermisse veya

b. Veri 6znesinin talebine yanit olarak alinan 6n sézlesme tedbirlerinin uygulanmasi veya denetleyici ve
veri 6znesi arasindaki bir sézlesmenin yerine getirilmesi i¢in transfer gerekliyse; veya

c.  Ugiincii bir sahis ve denetleyici arasinda veri 6znesinin menfaatine sonuglanan bir sézlesmenin yerine
getirilmesi veya sonuglandirilmasi icin transfer gerekliyse, veya

d. Transfer; kanuni haklarin tesisi, isletilmesi veya savunulmasi igin veya énemli kamu menfaati zemininde
yasal olarak gerekliyse veya zorunluysa, veya
Veri 6znesinin hayati menfaatlerinin korunmast icin transfer gerekirse, veya
Ozel durumda yapilan konsiiltasyon icin kanunda 6éngériilen kosullar élgiisiinde, bir mesru menfaat
gOsteren herhangi bir kisi tarafindan veya genel olarak kamu tarafindan danismaya agik olan ve kamuya
bilgi saglamak amach kanunlar veya yonetmeliklere goére transfer bir kayittan saglanirsa.

2. Paragraf 1’e zarar vermeksizin, bir Uye Devlet, ilgili haklarin isletilmesine dair ve bireylerin temel hak ve
Ozgtrlikleri ve kisisel mahremiyet hakkinin korunmasina iliskin anlam dahilinde, yeterli koruma seviyesini
saglamayan tgtincti bir tlkeye kisisel veri transferler dizisine veya bir transferine izin verebilir, bu tiir

korunma 6nlemleri 6zellikle uygun sézlesme maddelerinden kaynaklanabilir.

3. Uye Devlet, paragraf 2 uyarinca verdigi izinlerden Uye Devletleri ve Komisyonu haberdar edecektir.

Bir Uye Devlet veya Komisyon, bireylerin temel haklari ve ézgiirliikleri ve mahremiyetinin korunmasini
gerektiren gerekeeli dayanaklara itiraz ederse, Komisyon, madde 31 (2)’de belirtilen prosediire gbre uygun

tedbirleri alacaktir.

Uye Devletler Komisyonun kararina uymak icin gerekli tedbirleri alacaklardir.

4. Madde 31 (2)’de atifta bulunulan prosediire uygun olarak, Komisyon, bazt standart sézlesme maddelerinin
paragraf 2’nin gerektirdigi sekilde yeterli teminat sunmasina karar verirse, Uye Devletler, Komisyon kararina

uymak icin gerekli tedbirleri alacaklardir.
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BOLUM V
DAVRANIS KURALLARI

Madde 27

1. Uye Devletler ve Komisyon, cesitli sektérlerin 6zel niteliklerini dikkate alarak, bu Direktif uyarinca Uye
Devletler tarafindan benimsenen ulusal hikiimlerin dogru uygulanmasina katki saglamak icin planlanan
davranis kurallarint diizenlemeye tesvik edecektir.

2. Uye Devletler, mevcut ulusal kodlari tadil etme veya genisletme niyetine sahip veya taslak ulusal kodlari
hazirlamis denetleyicilerin diger kategorilerini temsil eden diger kuruluslar ve ticari kurumlarin, davranis

kurallarini ulusal makamin gbriistine sunabilmesi icin 6nlem alacaktir.

Uye Devletler, sunulan taslaklarin, bu Direktif uyarinca kabul edilen ulusal hiikiimlerle uyumlu olup
olmadigint ulusal makamin belirlemesi i¢in 6nlem alacaktir. Komisyon, taslagt uygun goriirse, ulusal makam,

kendi temsilcilerinin veya veri 6znelerinin gériislerini isteyecektir.

3. Taslak Topluluk kodlart ve mevecut Topluluk kodlarinin uzantilart veya diizeltmeleri, madde 29°da atifta
bulunulan ¢alisma grubuna sunulabilir. Bu ¢alisma grubu diger seyler arasinda, sunulan taslagin, bu Direktif
uyarinca kabul edilen ulusal hitkiimlere uygun olup olmadigini belirleyecektir. Uygun bulursa, (ulusal)
makam, veri 6znelerinin ve kendi temsilcilerinin goriislerini isteyecektir. Komisyon, Calisma Grubu

tarafindan onaylanmis kurallarin uygun sekilde tanitimint saglayabilir.

BOLUM VI
KiSISEL VERILERIN iSLENMESINE DAIR BIREYLERIN KORUNMASI
HAKKINDAKI CALISMA GRUBU VE DENETLEME MAKAMI

Madde 28 Denetleme makami

1. Her bir Uye Devlet, , bu Direktif uyarinca Uye Devletler tarafindan kabul edilen hiikiimlerin kendi

tlkesindeki uygulamasini izlemekten, bir veya daha fazla kamu makaminin sorumlu olmasini saglayacaktir.

Bu makamlar, onlara tevdi edilen islevleri yerine getirmede tam bagimsiz olarak hareket edeceklerdir.

2. Her bir Uye Devlet, kisisel verilerin islenmesine dair bireylerin hak ve ézgiirliiklerinin korunmasina iliskin

idari tedbirleri veya yonetmelikleri hazirlarken, denetim makamina danisiimasint saglayacaktir.

3. Her bir makama 6zellikle saglanacaktir:

— denetim gorevlerinin yerine getirilmesi i¢in gerekli tim bilgileri toplama yetkileri ve isleme faaliyetlerinin

konusunu olusturan verilere erisim yetkileri gibi arastirma yetkileri;

— Ornegin ulusal parlamentolar veya diger siyasi kuruluslara konuyu havale etme veya denetleyiciye ihtar
verme veya uyarma, isleme tizerinde gecici veya kesin yasaklama koyma, verilerin yok edilmesini veya
silinmesini, engellenmesini emretme, bu tlr gériislerin uygun sekilde yayinlanmasint saglama ve madde
20’e uygun olarak isleme faaliyetlerinin yerine getirilmesinden 6nce goris bildirme gibi etkin mtdahale

yetkileri;
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— Bu Direktif uyarinca kabul edilen ulusal hitkiimler ihlal edildiginde veya bu ihlalleri yargi makamlarinin

dikkatine sunma icin kanuni kovusturmaya girisme yetkisi.

Denetleme makaminin sikayetlere yol acan kararlar; mahkemelerde temyiz edilebilir.

. Her bir denetim makamu, kisisel verilerin islenmesine dair hak ve 6zgtrliklerin korunmasina iliskin o kisiyi

temsil eden bir dernek veya herhangi bir kisi tarafindan arzedilen iddialart dinleyecektir.

Her bir denetim makami, 6zellikle, bu Direktifin 13. maddesi uyarinca kabul edilen ulusal hikiimler
uygulandiginda, herhangi bir kisi tarafindan arz edilen veri islemenin yasalligi hakkindaki kontroller icin

iddialat1 dinleyecektir. Kisi, bir kontroliin yapildigindan her haltikarda bilgilendirilecektir.

. Her denetleme makami, faaliyetleri hakkinda dizenli araliklatla bir rapor hazirlayacaktir. Rapor, kamuya

actklanacaktit.

. Her denetleme makami, sézkonusu islemeye uygulanan ulusal kanun her ne olursa olsun, paragraf 3’e uygun

olarak verilen yetkileri kendi Uye Devletinin topraginda uygulamaya vyetkilidir. Her bir makamdan,

diger bir Uye Devletin makami ile yetkilerini uygulamast istenebilir.

Denetleme makamlari, 6zellikle tim yararlt bilgileri takas ederek, kendi gbrevlerini yerine getirmek icin

gerekli lctide birbitleriyle is bitligi yapacaklardir.

. Uye Devletler, gbrevlerinin bitiminden sonra bile, denetleme makaminin personellerinin ve mensuplarinin,

eristikleri gizli bilgilere dair mesleki gizlilik gbrevine tabi olmalarint saglayacaktir.

Madde 29 Kigisel Verilerin Islenmesine dair Bireylerin Korunmas1 Hakkindaki Caligma Grubu

L.

N oL kW

Bundan béyle “Calisma Grubu” denilecek olan, Kisisel Verilerin Islenmesine dair Bireylerin Korunmast

hakkinda bir ¢alisma grubu, bu belgeyle kurulmaktadir.

Danisma statiisiine sahip olacak ve bagimsiz olarak hareket edecektir.

Calisma Grubu, Komisyon’un bir temsilcisi ve Topluluk kurumlari ve kuruluslari icin kurulan makamlarin
veya makamin birer temsilcisi ve her bir Uye Devlet tarafindan atanan denetleme makami veya

makamlarinin birer temsilcisinden olusacaktir.

Calisma Grubunun her bir iyesi, temsil ettikleri makam veya makamlar, kurumlar tarafindan
atanacaklardir. Bir Uye Devlet birden fazla denetleme makami atamissa, bunlar ortak bir temsilci

atayacaklardir. Aynisi, Topluluk kurum ve kuruluslari icin saptanan makamlara uygulanacaktir.

Calisma Grubu, denetleme makamlari temsilcilerinin salt (kendi) ¢ogunluguyla kararlar alacaktir.

Calisma Grubu, baskanint secer. Bagskanin gorev siiresi iki yil olacaktir. Baskan yeniden segilebilecektir.
Calisma Grubunun sekreteryas: Komisyon tarafindan saglanacaktir.

Calisma Grubu, kendi prosediir kurallarini kabul edecektir.

Calisma Grubu, ya Komisyon’un talebi veya denetleme makaminin bir temsilcisinin talebi tizerine veya

kendi insiyatifiyle, baskani tarafindan glindemine getirilen maddeleri ele alacaktir.
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Madde 30

1. Calisma Grubu:

a. Butir tedbirlerin diizenli uygulanmasina katk: saglamak icin bu Direktif kapsaminda benimsenen ulusal
tedbirlerin uygulanmasini kapsayan herhangi bir sorunu inceleyecektir;

b. Topluluktaki ve tG¢lincii tilkelerdeki koruma seviyesi hakkinda Komisyon’a gériis verecektir;

c. Kisisel verilerin islenmesine dair gercek kisilerin hak ve 6zgtrliklerini glivenceye alacak ek veya 6zel
tedbirler hakkinda ve bu tiir hak ve 6zgtirliikleri etkileyen diger 6nerilmis Topluluk tedbirleri hakkinda,
bu Direktifin herhangi bir nerilen tadili tizerinde Komisyona tavsiyede bulunacaktir;

d. Topluluk seviyesinde hazirlanan davranis kurallar: hakkinda gériis verecektir.

2. Calisma Grubu, Topluluktaki kisisel verilerin islenmesine dair kisilerin korunmasinda esdegerligi
muhtemelen etkileyecek uyusmazliklarin  Uye Devletlerin uygulamalarindan ya da kanunlarindan
kaynaklandigini saptarsa, bu dogrultuda Komisyon’u bilgilendirecektir.

3. Calisma Grubu kendi insiyatifiyle, Toplulukta kisisel verilerin islenmesine dair kisilerin korunmasina iliskin
tim konularda tavsiyelerde bulunabilir.

4. Calisma Grubunun fikitleri ve tavsiyeleri, madde 31°de atifta bulunulan komiteye ve Komisyon’a iletilecektir.

5. Komisyon, gorus ve tavsiyelerine yanit olarak aldigt 6nlemleri Calisma Grubu’na bildirecektir. Bunu Avrupa
Parlamentosu ve Konseyi’ne de iletilecek bir raporla yapacaktir. Rapor kamuya agik olacaktir.

6. Calisma Grubu, Komisyon, Avrupa Parlamentosu ve Konseyi'ne iletilecek olan tgiinci tlkelerde ve
topluluktaki kisisel verilerin islenmesine dair gercek kisilerin korunmasina dair durum hakkinda bir yilik

rapor hazirlayacaktir. Rapor halka duyurulacaktir.

BOLUM VII
TEDBIRLERI UYGULAYAN TOPLULUK

Madde 31

1. Komisyon bir komite tarafindan desteklenecektir.

2. Bu maddeye atif yapildiginda, 1999/468/EC (1) sayili kararin 4 ve 7. maddeleri, ilgili 8. maddenin hitkiimleri
gbzo6ntinde bulundurularak uygulanacaktir.
1999/468/EC sayilt kararin 4(3) maddesinde belirtilen donem, tg ay olacaktir.

3. Komite kendi prosediir kurallarint kabul edecektir.
Madde 32 Nihai Hitkiimler

1. Uye Devletler, bu Direktifle uyum saglamak icin gerekli idari hiikiimleri, yasalari ve yoénetmelikleri kabul

edilme tarihinden itibaren en ge¢ t¢ yillik dénemin bitimine kadar yirirlige koyacaklardir.

Uye Devletler bu kararlart kabul ettiginde, bunlar, bu Direktife bir atifi icerecektir veya kendi resmi yayinlari
dolayistyla bu tiir bir atif eslik edecektir. Bu tiir referans yapma yontemleri, Uye Devletler tarafindan

Ongoriilecektir.

2. Uye Devletler, bu Direktif uyarinca kabul edilen ulusal hiikiimlerin yiiriirliige girdigi tarihte devam eden
islemenin; bu yurirlik tarihinden itibaren G¢ yil icinde, bu hikimlerle uygun hale getirilmesini temin

edeceklerdir.
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Onceki alt paragraftan derogasyon yoluyla, Uye Devletler, bu Direktifin uygulanmasina iliskin
benimsenen ulusal htikiimlerin yutrtrlige koyuldugu tarihte manuel dosyalama sisteminde tutulan verilerin

islenmesinin kabul tarihinden itibaren

12 yil i¢inde, bu Direktifin 6, 7 ve 8. maddelerine uyumlu hale getirilmesini saglayabilirler. Ancak, Uye
Devletler, denetleyici tarafindan izlenen mesru amaclarla uyumsuz bir bicimde depolanan veya eksik, yanls
olan verilerin engellenmesi veya silinmesi, diizeltilmesi ve elde etme hakkini, 6zellikle erisim hakkini yerine

getirme zamaninda ve talebi Uizerine veri 6znesine vereceklerdir.

3. Paragraf 2’den derogasyon yoluyla, Uye Devletler, uygun korunma énlemlerine tabii olarak, yalnizca, tarihsel
arastirma amaciyla tutulan verilerin bu Direktifin 6, 7 ve 8. Maddesine uyumlu hale getirilmesine gerek
olmadigint belirtebilirler.

4. Uye Devletler, bu Direktifle kapsanan alanda kabul ettikleri i¢ hukuk hiikiimlerinin metnini Komisyona

iletecektir.
Madde 33

Komisyon, gerekirse, tadiller icin uygun onerileri raporuna ekleyerek, bu Direktifin uygulanmas: hakkinda
madde 326 de atifta bulunulan tarihin 3 yil dncesinden baglayarak dizenli araliklarla Avrupa Parlamentosu ve

Konseye rapor sunacaktir. Rapor halka duyurulacaktir.

Komisyon, 6zellikle, gercek kisilere iliskin ses ve goriintii verilerinin islenmesinde bu Direktifin uygulanmasini
inceleyecektir ve bilgi toplumundaki ilerleme durumunun 1s1ginda ve bilgi teknolojisindeki gelismeleri dikkate

alarak gerekecegi kanitlanan herhangi uygun 6nerileri sunacaktir.
Madde 34
Bu Direktif Uye Devletlere hitap etmektedir.

6 Komisyona verilen uygulama yetkilerinin yerine getitilme prosedutlerini belirten 1999/468/EC sayt ve 28
Haziran 1999 tarihli Konsey Karar1 (O] L 184, 17.7.1999, sayfa:23)
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2000/C AVRUPA BIRLiIGI TEMEL HAKLAR SARTININ ILGILI
HUKUMLERI

Diizenlemenin orijinal ismi: Charter of Fundamental Rights of the European Union
Diizenlemenin kiinyesi: 2000/ C 364/01

Diizenlemenin orijinal metni icin:

http:/ [ www.enroparl.europa.en/ charter/ pdf/ text en.pdf (Son erisim taribi: 16.04.2016)

Article 8 Protection of personal data
1. Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and on the basis of the consent of the person
concerned or some other legitimate basis laid down by law. Everyone has the right of access to data which has

been collected concerning him or her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an independent authority.
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2002/58/EC SAYILI ELEKTRONIK HABERLESME SEKTORUNDE
KiSISEL VERILERIN ISLENMESI VE OZEL HAYATIN GIZLILIGININ
KORUNMASINA ILISKIN DIREKTIF

Diizenlemenin orijinal ismi: Directive 2002/58/ EC of the European Parliament and of the Conncil of 12 July 2002
concerning the processing of personal data and the protection of privacy in the electronic communications sector (Directive on
privacy and electronic communications)

Diizenlemenin kiinyesi: 3200210058 Official Journal 1. 201 , 31/07/2002 P. 0037 — 0047

Diizenlemenin orijinal metni i¢in:

bttp:/ [ eur-lex.enropa.en/ legal-content/ EIN/ TXT/ 2uri=celex:320021.0058 (Son erigim taribi: 16.04.2016)

Not: Bu Direktif, 97/66/EC Sayils Telekomiinikasyon Alannda Kisisel Verilerine Islenmesi Ve Ozel Hayatun
Korunmasma liskin Direktifi yiiriirliikten Kaldmagtor.

BASLANGIC
Directive 2002/58/EC of the European Parliament and of the Council

of 12 July 2002

concerning the processing of personal data and the protection of privacy in the electronic communications

sector (Directive on privacy and electronic communications)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
Having regard to the Treaty establishing the European Community, and in particular Article 95 thereof,
Having regard to the proposal from the Commission(1),

Having regard to the opinion of the Economic and Social Committee(2),

Having consulted the Committee of the Regions,

Acting in accordance with the procedure laid down in Article 251 of the Treaty(3),

Whereas:

(1) Ditective 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection
of individuals with regard to the processing of personal data and on the free movement of such data(4) requires
Member States to ensure the rights and freedoms of natural persons with regard to the processing of personal

data, and in particular their right to privacy, in order to ensure the free flow of personal data in the Community.

(2) This Directive seeks to respect the fundamental rights and observes the principles recognised in particular
by the Charter of fundamental rights of the European Union. In particular, this Directive secks to ensure full

respect for the rights set out in Articles 7 and 8 of that Charter.

70


http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32002L0058

(3) Confidentiality of communications is guaranteed in accordance with the international instruments relating
to human rights, in particular the European Convention for the Protection of Human Rights and Fundamental

Freedoms, and the constitutions of the Member States.

(4) Ditective 97/66/EC of the European Patliament and of the Council of 15 December 1997 concerning the
processing of personal data and the protection of privacy in the telecommunications sector(5) translated the
principles set out in Directive 95/46/EC into specific rules for the telecommunications sectot. Directive
97/66/EC has to be adapted to developments in the markets and technologies for electronic communications
services in order to provide an equal level of protection of personal data and privacy for users of publicly
available electronic communications services, regardless of the technologies used. That Directive should

therefore be repealed and replaced by this Directive.

(5) New advanced digital technologies are currently being introduced in public communications networks in
the Community, which give rise to specific requirements concerning the protection of personal data and privacy
of the user. The development of the information society is characterised by the introduction of new electronic
communications services. Access to digital mobile networks has become available and affordable for a large
public. These digital networks have large capacities and possibilities for processing personal data. The successful
cross-border development of these services is partly dependent on the confidence of users that their privacy

will not be at risk.

(6) The Internet is overturning traditional market structures by providing a common, global infrastructure for
the delivery of a wide range of electronic communications services. Publicly available electronic
communications services over the Internet open new possibilities for users but also new risks for their personal

data and privacy.

(7) In the case of public communications networks, specific legal, regulatory and technical provisions should
be made in order to protect fundamental rights and freedoms of natural persons and legitimate interests of legal
persons, in particular with regard to the increasing capacity for automated storage and processing of data

relating to subscribers and users.

(8) Legal, regulatory and technical provisions adopted by the Member States concerning the protection of
personal data, privacy and the legitimate interest of legal persons, in the electronic communication sector,
should be harmonised in order to avoid obstacles to the internal market for electronic communication in
accordance with Article 14 of the Treaty. Harmonisation should be limited to requirements necessary to
guarantee that the promotion and development of new electronic communications services and networks

between Member States are not hindered.

(9) The Member States, providers and users concerned, together with the competent Community bodies, should
cooperate in introducing and developing the relevant technologies where this is necessary to apply the
guarantees provided for by this Directive and taking particular account of the objectives of minimising the

processing of personal data and of using anonymous or pseudonymous data where possible.

(10) In the electronic communications sectot, Directive 95/46/EC applies in particular to all matters
concerning protection of fundamental rights and freedoms, which are not specifically covered by the provisions
of this Directive, including the obligations on the controller and the rights of individuals. Directive 95/46/EC

applies to non-public communications services.
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(11) Like Ditective 95/46/EC, this Directive does not address issues of protection of fundamental rights and
freedoms related to activities which are not governed by Community law. Therefore it does not alter the existing
balance between the individual's right to privacy and the possibility for Member States to take the measures
referred to in Article 15(1) of this Directive, necessary for the protection of public security, defence, State
security (including the economic well-being of the State when the activities relate to State security matters) and
the enforcement of criminal law. Consequently, this Directive does not affect the ability of Member States to
carry out lawful interception of electronic communications, or take other measures, if necessary for any of these
purposes and in accordance with the European Convention for the Protection of Human Rights and
Fundamental Freedoms, as interpreted by the rulings of the European Court of Human Rights. Such measures
must be appropriate, strictly proportionate to the intended purpose and necessary within a democratic society
and should be subject to adequate safeguards in accordance with the European Convention for the Protection

of Human Rights and Fundamental Freedoms.

(12) Subscribers to a publicly available electronic communications service may be natural or legal persons. By
supplementing Directive 95/46/EC, this Directive is aimed at protecting the fundamental rights of natural
persons and particularly their right to privacy, as well as the legitimate interests of legal persons. This Directive
does not entail an obligation for Member States to extend the application of Directive 95/46/EC to the
protection of the legitimate interests of legal persons, which is ensured within the framework of the applicable

Community and national legislation.

(13) The contractual relation between a subscriber and a service provider may entail a periodic or a one-off

payment for the service provided or to be provided. Prepaid cards are also considered as a contract.

(14) Location data may refer to the latitude, longitude and altitude of the uset's terminal equipment, to the
direction of travel, to the level of accuracy of the location information, to the identification of the network cell
in which the terminal equipment is located at a certain point in time and to the time the location information

was recorded.

(15) A communication may include any naming, numbering or addressing information provided by the sender
of a communication or the user of a connection to carry out the communication. Traffic data may include any
translation of this information by the network over which the communication is transmitted for the purpose
of carrying out the transmission. Traffic data may, inter alia, consist of data referring to the routing, duration,
time or volume of a communication, to the protocol used, to the location of the terminal equipment of the
sender or recipient, to the network on which the communication originates or terminates, to the beginning,
end or duration of a connection. They may also consist of the format in which the communication is conveyed

by the network.

(16) Information that is part of a broadcasting service provided over a public communications network is
intended for a potentially unlimited audience and does not constitute a communication in the sense of this
Directive. However, in cases where the individual subscriber or user receiving such information can be
identified, for example with video-on-demand services, the information conveyed is covered within the

meaning of a communication for the purposes of this Directive.

(17) For the purposes of this Directive, consent of a user or subscriber, regardless of whether the latter is a
natural or a legal person, should have the same meaning as the data subject's consent as defined and further

specified in Directive 95/46/EC. Consent may be given by any appropriate method enabling a freely given
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specific and informed indication of the user's wishes, including by ticking a box when visiting an Internet

website.

(18) Value added services may, for example, consist of advice on least expensive tariff packages, route guidance,

traffic information, weather forecasts and tourist information.

(19) The application of certain requirements relating to presentation and restriction of calling and connected
line identification and to automatic call forwarding to subscriber lines connected to analogue exchanges should
not be made mandatory in specific cases where such application would prove to be technically impossible or
would require a disproportionate economic effort. It is important for interested parties to be informed of such

cases and the Member States should therefore notify them to the Commission.

(20) Service providers should take appropriate measures to safeguard the security of their services, if necessary
in conjunction with the provider of the network, and inform subscribers of any special risks of a breach of the
security of the network. Such risks may especially occur for electronic communications services over an open
network such as the Internet or analogue mobile telephony. It is particularly important for subscribers and
users of such services to be fully informed by their service provider of the existing security risks which lie
outside the scope of possible remedies by the service provider. Service providers who offer publicly available
electronic communications services over the Internet should inform users and subscribers of measures they
can take to protect the security of their communications for instance by using specific types of software or
encryption technologies. The requirement to inform subscribers of particular security risks does not discharge
a service provider from the obligation to take, at its own costs, appropriate and immediate measures to remedy
any new, unforeseen security risks and restore the normal security level of the service. The provision of
information about security risks to the subscriber should be free of charge except for any nominal costs which
the subscriber may incur while receiving or collecting the information, for instance by downloading an

electronic mail message. Security is appraised in the light of Article 17 of Directive 95/46/EC.

(21) Measures should be taken to prevent unauthorised access to communications in order to protect the
confidentiality of communications, including both the contents and any data related to such communications,
by means of public communications networks and publicly available electronic communications services.

National legislation in some Member States only prohibits intentional unauthorised access to communications.

(22) The prohibition of storage of communications and the related traffic data by persons other than the users
or without their consent is not intended to prohibit any automatic, intermediate and transient storage of this
information in so far as this takes place for the sole purpose of carrying out the transmission in the electronic
communications network and provided that the information is not stored for any period longer than is
necessary for the transmission and for traffic management purposes, and that during the period of storage the
confidentiality remains guaranteed. Where this is necessary for making more efficient the onward transmission
of any publicly accessible information to other recipients of the service upon their request, this Directive should
not prevent such information from being further stored, provided that this information would in any case be
accessible to the public without restriction and that any data referring to the individual subscribers or users

requesting such information are erased.

(23) Confidentiality of communications should also be ensured in the course of lawful business practice. Where
necessary and legally authorised, communications can be recorded for the purpose of providing evidence of a

commercial transaction. Directive 95/46/EC applies to such processing. Parties to the communications should
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be informed prior to the recording about the recording, its purpose and the duration of its storage. The recorded
communication should be erased as soon as possible and in any case at the latest by the end of the period

during which the transaction can be lawfully challenged.

(24) Terminal equipment of users of electronic communications networks and any information stored on such
equipment are part of the private sphere of the users requiring protection under the European Convention for
the Protection of Human Rights and Fundamental Freedoms. So-called spyware, web bugs, hidden identifiers
and other similar devices can enter the user's terminal without their knowledge in order to gain access to
information, to store hidden information or to trace the activities of the user and may seriously intrude upon
the privacy of these users. The use of such devices should be allowed only for legitimate purposes, with the

knowledge of the users concerned.

(25) However, such devices, for instance so-called "cookies", can be a legitimate and useful tool, for example,
in analysing the effectiveness of website design and advertising, and in verifying the identity of users engaged
in on-line transactions. Where such devices, for instance cookies, are intended for a legitimate purpose, such as
to facilitate the provision of information society services, their use should be allowed on condition that users
are provided with clear and precise information in accordance with Directive 95/46/EC about the purposes of
cookies or similar devices so as to ensure that users are made aware of information being placed on the terminal
equipment they are using. Users should have the opportunity to refuse to have a cookie or similar device stored
on their terminal equipment. This is particularly important where users other than the original user have access
to the terminal equipment and thereby to any data containing privacy-sensitive information stored on such
equipment. Information and the right to refuse may be offered once for the use of various devices to be installed
on the uset's terminal equipment during the same connection and also coveting any further use that may be
made of those devices during subsequent connections. The methods for giving information, offering a right to
refuse or requesting consent should be made as user-friendly as possible. Access to specific website content
may still be made conditional on the well-informed acceptance of a cookie or similar device, if it is used for a

legitimate purpose.

(26) The data relating to subscribers processed within electronic communications networks to establish
connections and to transmit information contain information on the private life of natural persons and concern
the right to respect for their correspondence or concern the legitimate interests of legal persons. Such data may
only be stored to the extent that is necessary for the provision of the service for the purpose of billing and for
interconnection payments, and for a limited time. Any further processing of such data which the provider of
the publicly available electronic communications services may want to perform, for the marketing of electronic
communications services or for the provision of value added services, may only be allowed if the subscriber
has agreed to this on the basis of accurate and full information given by the provider of the publicly available
electronic communications services about the types of further processing it intends to perform and about the
subscribet's right not to give or to withdraw his/her consent to such processing. Traffic data used for marketing
communications services or for the provision of value added services should also be erased or made anonymous
after the provision of the service. Service providers should always keep subscribers informed of the types of

data they are processing and the purposes and duration for which this is done.

(27) The exact moment of the completion of the transmission of a communication, after which traffic data
should be erased except for billing purposes, may depend on the type of electronic communications service

that is provided. For instance for a voice telephony call the transmission will be completed as soon as either of

74



the users terminates the connection. For electronic mail the transmission is completed as soon as the addressee

collects the message, typically from the server of his service provider.

(28) The obligation to erase traffic data or to make such data anonymous when it is no longer needed for the
purpose of the transmission of a communication does not conflict with such procedures on the Internet as the
caching in the domain name system of IP addresses or the caching of IP addresses to physical address bindings

or the use of log-in information to control the right of access to networks or services.

(29) The service provider may process traffic data relating to subscribers and users where necessary in individual
cases in order to detect technical failure or errors in the transmission of communications. Traffic data necessary
for billing purposes may also be processed by the provider in order to detect and stop fraud consisting of

unpaid use of the electronic communications service.

(30) Systems for the provision of electronic communications networks and services should be designed to limit
the amount of personal data necessary to a strict minimum. Any activities related to the provision of the
electronic communications service that go beyond the transmission of a communication and the billing thereof
should be based on aggregated, traffic data that cannot be related to subscribers or users. Where such activities
cannot be based on aggregated data, they should be considered as value added services for which the consent

of the subsctiber is required.

(31) Whether the consent to be obtained for the processing of personal data with a view to providing a particular
value added service should be that of the user or of the subscriber, will depend on the data to be processed and
on the type of service to be provided and on whether it is technically, procedurally and contractually possible
to distinguish the individual using an electronic communications service from the legal or natural person having

subscribed to it.

(32) Where the provider of an electronic communications service or of a value added service subcontracts the
processing of personal data necessary for the provision of these services to another entity, such subcontracting
and subsequent data processing should be in full compliance with the requirements regarding controllers and
processors of personal data as set out in Directive 95/46/EC. Whete the provision of a value added service
requires that traffic or location data are forwarded from an electronic communications service provider to a
provider of value added services, the subscribers or users to whom the data are related should also be fully

informed of this forwarding before giving their consent for the processing of the data.

(33) The introduction of itemised bills has improved the possibilities for the subscriber to check the accuracy
of the fees charged by the service provider but, at the same time, it may jeopardise the privacy of the users of
publicly available electronic communications services. Therefore, in order to preserve the privacy of the user,
Member States should encourage the development of electronic communication service options such as
alternative payment facilities which allow anonymous or strictly private access to publicly available electronic
communications services, for example calling cards and facilities for payment by credit card. To the same end,
Member States may ask the operators to offer their subscribers a different type of detailed bill in which a certain

number of digits of the called number have been deleted.

(34) It is necessary, as regards calling line identification, to protect the right of the calling party to withhold the
presentation of the identification of the line from which the call is being made and the right of the called party

to reject calls from unidentified lines. There is justification for overriding the elimination of calling line
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identification presentation in specific cases. Certain subscribers, in particular help lines and similar
organisations, have an interest in guaranteeing the anonymity of their callers. It is necessary, as regards
connected line identification, to protect the right and the legitimate interest of the called party to withhold the
presentation of the identification of the line to which the calling party is actually connected, in particular in the
case of forwarded calls. The providers of publicly available electronic communications services should inform
their subscribers of the existence of calling and connected line identification in the network and of all services
which are offered on the basis of calling and connected line identification as well as the privacy options which
are available. This will allow the subscribers to make an informed choice about the privacy facilities they may
want to use. The privacy options which are offered on a per-line basis do not necessarily have to be available
as an automatic network service but may be obtainable through a simple request to the provider of the publicly

available electronic communications setvice.

(35) In digital mobile networks, location data giving the geographic position of the terminal equipment of the
mobile user are processed to enable the transmission of communications. Such data are traffic data covered by
Article 6 of this Directive. However, in addition, digital mobile networks may have the capacity to process
location data which are more precise than is necessary for the transmission of communications and which are
used for the provision of value added services such as services providing individualised traffic information and
guidance to drivers. The processing of such data for value added services should only be allowed where
subscribers have given their consent. Even in cases where subscribers have given their consent, they should

have a simple means to temporarily deny the processing of location data, free of charge.

(36) Member States may restrict the users' and subscribers' rights to privacy with regard to calling line
identification where this is necessary to trace nuisance calls and with regard to calling line identification and
location data where this is necessary to allow emergency services to carry out their tasks as effectively as
possible. For these purposes, Member States may adopt specific provisions to entitle providers of electronic
communications services to provide access to calling line identification and location data without the prior

consent of the users or subscribers concerned.

(37) Sateguards should be provided for subscribers against the nuisance which may be caused by automatic call
forwarding by others. Moreover, in such cases, it must be possible for subscribers to stop the forwarded calls
being passed on to their terminals by simple request to the provider of the publicly available electronic

communications service.

(38) Directories of subscribers to electronic communications services are widely distributed and public. The
right to privacy of natural persons and the legitimate interest of legal persons require that subscribers are able
to determine whether their personal data are published in a directory and if so, which. Providers of public
directories should inform the subscribers to be included in such directories of the purposes of the directory
and of any particular usage which may be made of electronic versions of public directories especially through
search functions embedded in the software, such as reverse search functions enabling users of the directory to

discover the name and address of the subscriber on the basis of a telephone number only.

(39) The obligation to inform subscribers of the purpose(s) of public directories in which their personal data
are to be included should be imposed on the party collecting the data for such inclusion. Where the data may
be transmitted to one or more third parties, the subsctiber should be informed of this possibility and of the

recipient or the categories of possible recipients. Any transmission should be subject to the condition that the
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data may not be used for other purposes than those for which they were collected. If the party collecting the
data from the subscriber or any third party to whom the data have been transmitted wishes to use the data for
an additional purpose, the renewed consent of the subscriber is to be obtained either by the initial party

collecting the data or by the third party to whom the data have been transmitted.

(40) Safeguards should be provided for subscribers against intrusion of their privacy by unsolicited
communications for direct marketing purposes in particular by means of automated calling machines, telefaxes,
and e-mails, including SMS messages. These forms of unsolicited commercial communications may on the one
hand be relatively easy and cheap to send and on the other may impose a burden and/or cost on the recipient.
Moteover, in some cases their volume may also cause difficulties for electronic communications networks and
terminal equipment. For such forms of unsolicited communications for direct marketing, it is justified to require
that prior explicit consent of the recipients is obtained before such communications are addressed to them.
The single market requires a harmonised approach to ensure simple, Community-wide rules for businesses and

users.

(41) Within the context of an existing customer relationship, it is reasonable to allow the use of electronic
contact details for the offering of similar products or services, but only by the same company that has obtained
the electronic contact details in accordance with Directive 95/46/EC. When electronic contact details are
obtained, the customer should be informed about their further use for direct marketing in a clear and distinct
manner, and be given the opportunity to refuse such usage. This opportunity should continue to be offered
with each subsequent direct marketing message, free of charge, except for any costs for the transmission of this

refusal.

(42) Other forms of direct marketing that are more costly for the sender and impose no financial costs on
subscribers and users, such as person-to-person voice telephony calls, may justify the maintenance of a system
giving subscribers or users the possibility to indicate that they do not want to receive such calls. Nevertheless,
in order not to decrease existing levels of privacy protection, Member States should be entitled to uphold

national systems, only allowing such calls to subscribers and users who have given their prior consent.

(43) To facilitate effective enforcement of Community rules on unsolicited messages for direct marketing, it is
necessary to prohibit the use of false identities or false return addresses or numbers while sending unsolicited

messages for direct marketing purposes.

(44) Certain electronic mail systems allow subscribers to view the sender and subject line of an electronic mail,
and also to delete the message, without having to download the rest of the electronic mail's content or any
attachments, thereby reducing costs which could arise from downloading unsolicited electronic mails or
attachments. These arrangements may continue to be useful in certain cases as an additional tool to the general

obligations established in this Directive.

(45) This Directive is without prejudice to the arrangements which Member States make to protect the
legitimate interests of legal persons with regard to unsolicited communications for direct marketing purposes.
Where Member States establish an opt-out register for such communications to legal persons, mostly business
users, the provisions of Article 7 of Directive 2000/31/EC of the European Parliament and of the Council of
8 June 2000 on certain legal aspects of information society services, in particular electronic commerce, in the

internal market (Directive on electronic commerce)(6) are fully applicable.
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(46) The functionalities for the provision of electronic communications services may be integrated in the
network or in any part of the terminal equipment of the user, including the software. The protection of the
personal data and the privacy of the user of publicly available electronic communications services should be
independent of the configuration of the various components necessary to provide the service and of the
distribution of the necessary functionalities between these components. Directive 95/46/EC covers any form
of processing of personal data regardless of the technology used. The existence of specific rules for electronic
communications services alongside general rules for other components necessary for the provision of such
services may not facilitate the protection of personal data and privacy in a technologically neutral way. It may
therefore be necessary to adopt measures requiring manufacturers of certain types of equipment used for
electronic communications services to construct their product in such a way as to incorporate safeguards to
ensure that the personal data and privacy of the user and subscriber are protected. The adoption of such
measutres in accordance with Directive 1999/5/EC of the European Parliament and of the Council of 9 March
1999 on radio equipment and telecommunications terminal equipment and the mutual recognition of their
conformity(7) will ensure that the introduction of technical features of electronic communication equipment
including software for data protection purposes is harmonised in order to be compatible with the

implementation of the internal market.

(47) Where the rights of the users and subscribers are not respected, national legislation should provide for
judicial remedies. Penalties should be imposed on any person, whether governed by private or public law, who

fails to comply with the national measures taken under this Directive.

(48) It is useful, in the field of application of this Directive, to draw on the experience of the Working Party on
the Protection of Individuals with regard to the Processing of Personal Data composed of representatives of

the supervisory authotities of the Member States, set up by Article 29 of Directive 95/46/EC.

(49) To facilitate compliance with the provisions of this Directive, certain specific arrangements are needed for
processing of data already under way on the date that national implementing legislation pursuant to this

Directive enters into force,

HAVE ADOPTED THIS DIRECTIVE:

MADDELER

Article 1 Scope and aim

1. This Directive harmonises the provisions of the Member States required to ensure an equivalent level of
protection of fundamental rights and freedoms, and in particular the right to privacy, with respect to the
processing of personal data in the electronic communication sector and to ensure the free movement of such

data and of electronic communication equipment and services in the Community.

2. The provisions of this Directive particularise and complement Directive 95/46/EC for the purposes
mentioned in paragraph 1. Moreover, they provide for protection of the legitimate interests of subscribers who

are legal persons.

3. This Directive shall not apply to activities which fall outside the scope of the Treaty establishing the European

Community, such as those covered by Titles V and VI of the Treaty on European Union, and in any case to
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activities concerning public security, defence, State security (including the economic well-being of the State

when the activities relate to State security matters) and the activities of the State in areas of criminal law.
Article 2 Definitions

Save as otherwise provided, the definitions in Directive 95/46/EC and in Directive 2002/21/EC of the
European Parliament and of the Council of 7 March 2002 on a common regulatory framework for electronic

communications networks and services (Framework Directive)(8) shall apply.
The following definitions shall also apply:

(a) "user" means any natural person using a publicly available electronic communications setvice, for private or

business purposes, without necessarily having subscribed to this service;

(b) "traffic data" means any data processed for the purpose of the conveyance of a communication on an

electronic communications network or for the billing thereof;

(c) "location data" means any data processed in an electronic communications network, indicating the
geographic position of the terminal equipment of a user of a publicly available electronic communications

service;

(d) "communication" means any information exchanged or conveyed between a finite number of patties by
means of a publicly available electronic communications service. This does not include any information
conveyed as part of a broadcasting service to the public over an electronic communications network except to

the extent that the information can be related to the identifiable subscriber or user receiving the information;

(e) "call" means a connection established by means of a publicly available telephone setvice allowing two-way

communication in real time;
(f) "consent" by a user or subsctiber cotresponds to the data subject's consent in Directive 95/46/EC;

() "value added setvice" means any setvice which requites the processing of traffic data or location data other

than traffic data beyond what is necessary for the transmission of a communication or the billing thereof;

(h) "electronic mail" means any text, voice, sound or image message sent over a public communications network

which can be stored in the network or in the recipient's terminal equipment until it is collected by the recipient.
Article 3 Services concerned

1. This Directive shall apply to the processing of personal data in connection with the provision of publicly

available electronic communications services in public communications networks in the Community.

2. Articles 8, 10 and 11 shall apply to subscriber lines connected to digital exchanges and, where technically
possible and if it does not require a disproportionate economic effort, to subscriber lines connected to analogue

exchanges.

3. Cases where it would be technically impossible or require a disproportionate economic effort to fulfil the

requirements of Articles 8, 10 and 11 shall be notified to the Commission by the Member States.
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Article 4 Security

1. The provider of a publicly available electronic communications service must take appropriate technical and
organisational measures to safeguard security of its services, if necessary in conjunction with the provider of
the public communications network with respect to network security. Having regard to the state of the art and
the cost of their implementation, these measures shall ensure a level of security appropriate to the risk

presented.

2. In case of a particular risk of a breach of the security of the network, the provider of a publicly available
electronic communications service must inform the subscribers concerning such risk and, where the risk lies
outside the scope of the measures to be taken by the service provider, of any possible remedies, including an

indication of the likely costs involved.
Article 5 Confidentiality of the communications

1. Member States shall ensure the confidentiality of communications and the related traffic data by means of a
public communications network and publicly available electronic communications services, through national
legislation. In particular, they shall prohibit listening, tapping, storage or other kinds of interception or
surveillance of communications and the related traffic data by persons other than users, without the consent of
the users concerned, except when legally authorised to do so in accordance with Article 15(1). This paragraph
shall not prevent technical storage which is necessary for the conveyance of a communication without prejudice

to the principle of confidentiality.

2. Paragraph 1 shall not affect any legally authorised recording of communications and the related traffic data
when carried out in the course of lawful business practice for the purpose of providing evidence of a

commercial transaction or of any other business communication.

3. Member States shall ensure that the use of electronic communications networks to store information or to
gain access to information stored in the terminal equipment of a subscriber or user is only allowed on condition
that the subscriber or user concerned is provided with clear and comprehensive information in accordance with
Directive 95/46/EC, inter alia about the purposes of the processing, and is offered the right to refuse such
processing by the data controller. This shall not prevent any technical storage or access for the sole purpose of
carrying out or facilitating the transmission of a communication over an electronic communications network,
or as strictly necessary in order to provide an information society service explicitly requested by the subscriber

of uset.
Article 6 Traffic data

1. Traffic data relating to subscribers and users processed and stored by the provider of a public
communications network or publicly available electronic communications service must be erased or made
anonymous when it is no longer needed for the purpose of the transmission of a communication without

prejudice to paragraphs 2, 3 and 5 of this Article and Article 15(1).

2. Traffic data necessary for the purposes of subscriber billing and interconnection payments may be processed.
Such processing is permissible only up to the end of the period during which the bill may lawfully be challenged

or payment pursued.
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3. For the purpose of marketing electronic communications services or for the provision of value added
services, the provider of a publicly available electronic communications service may process the data referred
to in paragraph 1 to the extent and for the duration necessary for such services or marketing, if the subscriber
ot user to whom the data relate has given his/her consent. Users or subscribers shall be given the possibility to

withdraw their consent for the processing of traffic data at any time.

4. The service provider must inform the subscriber or user of the types of traffic data which are processed and
of the duration of such processing for the purposes mentioned in paragraph 2 and, prior to obtaining consent,

for the purposes mentioned in paragraph 3.

5. Processing of traffic data, in accordance with paragraphs 1, 2, 3 and 4, must be restricted to persons acting
under the authority of providers of the public communications networks and publicly available electronic
communications services handling billing or traffic management, customer enquiries, fraud detection,
marketing electronic communications services or providing a value added service, and must be restricted to

what is necessary for the purposes of such activities.

0. Paragraphs 1, 2, 3 and 5 shall apply without prejudice to the possibility for competent bodies to be informed
of traffic data in conformity with applicable legislation with a view to settling disputes, in particular

interconnection or billing disputes.
Article 7 Itemised billing
1. Subscribers shall have the right to receive non-itemised bills.

2. Member States shall apply national provisions in order to reconcile the rights of subscribers receiving itemised
bills with the right to privacy of calling users and called subscribers, for example by ensuring that sufficient
alternative privacy enhancing methods of communications or payments are available to such users and

subscribers.
Article 8 Presentation and restriction of calling and connected line identification

1. Where presentation of calling line identification is offered, the service provider must offer the calling user
the possibility, using a simple means and free of charge, of preventing the presentation of the calling line

identification on a per-call basis. The calling subscriber must have this possibility on a per-line basis.

2. Where presentation of calling line identification is offered, the service provider must offer the called
subscriber the possibility, using a simple means and free of charge for reasonable use of this function, of

preventing the presentation of the calling line identification of incoming calls.

3. Where presentation of calling line identification is offered and where the calling line identification is presented
prior to the call being established, the service provider must offer the called subscriber the possibility, using a
simple means, of rejecting incoming calls where the presentation of the calling line identification has been

prevented by the calling user or subscriber.

4. Where presentation of connected line identification is offered, the service provider must offer the called
subscriber the possibility, using a simple means and free of charge, of preventing the presentation of the

connected line identification to the calling user.
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5. Paragraph 1 shall also apply with regard to calls to third countries originating in the Community. Paragraphs

2, 3 and 4 shall also apply to incoming calls originating in third countries.

6. Member States shall ensure that where presentation of calling and/or connected line identification is offered,
the providers of publicly available electronic communications services inform the public thereof and of the

possibilities set out in paragraphs 1, 2, 3 and 4.
Article 9 Location data other than traffic data

1. Where location data other than traffic data, relating to users or subscribers of public communications
networks or publicly available electronic communications services, can be processed, such data may only be
processed when they are made anonymous, or with the consent of the users or subscribers to the extent and
for the duration necessary for the provision of a value added service. The service provider must inform the
users or subscribers, prior to obtaining their consent, of the type of location data other than traffic data which
will be processed, of the purposes and duration of the processing and whether the data will be transmitted to
a third party for the purpose of providing the value added service. Users or subscribers shall be given the

possibility to withdraw their consent for the processing of location data other than traffic data at any time.

2. Where consent of the users or subscribers has been obtained for the processing of location data other than
traffic data, the user or subscriber must continue to have the possibility, using a simple means and free of
charge, of temporarily refusing the processing of such data for each connection to the network or for each

transmission of a communication.

3. Processing of location data other than traffic data in accordance with paragraphs 1 and 2 must be restricted
to persons acting under the authority of the provider of the public communications network or publicly
available communications service or of the third party providing the value added service, and must be restricted

to what is necessary for the purposes of providing the value added service.
Article 10 Exceptions

Member States shall ensure that there are transparent procedures governing the way in which a provider of a

public communications network and/or a publicly available electronic communications service may override:

(a) the elimination of the presentation of calling line identification, on a temporary basis, upon application of a
subscriber requesting the tracing of malicious or nuisance calls. In this case, in accordance with national law,
the data containing the identification of the calling subscriber will be stored and be made available by the

provider of a public communications network and/or publicly available electronic communications service;

(b) the elimination of the presentation of calling line identification and the temporary denial or absence of
consent of a subscriber or user for the processing of location data, on a pet-line basis for organisations dealing
with emergency calls and recognised as such by a Member State, including law enforcement agencies, ambulance

services and fire brigades, for the purpose of responding to such calls.
Article 11 Automatic call forwarding

Member States shall ensure that any subscriber has the possibility, using a simple means and free of charge, of

stopping automatic call forwarding by a third party to the subsctibet's terminal.
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Article 12 Directories of subscribetrs

1. Member States shall ensure that subscribers are informed, free of charge and before they are included in the
directory, about the purpose(s) of a printed or electronic directory of subscribers available to the public or
obtainable through directory enquiry services, in which their personal data can be included and of any further

usage possibilities based on search functions embedded in electronic versions of the directory.

2. Member States shall ensure that subscribers are given the opportunity to determine whether their personal
data are included in a public directory, and if so, which, to the extent that such data are relevant for the purpose
of the directory as determined by the provider of the directory, and to verify, correct or withdraw such data.
Not being included in a public subscriber directory, verifying, correcting or withdrawing personal data from it

shall be free of charge.

3. Member States may require that for any purpose of a public directory other than the search of contact details
of persons on the basis of their name and, where necessary, a minimum of other identifiers, additional consent

be asked of the subsctribers.

4. Paragraphs 1 and 2 shall apply to subscribers who are natural persons. Member States shall also ensure, in
the framework of Community law and applicable national legislation, that the legitimate interests of subsctibers

other than natural persons with regard to their entry in public directories are sufficiently protected.
Article 13 Unsolicited communications

1. The use of automated calling systems without human intervention (automatic calling machines), facsimile
machines (fax) or electronic mail for the purposes of direct marketing may only be allowed in respect of

subscribers who have given their prior consent.

2. Notwithstanding paragraph 1, where a natural or legal person obtains from its customers their electronic
contact details for electronic mail, in the context of the sale of a product or a service, in accordance with
Directive 95/46/EC, the same natural or legal person may use these electronic contact details for direct
marketing of its own similar products or services provided that customers clearly and distinctly are given the
opportunity to object, free of charge and in an easy manner, to such use of electronic contact details when they

are collected and on the occasion of each message in case the customer has not initially refused such use.

3. Member States shall take appropriate measures to ensure that, free of charge, unsolicited communications
for purposes of direct marketing, in cases other than those referred to in paragraphs 1 and 2, are not allowed
either without the consent of the subscribers concerned or in respect of subscribers who do not wish to receive

these communications, the choice between these options to be determined by national legislation.

4. In any event, the practice of sending electronic mail for purposes of direct marketing disguising or concealing
the identity of the sender on whose behalf the communication is made, or without a valid address to which the

recipient may send a request that such communications cease, shall be prohibited.

5. Paragraphs 1 and 3 shall apply to subscribers who are natural persons. Member States shall also ensure, in
the framework of Community law and applicable national legislation, that the legitimate interests of subsctibers

other than natural persons with regard to unsolicited communications are sufficiently protected.
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Article 14 Technical features and standardisation

1. In implementing the provisions of this Directive, Member States shall ensure, subject to paragraphs 2 and 3,
that no mandatory requirements for specific technical features are imposed on terminal or other electronic
communication equipment which could impede the placing of equipment on the market and the free circulation

of such equipment in and between Member States.

2. Where provisions of this Directive can be implemented only by requiring specific technical features in
electronic communications networks, Member States shall inform the Commission in accordance with the
procedure provided for by Directive 98/34/EC of the European Patliament and of the Council of 22 June
1998 laying down a procedure for the provision of information in the field of technical standards and

regulations and of rules on information society services(9).

3. Where required, measures may be adopted to ensure that terminal equipment is constructed in a way that is
compatible with the right of users to protect and control the use of their personal data, in accordance with

Directive 1999/5/EC and Council Decision 87/95/EEC of 22 December 1986 on standardisation in the field

of information technology and communications(10).
Article 15 Application of certain provisions of Directive 95/46/EC

1. Member States may adopt legislative measures to restrict the scope of the rights and obligations provided for
in Article 5, Article 6, Article 8(1), (2), (3) and (4), and Article 9 of this Directive when such restriction
constitutes a necessary, appropriate and proportionate measure within a democratic society to safeguard
national security (i.e. State security), defence, public security, and the prevention, investigation, detection and
prosecution of criminal offences or of unauthorised use of the electronic communication system, as referred
to in Article 13(1) of Directive 95/46/EC. To this end, Member States may, inter alia, adopt legislative measures
providing for the retention of data for a limited period justified on the grounds laid down in this paragraph. All
the measures referred to in this paragraph shall be in accordance with the general principles of Community law,

including those referred to in Article 6(1) and (2) of the Treaty on European Union.

2. The provisions of Chapter III on judicial remedies, liability and sanctions of Directive 95/46/EC shall apply
with regard to national provisions adopted pursuant to this Directive and with regard to the individual rights

derived from this Directive.

3. The Working Party on the Protection of Individuals with regard to the Processing of Personal Data instituted
by Article 29 of Directive 95/46/EC shall also carry out the tasks laid down in Article 30 of that Directive with
regard to matters covered by this Directive, namely the protection of fundamental rights and freedoms and of

legitimate interests in the electronic communications sector.
Article 16 Transitional arrangements

1. Article 12 shall not apply to editions of directories already produced or placed on the market in printed or

off-line electronic form before the national provisions adopted pursuant to this Directive enter into force.

2. Where the personal data of subscribers to fixed or mobile public voice telephony services have been included
in a public subsctiber directory in conformity with the provisions of Directive 95/46/EC and of Atticle 11 of

Ditective 97/66/EC before the national provisions adopted in pursuance of this Directive enter into force, the
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personal data of such subscribers may remain included in this public directory in its printed or electronic
versions, including versions with reverse search functions, unless subscribers indicate otherwise, after having

received complete information about purposes and options in accordance with Article 12 of this Directive.
Article 17 Transposition

1. Before 31 October 2003 Member States shall bring into force the provisions necessary to comply with this

Directive. They shall forthwith inform the Commission thereof.

When Member States adopt those provisions, they shall contain a reference to this Directive or be accompanied
by such a reference on the occasion of their official publication. The methods of making such reference shall

be laid down by the Member States.

2. Member States shall communicate to the Commission the text of the provisions of national law which they

adopt in the field governed by this Directive and of any subsequent amendments to those provisions.
Article 18 Review

The Commission shall submit to the European Parliament and the Council, not later than three years after the
date referred to in Article 17(1), a report on the application of this Directive and its impact on economic
operators and consumers, in particular as regards the provisions on unsolicited communications, taking into
account the international environment. For this purpose, the Commission may request information from the
Member States, which shall be supplied without undue delay. Where appropriate, the Commission shall submit
proposals to amend this Directive, taking account of the results of that report, any changes in the sector and

any other proposal it may deem necessary in order to improve the effectiveness of this Directive.
Article 19 Repeal

Directive 97/66/EC is hereby repealed with effect from the date referred to in Article 17(1).
References made to the repealed Directive shall be construed as being made to this Directive.
Article 20 Entry into force

This Directive shall enter into force on the day of its publication in the Official Journal of the European

Communities.

Article 21 Addressees

This Directive is addressed to the Member States.
Done at Brussels, 12 July 2002.

For the European Parliament

The President

P. Cox

For the Council
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The President

T. Pedersen

(1) O] C 365 E, 19.12.2000, p. 223.
(2) O] C 123, 25.4.2001, p. 53.

(3) Opinion of the European Parliament of 13 November 2001 (not yet published in the Official Journal),
Council Common Position of 28 January 2002 (O] C 113 E, 14.5.2002, p. 39) and Decision of the European
Parliament of 30 May 2002 (not yet published in the Official Journal). Council Decision of 25 June 2002.

(4) O] L 281, 23.11.1995, p. 31.

(5) OJ L 24, 30.1.1998, p. 1.

(6) OJ 1. 178, 17.7.2000, p. 1.

(7) O] 91, 7.4.1999, p. 10.

(8) O] L 108, 24.4.2002, p. 33.

(9) OJ L 204, 21.7.1998, p. 37. Directive as amended by Directive 98/48/EC (O] L 217, 5.8.1998, p. 18).

(10) OJ L 36, 7.2.1987, p. 31. Decision as last amended by the 1994 Act of Accession.
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2006/24/EC SAYILI KAMUYA ACIK HABERLESME HIZMETLERI VEYA
KAMU HABERLESME SEBEKESI ILE BAGLANTILI OLARAK
URETILEN VEYA ISLENEN VERILERIN SAKLANMASINA ILISKIN
AVRUPA PARLAMENTOSU VE AVRUPA KONSEYI DIREKTIF

15.03.2006 tarib ve 2006/ 24/ EC sayis "Kamuya A¢tk Haberlesme Hizmetleti veya Kamu Habetlesme
Sebekesi ile Baglantihi Olarak Uretilen veya Islenen Vertilerin Saklanmasina Iliskin Avrupa

Parlamentosu ve Avrupa Konseyi Direktifi" icin bkz.
bttp:/ [ eur-lex.europa.eu/ LexxUriServ/ LexUriServ.do?uri=0]:1.:2006:105:0054:006 3:EN:PDF

(Son erigim taribi: 16.04.2016)

2007/228 AVRUPA TOPLULUKLARI KOMiSYONU BILDIiRISi

02.05.2007 tarih ve 2007/ 228 sayils Avrupa Topluluklar Komisyonu Bildirisi icin bkz,.

http://eur-lex.europa.eu/legal-content/ EN/TXT/?uri=CELEX:52007DC0228

(Son erisim taribi: 16.04.2016)
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http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2006:105:0054:0063:EN:PDF
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52007DC0228

2016 AVRUPA BIiRLiIGI GENEL VERIi KORUMA REGULASYONU

Diizenlemenin orijinal ismi: REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL on the protection of natural persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/ EC (General Data Protection Regulation)

Diizenlemenin kiinyesi: /* COM/2012/011 final - 2012/0011 (COD) */ Brussels, 6 April 2016 (OR. en)
5419/16 (06.04.2016 taribinde Avrupa Parlamentosu’nda kabul edilen siiriim. 25 Mayss 2018 taribinde yiiriirliige
grecektir. )

Diizenlemenin orijinal metni i¢in:

bttp:/ [ enr-lex.europa.en/ legal-content/ EN/ TX T/ 2qid=1460910824051 &uri=CONSIL:ST 5419 2076 INIT
HTML) (Son erisin taribi: 16.04.2016)

bttp:/ [ eur-lex.enropa.en/ legal-

content/ EN/TXT/PDF/ 2uri=CONSIL:ST 5419 2016 INIT>qid=1460910824051 & from=EN

(PDE) (Son erigim taribi: 16.04.2016)

BASLANGIC

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 16 thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Economic and Social Committee , Having regard to the opinion
of the Committee of the Regions ,

Acting in accordance with the ordinary legislative procedure ,

Whereas:

(1

2

)

“4)

The protection of natural persons in relation to the processing of personal data is a fundamental right.
Article 8(1) of the Chatter of Fundamental Rights of the European Union (the 'Chartet’) and Article
16(1) of the Treaty on the Functioning of the European Union (TFEU) provide that everyone has the
right to the protection of personal data concerning him or her.

The principles of, and rules on the protection of natural persons with regard to the processing of their
personal data should, whatever their nationality or residence, respect their fundamental rights and
freedoms, in particular their right to the protection of personal data. This Regulation is intended to
contribute to the accomplishment of an area of freedom, security and justice and of an economic union,
to economic and social progress, to the strengthening and the convergence of the economies within the
internal market, and to the well-being of natural persons.

Ditective 95/46/EC of the European Patliament and of the Council* seeks to harmonise the protection
of fundamental rights and freedoms of natural persons in respect of processing activities and to ensure
the free flow of personal data between Member States.

The processing of personal data should be designed to serve mankind. The right to the protection of
personal data is not an absolute right; it must be considered in relation to its function in society and be
balanced against other fundamental rights, in accordance with the principle of proportionality. This
Regulation respects all fundamental rights and observes the freedoms and principles recognised in the

4 Ditrective 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals
with regard to the processing of personal data and on the free movement of such data (O] L. 281, 23.11.1995, p. 31).
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®)

(6)

(M

®)

©)

(10)

)

Charter as enshrined in the Treaties, in particular the respect for private and family life, home and
communications,the protection of personal data, freedom of thought, conscience and religion, freedom
of expression and information, freedom to conduct a business, the right to an effective remedy and to a
fair trial, and cultural, religious and linguistic diversity.

The economic and social integration resulting from the functioning of the internal market has led to a
substantial increase in cross-border flows of personal data. The exchange of personal data between
public and private actors, including natural persons, associations and undertakings across the Union has
increased. National authorities in the Member States are being called upon by Union law to cooperate
and exchange personal data so as to be able to perform their duties or carry out tasks on behalf of an
authority in another Member State.

Rapid technological developments and globalisation have brought new challenges for the protection of
personal data. The scale of the collection and sharing of personal data has increased significantly.
Technology allows both private companies and public authorities to make use of personal data on an
unprecedented scale in order to pursue their activities. Natural persons increasingly make personal
information available publicly and globally. Technology has transformed both the economy and social
life, and should further facilitate the free flow of personal data within the Union and the transfer to third
countries and international organisations, while ensuring a high level of the protection of personal data.

Those developments require a strong and more coherent data protection framework in the Union,
backed by strong enforcement, given the importance of creating the trust that will allow the digital
economy to develop across the internal market. Natural persons should have control of their own
personal data. Legal and practical certainty for natural persons, economic operators and public
authorities should be enhanced.

Where this Regulation provides for specifications or restrictions of its rules by Member State law,
Member States may, as far as necessary for coherence and for making the national provisions
comprehensible to the persons to whom they apply, incorporate elements of this Regulation into their
national law.

The objectives and principles of Directive 95/46/EC remain sound, but it has not prevented
fragmentation in the implementation of data protection across the Union, legal uncertainty or a
widespread public perception that there are significant risks to the protection of natural persons, in
particular with regard to online activity. Differences in the level of protection of the rights and freedoms
of natural persons, in particular the right to the protection of personal data, with regard to the processing
of personal data in the Member States may prevent the free flow of personal data throughout the Union.
Those differences may therefore constitute an obstacle to the pursuit of economic activities at the level
of the Union, distort competition and impede authorities in the discharge of their responsibilities under
Union law. Such a difference in levels of protection is due to the existence of differences in the
implementation and application of Directive 95/46/EC.

In order to ensure a consistent and high level of protection of natural persons and to remove the
obstacles to flows of personal data within the Union, the level of protection of the rights and freedoms
of natural persons with regard to the processing of such data should be equivalent in all Member States.
Consistent and homogenous application of the rules for the protection of the fundamental rights and
freedoms of natural persons with regard to the processing of personal data should be ensured throughout
the Union. Regarding the processing of personal data for compliance with a legal obligation, for the
performance of a task carried out in the public interest or in the exercise of official authority vested in
the controller, Member States should be allowed to maintain or introduce national provisions to further
specify the application of the rules of this Regulation. In conjunction with the general and horizontal law
on data protection implementing Directive 95/46/EC, Member States have several sector-specific laws
in areas that need more specific provisions. This Regulation also provides a margin of manoeuvre for
Member States to specify its rules, including for the processing of special categories of personal data
(‘'sensitive data'). To that extent, this Regulation does not exclude Member State law that sets out the
circumstances for specific processing situations, including determining more precisely the conditions
under which the processing of personal data is lawful.

Effective protection of personal data throughout the Union requires the strengthening and setting out
in detail of the rights of data subjects and the obligations of those who process and determine the
processing of personal data, as well as equivalent powers for monitoring and ensuring compliance with
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(12)

(13)

(14)

(15)

(16)

(17

(18)

the rules for the protection of personal data and equivalent sanctions for infringements in the Member
States.

Article 16(2) TFEU mandates the European Parliament and the Council to lay down the rules relating
to the protection of natural persons with regard to the processing of personal data and the rules relating
to the free movement of personal data.

In order to ensure a consistent level of protection for natural persons throughout the Union and to
prevent divergences hampering the free movement of personal data within the internal market, a
Regulation is necessary to provide legal certainty and transparency for economic operators, including
micro, small and medium-sized enterprises, and to provide natural persons in all Member States with the
same level of legally enforceable rights and obligations and responsibilities for controllers and processors,
to ensure consistent monitoring of the processing of personal data, and equivalent sanctions in all
Member States as well as effective cooperation between the supervisory authorities of different Member
States. The proper functioning of the internal market requires that the free movement of personal data
within the Union is not restricted or prohibited for reasons connected with the protection of natural
persons with regard to the processing of personal data. To take account of the specific situation of micro,
small and medium-sized enterprises, this Regulation includes a derogation for organisations with fewer
than 250 employees with regard to record-keeping. In addition, the Union institutions and bodies, and
Member States and their supervisory authorities, are encouraged to take account of the specific needs of
micro, small and medium-sized enterprises in the application of this Regulation. The notion of micro,
small and medium-sized enterprises should draw from Article 2 of the Annex to Commission

5
Recommendation 2003/361/EC .

The protection afforded by this Regulation should apply to natural persons, whatever their nationality
ot place of residence, in relation to the processing of their personal data. This Regulation does not cover
the processing of personal data which concerns legal persons and in particular undertakings established
as legal persons, including the name and the form of the legal person and the contact details of the legal
person.

In order to prevent creating a serious risk of circumvention, the protection of natural persons should be
technologically neutral and should not depend on the techniques used. The protection of natural persons
should apply to the processing of personal data by automated means, as well as to manual processing, if
the personal data are contained or are intended to be contained in a filing system. Files or sets of files,
as well as their cover pages, which are not structured according to specific criteria should not fall within
the scope of this Regulation.

This Regulation does not apply to issues of protection of fundamental rights and freedoms or the free
flow of personal data related to activities which fall outside the scope of Union law, such as activities
concerning national security. This Regulation does not apply to the processing of personal data by the
Member States when carrying out activities in relation to the common foreign and security policy of the
Union.

Regulation (EC) No 45/2001 of the European Parliament and of the Council6 applies to the processing
of personal data by the Union institutions, bodies, offices and agencies. Regulation (EC) No 45/2001
and other Union legal acts applicable to such processing of personal data should be adapted to the
principles and rules established in this Regulation and applied in the light of this Regulation. In order to
provide a strong and coherent data protection framework in the Union, the necessary adaptations of
Regulation (EC) No 45/2001 should follow after the adoption of this Regulation, in order to allow
application at the same time as this Regulation.

This Regulation does not apply to the processing of personal data by a natural person in the course of a
purely personal or household activity and thus with no connection to a professional or commercial

> Commission Recommendation of 6 May 2003 concerning the definition of micro, small and medium-sized enterprises
(C(2003) 1422) (O] L 124, 20.5.2003, p. 36).

¢ Regulation (EC) No 45/2001 of the Eutopean Patliament and of the Council of 18 December 2000 on the protection
of individuals with regard to the processing of personal data by the Community institutions and bodies and on the free
movement of such data (O] L 8, 12.1.2001, p. 1).
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(20)

1)

(22)

activity. Personal or household activities could include correspondence and the holding of addresses, or
social networking and online activity undertaken within the context of such activities. However, this
Regulation applies to controllers or processors which provide the means for processing personal data
for such personal or household activities.

The protection of natural persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection ot prosecution of criminal
offences or the execution of criminal penalties, including the safeguarding against and the prevention of
threats to public security and the free movement of such data, is the subject of a specific Union legal act.
This Regulation should not, therefore, apply to processing activities for those purposes. However,
personal data processed by public authorities under this Regulation should, when used for those
purposes, be governed by a more specific Union legal act, namely Directive (EU) 2016/... of the
European Parliament and of the Council’. Member States may entrust competent authorities within the
meaning of Directive (EU) 2016/ ... with tasks which are not necessarily carried out for the purposes of
the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal
penalties, including the safeguarding against and prevention of threats to public security, so that the
processing of personal data for those other purposes, in so far as it is within the scope of Union law,
falls within the scope of this Regulation.

With regard to the processing of personal data by those competent authorities for purposes falling within
scope of this Regulation, Member States should be able to maintain or introduce more specific provisions
to adapt the application of the rules of this Regulation. Such provisions may determine more precisely
specific requirements for the processing of personal data by those competent authorities for those other
purposes, taking into account the constitutional, organisational and administrative structure of the
respective Member State. When the processing of personal data by private bodies falls within the scope
of this Regulation, this Regulation should provide for the possibility for Member States under specific
conditions to restrict by law certain obligations and rights when such a restriction constitutes a necessary
and proportionate measure in a democratic society to safeguard specific important interests including
public security and the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, including the safeguarding against and the prevention of threats to public
security. This is relevant for instance in the framework of anti-money laundering or the activities of
forensic laboratories.

While this Regulation applies, inter alia, to the activities of courts and other judicial authorities, Union
or Member State law could specify the processing operations and processing procedures in relation to
the processing of personal data by courts and other judicial authorities. The competence of the
supervisory authorities should not cover the processing of personal data when courts are acting in their
judicial capacity, in order to safeguard the independence of the judiciary in the performance of its judicial
tasks, including decision-making. It should be possible to entrust supervision of such data processing
operations to specific bodies within the judicial system of the Member State, which should, in particular
ensure compliance with the rules of this Regulation, enhance awareness among members of the judiciary
of their obligations under this Regulation and handle complaints in relation to such data processing
operations.

This Regulation is without prejudice to the application of Directive 2000/31/EC of the European
Parliament and of the Council®, in particular of the liability rules of intermediary service providers in
Articles 12 to 15 of that Directive. That Directive seeks to contribute to the proper functioning of the
internal market by ensuring the free movement of information society services between Member States.

Any processing of personal data in the context of the activities of an establishment of a controller or a
processor in the Union should be carried out in accordance with this Regulation, regardless of whether

7 Ditective (EU) 2016/ ... of the Eutopean Parliament and of the Council on the protection of natural persons with regard
to the processing of personal data by competent authorities for the purposes of prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, and the free movement of such data and repealing
Council Framework Decision 2008/977/JHA (OJ L ...).

8 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of
information society services, in patticular electronic commerce, in the Internal Market (‘Directive on electronic
commerce') (O] L 178, 17.7.2000, p. 1).
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(23)

(24)

(25)

(26)

27)

(28)

(29)

(30)

the processing itself takes place within the Union. Establishment implies the effective and real exercise
of activity through stable arrangements. The legal form of such arrangements, whether through a branch
or a subsidiary with a legal personality, is not the determining factor in that respect.

In order to ensure that natural persons are not deprived of the protection to which they are entitled
under this Regulation, the processing of personal data of data subjects who are in the Union by a
controller or a processor not established in the Union should be subject to this Regulation where the
processing activities are related to offering goods or services to such data subjects irrespective of whether
connected to a payment. In order to determine whether such a controller or processor is offering goods
or services to data subjects who are in the Union, it should be ascertained whether it is apparent that the
controller or processor envisages offering services to data subjects in one or more Member States in the
Union. Whereas the mere accessibility of the controllet's, processot's or an intermediary's website in the
Union, of an email address or of other contact details, or the use of a language generally used in the third
country where the controller is established, is insufficient to ascertain such intention, factors such as the
use of a language or a currency generally used in one or more Member States with the possibility of
ordering goods and services in that other language, or the mentioning of customers or users who are in
the Union, may make it apparent that the controller envisages offering goods or services to data subjects
in the Union.

The processing of personal data of data subjects who are in the Union by a controller or processor not
established in the Union should also be subject to this Regulation when it is related to the monitoring of
the behaviour of such data subjects in so far as their behaviour takes place within the Union. In order to
determine whether a processing activity can be considered to monitor the behaviour of data subjects, it
should be ascertained whether natural persons are tracked on the internet including potential subsequent
use of personal data processing techniques which consist of profiling a natural person, particularly in
order to take decisions concerning her or him or for analysing or predicting her or his personal
preferences, behaviours and attitudes.

Where Member State law applies by virtue of public international law, this Regulation should also apply
to a controller not established in the Union, such as in a Member State's diplomatic mission or consular
post.

The principles of data protection should apply to any information concerning an identified or identifiable
natural person. Personal data which have undergone pseudonymisation, which could be attributed to a
natural person by the use of additional information should be considered to be information on an
identifiable natural person. To determine whether a natural person is identifiable, account should be
taken of all the means reasonably likely to be used, such as singling out, either by the controller or by
another person to identify the natural person directly or indirectly. To ascertain whether means are
reasonably likely to be used to identify the natural person, account should be taken of all objective
factors, such as the costs of and the amount of time required for identification, taking into consideration
the available technology at the time of the processing and technological developments. The principles
of data protection should therefore not apply to anonymous information, namely information which
does not relate to an identified or identifiable natural person or to personal data rendered anonymous in
such a manner that the data subject is not or no longer identifiable. This Regulation does not therefore
concern the processing of such anonymous information, including for statistical or research purposes.

This Regulation does not apply to the personal data of deceased persons. Member States may provide
for rules regarding the processing of personal data of deceased persons.

The application of pseudonymisation to personal data can reduce the risks to the data subjects concerned
and help controllers and processors to meet their data-protection obligations. The explicit introduction
of 'pseudonymisation’ in this Regulation is not intended to preclude any other measures of data
protection.

In order to create incentives to apply pseudonymisation when processing personal data, measures of
pseudonymisation should, whilst allowing general analysis, be possible within the same controller when
that controller has taken technical and organisational measures necessary to ensure, for the processing
concerned, that this Regulation is implemented, and that additional information for attributing the
personal data to a specific data subject is kept separately. The controller processing the personal data
should indicate the authorised persons within the same controller.

Natural persons may be associated with online identifiers provided by their devices, applications, tools
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(32

(33)

(34)

(35)

(36)

and protocols, such as internet protocol addresses, cookie identifiers or other identifiers such as radio
frequency identification tags. This may leave traces which, in particular when combined with unique
identifiers and other information received by the servers, may be used to create profiles of the natural
persons and identify them.

Public authorities to which personal data are disclosed in accordance with a legal obligation for the
exercise of their official mission, such as tax and customs authorities, financial investigation units,
independent administrative authorities, or financial market authorities responsible for the regulation and
supervision of securities markets should not be regarded as recipients if they receive personal data which
are necessary to carry out a particular inquiry in the general interest, in accordance with Union or Member
State law. The requests for disclosure sent by the public authorities should always be in writing, reasoned
and occasional and should not concern the entirety of a filing system or lead to the interconnection of
filing systems. The processing of personal data by those public authorities should comply with the
applicable data-protection rules according to the purposes of the processing.

Consent should be given by a clear affirmative act establishing a freely given, specific, informed and
unambiguous indication of the data subject's agreement to the processing of personal data relating to
him or her, such as by a written statement, including by electronic means, or an oral statement. This
could include ticking a box when visiting an internet website, choosing technical settings for information
society services or another statement or conduct which clearly indicates in this context the data subject's
acceptance of the proposed processing of his or her personal data. Silence, pre-ticked boxes or inactivity
should not therefore constitute consent. Consent should cover all processing activities carried out for
the same purpose or purposes. When the processing has multiple purposes, consent should be given for
all of them. If the data subject's consent is to be given following a request by electronic means, the
request must be clear, concise and not unnecessarily disruptive to the use of the service for which it is

provided.

It is often not possible to fully identify the purpose of personal data processing for scientific research
purposes at the time of data collection. Therefore, data subjects should be allowed to give their consent
to certain areas of scientific research when in keeping with recognised ethical standards for scientific
research. Data subjects should have the opportunity to give their consent only to certain areas of research
or parts of research projects to the extent allowed by the intended purpose.

Genetic data should be defined as personal data relating to the inherited or acquired genetic
characteristics of a natural person which result from the analysis of a biological sample from the natural
person in question, in particular chromosomal, deoxyribonucleic acid (DNA) or ribonucleic acid (RNA)
analysis, or from the analysis of another element enabling equivalent information to be obtained.

Personal data concerning health should include all data pertaining to the health status of a data subject
which reveal information relating to the past, current or future physical or mental health status of the
data subject. This includes information about the natural person collected in the course of the registration
for, or the provision of, health care services as referred to in Directive 2011/24/EU of the European
Parliament and of the Council? to that natural person; a number, symbol or particular assigned to a
natural person to uniquely identify the natural person for health purposes; information derived from the
testing or examination of a body part or bodily substance, including from genetic data and biological
samples; and any information on, for example, a disease, disability, disease risk, medical history, clinical
treatment or the physiological or biomedical state of the data subject independent of its source, for
example from a physician or other health professional, a hospital, a medical device or an in vitro
diagnostic test.

The main establishment of a controller in the Union should be the place of its central administration in
the Union, unless the decisions on the purposes and means of the processing of personal data are taken
in another establishment of the controller in the Union, in which case that other establishment should
be considered to be the main establishment. The main establishment of a controller in the Union should
be determined according to objective criteria and should imply the effective and real exercise of
management activities determining the main decisions as to the purposes and means of processing

? Directive 2011/24/EU of the European Patliament and of the Council of 9 March 2011 on the application of patients'
rights in cross-border healthcare (O] L 88, 4.4.2011, p.45).
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through stable arrangements. That criterion should not depend on whether the processing of personal
data is carried out at that location. The presence and use of technical means and technologies for
processing personal data or processing activities do not, in themselves, constitute a main establishment
and are therefore not determining criteria for a main establishment. The main establishment of the
processor should be the place of its central administration in the Union or, if it has no central
administration in the Union, the place where the main processing activities take place in the Union. In
cases involving both the controller and the processor, the competent lead supervisory authority should
remain the supervisory authority of the Member State where the controller has its main establishment,
but the supervisory authority of the processor should be considered to be a supervisory authority
concerned and that supervisory authority should participate in the cooperation procedure provided for
by this Regulation. In any case, the supervisory authorities of the Member State or Member States where
the processor has one or more establishments should not be considered to be supervisory authorities
concerned where the draft decision concerns only the controller. Where the processing is carried out by
a group of undertakings, the main establishment of the controlling undertaking should be considered to
be the main establishment of the group of undertakings, except where the purposes and means of
processing are determined by another undertaking.

A group of undertakings should cover a controlling undertaking and its controlled undertakings, whereby
the controlling undertaking should be the undertaking which can exert a dominant influence over the
other undertakings by virtue, for example, of ownership, financial participation or the rules which govern
it or the power to have personal data protection rules implemented. An undertaking which controls the
processing of personal data in undertakings affiliated to it should be regarded, together with those
undertakings, as a group of undertakings.

Children merit specific protection with regard to their personal data, as they may be less aware of the
risks, consequences and safeguards concerned and their rights in relation to the processing of personal
data. Such specific protection should, in particular, apply to the use of personal data of children for the
purposes of marketing or creating personality or user profiles and the collection of personal data with
regard to children when using services offered directly to a child. The consent of the holder of parental
responsibility should not be necessary in the context of preventive or counselling services offered directly
to a child.

Any processing of personal data should be lawful and fair. It should be transparent to natural persons
that personal data concerning them are collected, used, consulted or otherwise processed and to what
extent the personal data are or will be processed. The principle of transparency requires that any
information and communication relating to the processing of those personal data be easily accessible
and easy to understand, and that clear and plain language be used. That principle concerns, in particular,
information to the data subjects on the identity of the controller and the purposes of the processing and
further information to ensure fair and transparent processing in respect of the natural persons concerned
and their right to obtain confirmation and communication of personal data concerning them which are
being processed. Natural persons should be made aware of risks, rules, safeguards and rights in relation
to the processing of personal data and how to exercise their rights in relation to such processing. In
particular, the specific purposes for which personal data are processed should be explicit and legitimate
and determined at the time of the collection of the personal data. The personal data should be adequate,
relevant and limited to what is necessary for the purposes for which they are processed. This requires,
in particular, ensuring that the period for which the personal data are stored is limited to a strict
minimum. Personal data should be processed only if the purpose of the processing could not reasonably
be fulfilled by other means. In order to ensure that the personal data are not kept longer than necessary,
time limits should be established by the controller for erasure or for a periodic review. Every reasonable
step should be taken to ensure that personal data which are inaccurate are rectified or deleted. Personal
data should be processed in a manner that ensures appropriate security and confidentiality of the
personal data, including for preventing unauthorised access to or use of personal data and the equipment
used for the processing.

In order for processing to be lawful, personal data should be processed on the basis of the consent of
the data subject concerned or some other legitimate basis, laid down by law, either in this Regulation or
in other Union or Member State law as referred to in this Regulation, including the necessity for
compliance with the legal obligation to which the controller is subject or the necessity for the
performance of a contract to which the data subject is party or in order to take steps at the request of
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the data subject prior to entering into a contract.

Where this Regulation refers to a legal basis or a legislative measure , this does not necessarily require a
legislative act adopted by a parliament, without prejudice to requirements pursuant to the constitutional
order of the Member State concerned. However, such a legal basis or legislative measure should be clear
and precise and its application should be foreseeable to persons subject to it, in accordance with the
case-law of the Court of Justice of the European Union (‘Court of Justice') and the European Court of
Human Rights.

Where processing is based on the data subject's consent, the controller should be able to demonstrate
that the data subject has given consent to the processing operation. In particular in the context of a
written declaration on another matter, safeguards should ensure that the data subject is aware of the fact
that and the extent to which consent is given. In accordance with Council Directive 93/13/EEC!0 a
declaration of consent pre-formulated by the controller should be provided in an intelligible and easily
accessible form, using clear and plain language and it should not contain unfair terms. For consent to be
informed, the data subject should be aware at least of the identity of the controller and the purposes of
the processing for which the personal data are intended. Consent should not be regarded as freely given
if the data subject has no genuine or free choice or is unable to refuse or withdraw consent without
detriment.

In order to ensure that consent is freely given, consent should not provide a valid legal ground for the
processing of personal data in a specific case where there is a clear imbalance between the data subject
and the controller, in particular where the controller is a public authority and it is therefore unlikely that
consent was freely given in all the circumstances of that specific situation. Consent is presumed not to
be freely given if it does not allow separate consent to be given to different personal data processing
operations despite it being appropriate in the individual case, or if the performance of a contract,
including the provision of a service, is dependent on the consent despite such consent not being
necessary for such performance.

Processing should be lawful where it is necessary in the context of a contract or the intention to enter
into a contract.

Where processing is carried out in accordance with a legal obligation to which the controller is subject
or where processing is necessary for the performance of a task carried out in the public interest or in the
exercise of official authority, the processing should have a basis in Union or Member State law. This
Regulation does not require a specific law for each individual processing. A law as a basis for several
processing operations based on a legal obligation to which the controller is subject or where processing
is necessary for the performance of a task carried out in the public interest or in the exercise of an official
authority may be sufficient. It should also be for Union or Member State law to determine the purpose
of processing. Furthermore, that law could specify the general conditions of this Regulation governing
the lawfulness of personal data processing, establish specifications for determining the controller, the
type of personal data which are subject to the processing, the data subjects concerned, the entities to
which the personal data may be disclosed, the purpose limitations, the storage period and other measures
to ensure lawful and fair processing. It should also be for Union or Member State law to determine
whether the controller performing a task carried out in the public interest or in the exercise of official
authority should be a public authority or another natural or legal person governed by public law, or,
where it is in the public interest to do so, including for health purposes such as public health and social
protection and the management of health care services, by private law, such as a professional association.

The processing of personal data should also be regarded to be lawful where it is necessary to protect an
interest which is essential for the life of the data subject or that of another natural person. Processing of
personal data based on the vital interest of another natural person should in principle take place only
where the processing cannot be manifestly based on another legal basis. Some types of processing may
serve both important grounds of public interest and the vital interests of the data subject as for instance
when processing is necessary for humanitarian purposes, including for monitoring epidemics and their
spread or in situations of humanitarian emergencies, in particular in situations of natural and

10 Council Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts (O] L 95, 21.4.1993, p. 29).
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man-made disasters.

(47)

(48)

(49)

(50)

The legitimate interests of a controller, including those of a controller to which the personal data may
be disclosed, or of a third party, may provide a legal basis for processing, provided that the interests or
the fundamental rights and freedoms of the data subject are not overriding, taking into consideration the
reasonable expectations of data subjects based on their relationship with the controller. Such legitimate
interest could exist for example where there is a relevant and appropriate relationship between the data
subject and the controller in situations such as where the data subject is a client or in the service of the
controller. At any rate the existence of a legitimate interest would need careful assessment including
whether a data subject can reasonably expect at the time and in the context of the collection of the
personal data that processing for that purpose may take place. The interests and fundamental rights of
the data subject could in particular override the interest of the data controller where personal data are
processed in circumstances where data subjects do not reasonably expect further processing. Given that
it is for the legislator to provide by law for the legal basis for public authorities to process personal data,
that legal basis should not apply to the processing by public authorities in the performance of their tasks.
The processing of personal data strictly necessary for the purposes of preventing fraud also constitutes
a legitimate interest of the data controller concerned. The processing of personal data for direct
marketing purposes may be regarded as carried out for a legitimate interest.

Controllers that are part of a group of undertakings or institutions affiliated to a central body may have
a legitimate interest in transmitting personal data within the group of undertakings for internal
administrative putrposes, including the processing of clients' or employees' personal data. The general
principles for the transfer of personal data, within a group of undertakings, to an undertaking located in
a third country remain unaffected.

The processing of personal data to the extent strictly necessary and proportionate for the purposes of
ensuring network and information security, i.e. the ability of a network or an information system to resist,
at a given level of confidence, accidental events or unlawful or malicious actions that compromise the
availability, authenticity, integrity and confidentiality of stored or transmitted personal data, and the
security of the related services offered by, or accessible via, those networks and systems, by public
authorities, by computer emergency response teams (CERTS), computer security incident response
teams (CSIRTS), by providers of electronic communications networks and services and by providers of
security technologies and services, constitutes a legitimate interest of the data controller concerned. This
could, for example, include preventing unauthorised access to electronic communications networks and
malicious code distribution and stopping 'denial of service' attacks and damage to computer and
electronic communication systems.

The processing of personal data for purposes other than those for which the personal data were initially
collected should be allowed only where the processing is compatible with the purposes for which the
personal data were initially collected. In such a case, no legal basis separate from that which allowed the
collection of the personal data is required. If the processing is necessary for the performance of a task
carried out in the public interest or in the exercise of official authority vested in the controller, Union or
Member State law may determine and specify the tasks and purposes for which the further processing
should be regarded as compatible and lawful. Further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes should be considered to be
compatible lawful processing operations. The legal basis provided by Union or Member State law for
the processing of personal data may also provide a legal basis for further processing. In order to ascertain
whether a purpose of further processing is compatible with the purpose for which the personal data are
initially collected, the controller, after having met all the requirements for the lawfulness of the original
processing, should take into account, inter alia: any link between those purposes and the purposes of the
intended further processing; the context in which the personal data have been collected, in particular the
reasonable expectations of data subjects based on their relationship with the controller as to their further
use; the nature of the personal data; the consequences of the intended further processing for data
subjects; and the existence of appropriate safeguards in both the original and intended further processing
operations.

Where the data subject has given consent or the processing is based on Union or Member State law which

constitutes a necessary and proportionate measure in a democratic society to safeguard, in particular,
important objectives of general public interest, the controller should be allowed to further process the
personal data irrespective of the compatibility of the purposes. In any case, the application of the
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principles set out in this Regulation and in particular the information of the data subject on those other
purposes and on his or her rights including the right to object, should be ensured. Indicating possible
criminal acts or threats to public security by the controller and transmitting the relevant personal data in
individual cases or in several cases relating to the same criminal act or threats to public security to a
competent authority should be regarded as being in the legitimate interest pursued by the controller.
However, such transmission in the legitimate interest of the controller or further processing of personal
data should be prohibited if the processing is not compatible with a legal, professional or other binding
obligation of secrecy.

Personal data which are, by their nature, particularly sensitive in relation to fundamental rights and
freedoms merit specific protection as the context of their processing could create significant risks to the
fundamental rights and freedoms. Those personal data should include personal data revealing racial or
ethnic origin, whereby the use of the term 'racial origin' in this Regulation does not imply an acceptance
by the Union of theories which attempt to determine the existence of separate human races. The
processing of photographs should not systematically be considered to be processing of special categories
of personal data as they are covered by the definition of biometric data only when processed through a
specific technical means allowing the unique identification or authentication of a natural person. Such
personal data should not be processed, unless processing is allowed in specific cases set out in this
Regulation, taking into account that Member States law may lay down specific provisions on data
protection in order to adapt the application of the rules of this Regulation for compliance with a legal
obligation or for the performance of a task catried out in the public interest or in the exercise of official
authority vested in the controller. In addition to the specific requirements for such processing, the
general principles and other rules of this Regulation should apply, in particular as regards the conditions
for lawful processing. Derogations from the general prohibition for processing such special categories
of personal data should be explicitly provided, inter alia, where the data subject gives his or her explicit
consent or in respect of specific needs in particular where the processing is carried out in the course of
legitimate activities by certain associations or foundations the purpose of which is to permit the exercise
of fundamental freedoms.

Derogating from the prohibition on processing special categories of personal data should also be allowed
when provided for in Union or Member State law and subject to suitable safeguards, so as to protect
personal data and other fundamental rights, where it is in the public interest to do so, in particular
processing personal data in the field of employment law, social protection law including pensions and
for health security, monitoring and alert purposes, the prevention or control of communicable diseases
and other serious threats to health. Such a derogation may be made for health purposes, including public
health and the management of health-care services, especially in order to ensure the quality and

cost-effectiveness of the procedures used for settling claims for benefits and services in the health insurance

system, or for archiving purposes in the public interest, scientific or historical research purposes or
statistical purposes. A derogation should also allow the processing of such personal data where necessary
for the establishment, exercise or defence of legal claims, whether in court proceedings or in an
administrative or

out-of-court procedure.

(33)

Special categories of personal data which merit higher protection should be processed for health-related
purposes only where necessary to achieve those purposes for the benefit of natural persons and society
as a whole, in particular in the context of the management of health or social care services and systems,
including processing by the management and central national health authorities of such data for the
purpose of quality control, management information and the general national and local supervision of
the health or social care system, and ensuring continuity of health or social care and cross-border
healthcare or health security, monitoring and alert purposes, or for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes, based on Union or Member
State law which has to meet an objective of public interest, as well as for studies conducted in the public
interest in the area of public health. Therefore, this Regulation should provide for harmonised conditions
for the processing of special categories of personal data concerning health, in respect of specific needs,
in particular where the processing of such data is carried out for certain health-related purposes by
persons subject to a legal obligation of professional secrecy. Union or Member State law should provide
for specific and suitable measures so as to protect the fundamental rights and the personal data of natural
persons. Member States should be allowed to maintain or introduce further conditions, including
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limitations, with regard to the processing of genetic data, biometric data or data concerning health.
However, this should not hamper the free flow of personal data within the Union when those conditions
apply to cross-border processing of such data.

The processing of special categories of personal data may be necessary for reasons of public interest in
the areas of public health without consent of the data subject. Such processing should be subject to
suitable and specific measures so as to protect the rights and freedoms of natural persons. In that context,
'public health' should be interpreted as defined in Regulation (EC) No 1338/2008 of the Eutopean
Patliament and of the Council!, namely all elements related to health, namely health status, including
morbidity and disability, the determinants having an effect on that health status, health care needs,
resources allocated to health care, the provision of, and universal access to, health care as well as health
care expenditure and financing, and the causes of mortality. Such processing of data concerning health
for reasons of public interest should not result in personal data being processed for other purposes by
third parties such as employers or insurance and banking companies.

Moreover, the processing of personal data by official authorities for the purpose of achieving the aims,
laid down in constitutional law or international public law, of officially recognised religious associations,
is carried out on grounds of public interest.

Where in the course of electoral activities, the operation of the democratic system in a Member State
requires that political parties compile petsonal data on people's political opinions, the processing of such
data may be permitted for reasons of public interest, provided that appropriate safeguards are established.

If the personal data processed by a controller do not permit the controller to identify a natural person,
the data controller should not be obliged to acquire additional information in order to identify the data
subject for the sole purpose of complying with any provision of this Regulation. However, the controller
should not refuse to take additional information provided by the data subject in order to support the
exercise of his or her rights. Identification should include the digital identification of a data subject, for
example through authentication mechanism such as the same credentials, used by the data subject to
log-in to the on-line service offered by the data controller.

The principle of transparency requires that any information addressed to the public or to the data subject
be concise, easily accessible and easy to understand, and that clear and plain language and, additionally,
where appropriate, visualisation be used. Such information could be provided in electronic form, for
example, when addressed to the public, through a website. This is of particular relevance in situations
where the proliferation of actors and the technological complexity of practice make it difficult for the
data subject to know and understand whether, by whom and for what purpose personal data relating to
him or her are being collected, such as in the case of online advertising. Given that children merit specific
protection, any information and communication, where processing is addressed to a child, should be in
such a clear and plain language that the child can easily understand.

Modalities should be provided for facilitating the exetcise of the data subject's rights under this
Regulation, including mechanisms to request and, if applicable, obtain, free of charge, in particular, access
to and rectification or erasure of personal data and the exercise of the right to object. The controller
should also provide means for requests to be made electronically, especially where personal data are
processed by electronic means. The controller should be obliged to respond to requests from the data
subject without undue delay and at the latest within one month and to give reasons where the controller
does not intend to comply with any such requests.

The principles of fair and transparent processing require that the data subject be informed of the
existence of the processing operation and its purposes. The controller should provide the data subject
with any further information necessary to ensure fair and transparent processing taking into account the
specific circumstances and context in which the personal data are processed. Furthermore, the data
subject should be informed of the existence of profiling and the consequences of such profiling. Where
the personal data are collected from the data subject, the data subject should also be informed whether
he or she is obliged to provide the personal data and of the consequences, where he or she does not
provide such data. That information may be provided in combination with standardised icons in order

1 Regulation (EC) No 1338/2008 of the European Parliament and of the Council of 16 December 2008 on Community
statistics on public health and health and safety at work (O] L 354, 31.12.2008, p. 70).
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to give in an easily visible, intelligible and cleatly legible manner, a meaningful overview of the intended
processing. Where the icons are presented electronically, they should be machine-readable.

The information in relation to the processing of personal data relating to the data subject should be given
to him or her at the time of collection from the data subject, or, where the personal data are obtained
from another source, within a reasonable period, depending on the circumstances of the case. Where
personal data can be legitimately disclosed to another recipient, the data subject should be informed
when the personal data are first disclosed to the recipient. Where the controller intends to process the
personal data for a purpose other than that for which they were collected, the controller should provide
the data subject prior to that further processing with information on that other purpose and other
necessary information. Where the origin of the personal data cannot be provided to the data subject
because various sources have been used, general information should be provided.

However, it is not necessary to impose the obligation to provide information where the data subject
already possesses the information, where the recording or disclosure of the personal data is expressly
laid down by law or where the provision of information to the data subject proves to be impossible or
would involve a disproportionate effort. The latter could in particular be the case where processing is
carried out for archiving purposes in the public interest, scientific or historical research purposes or
statistical purposes. In that regard, the number of data subjects, the age of the data and any appropriate
safeguards adopted should be taken into consideration.

A data subject should have the right of access to personal data which have been collected concerning
him or her, and to exercise that right easily and at reasonable intervals, in order to be aware of, and verify,
the lawfulness of the processing. This includes the right for data subjects to have access to data
concerning their health, for example the data in their medical records containing information such as
diagnoses, examination results, assessments by treating physicians and any treatment or interventions
provided. Every data subject should therefore have the right to know and obtain communication in
particular with regard to the purposes for which the personal data are processed, where possible the
period for which the personal data are processed, the recipients of the personal data, the logic involved
in any automatic personal data processing and, at least when based on profiling, the consequences of
such processing. Where possible, the controller should be able to provide remote access to a secure
system which would provide the data subject with direct access to his or her personal data. That right
should not adversely affect the rights or freedoms of others, including trade secrets or intellectual
property and in particular the copyright protecting the software. However, the result of those
considerations should not be a refusal to provide all information to the data subject. Where the controller
processes a large quantity of information concerning the data subject, the controller should be able to
request that, before the information is delivered, the data subject specity the information or processing
activities to which the request relates.

The controller should use all reasonable measures to verify the identity of a data subject who requests
access, in particular in the context of online services and online identifiers. A controller should not retain
personal data for the sole purpose of being able to react to potential requests.

A data subject should have the right to have personal data concerning him or her rectified and a 'right
to be forgotten' where the retention of such data infringes this Regulation or Union or Member State
law to which the controller is subject. In particular, a data subject should have the right to have his or
her personal data erased and no longer processed where the personal data are no longer necessary in
relation to the purposes for which they are collected or otherwise processed, where a data subject has
withdrawn his or her consent or objects to the processing of personal data concerning him or her, or
where the processing of his or her personal data does not otherwise comply with this Regulation. That
right is relevant in particular where the data subject has given his or her consent as a child and is not
fully aware of the risks involved by the processing, and later wants to remove such personal data,
especially on the internet. The data subject should be able to exercise that right notwithstanding the fact
that he or she is no longer a child. However, the further retention of the personal data should be lawful
where it is necessary, for exercising the right of freedom of expression and information, for compliance
with a legal obligation, for the performance of a task carried out in the public interest or in the exercise
of official authority vested in the controller, on the grounds of public interest in the area of public health,
for archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes, or for the establishment, exercise or defence of legal claims.
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To strengthen the right to be forgotten in the online environment, the right to erasure should also be
extended in such a way that a controller who has made the personal data public should be obliged to
inform the controllers which are processing such personal data to erase any links to, or copies or
replications of those personal data. In doing so, that controller should take reasonable steps, taking into
account available technology and the means available to the controller, including technical measures, to
inform the controllers which are processing the personal data of the data subject's request.

Methods by which to restrict the processing of personal data could include, inter alia, temporarily moving
the selected data to another processing system, making the selected personal data unavailable to users,
or temporarily removing published data from a website. In automated filing systems, the restriction of
processing should in principle be ensured by technical means in such a manner that the personal data
are not subject to further processing operations and cannot be changed. The fact that the processing of
personal data is restricted should be clearly indicated in the system.

To further strengthen the control over his or her own data, where the processing of personal data is
carried out by automated means, the data subject should also be allowed to receive personal data
concerning him or her which he or she has provided to a controller in a structured, commonly used,
machine-readable and interoperable format, and to transmit it to another controller. Data controllers
should be encouraged to develop interoperable formats that enable data portability. That right should
apply where the data subject provided the personal data on the basis of his or her consent or the
processing is necessary for the performance of a contract. It should not apply where processing is based
on a legal ground other than consent or contract. By its very nature, that right should not be exercised
against controllers processing personal data in the exercise of their public duties. It should therefore not
apply where the processing of the personal data is necessary for compliance with a legal obligation to
which the controller is subject or for the performance of a task carried out in the public interest or in
the exercise of an official authority vested in the controller. The data subject's right to transmit or receive
personal data concerning him or her should not create an obligation for the controllers to adopt or
maintain processing systems which are technically compatible. Where, in a certain set of personal data,
more than one data subject is concerned, the right to receive the personal data should be without
prejudice to the rights and freedoms of other data subjects in accordance with this Regulation.
Furthermore, that right should not prejudice the right of the data subject to obtain the erasure of personal
data and the limitations of that right as set out in this Regulation and should, in particular, not imply the
erasure of personal data concerning the data subject which have been provided by him or her for the
performance of a contract to the extent that and for as long as the personal data are necessary for the
performance of that contract. Where technically feasible, the data subject should have the right to have
the personal data transmitted directly from one controller to another.

Where personal data might lawfully be processed because processing is necessary for the performance
of a task carried out in the public interest or in the exercise of official authority vested in the controller,
or on grounds of the legitimate interests of a controller or a third party, a data subject should,
nevertheless, be entitled to object to the processing of any personal data relating to his or her particular
situation. It should be for the controller to demonstrate that its compelling legitimate interest overrides
the interests or the fundamental rights and freedoms of the data subject.

Where personal data are processed for the purposes of direct marketing, the data subject should have
the right to object to such processing, including profiling to the extent that it is related to such direct
marketing, whether with regard to initial or further processing, at any time and free of charge. That right
should be explicitly brought to the attention of the data subject and presented clearly and separately from
any other information.

The data subject should have the right not to be subject to a decision, which may include a measure,
evaluating personal aspects relating to him or her which is based solely on automated processing and
which produces legal effects concerning him or her or similarly significantly affects him or her, such as
automatic refusal of an online credit application or e-recruiting practices without any human
intervention. Such processing includes 'profiling' that consists of any form of automated processing of
personal data evaluating the personal aspects relating to a natural person, in particular to analyse or
predict aspects concerning the data subject's performance at work, economic situation, health, personal
preferences or interests, reliability or behaviour, location or movements, where it produces legal effects
concerning him or her or similarly significantly affects him or her. However,
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decision-making based on such processing, including profiling, should be allowed where expressly authorised

by Union or Member State law to which the controller is subject, including for fraud and tax-evasion
monitoring and prevention purposes conducted in accordance with the regulations, standards and
recommendations of Union institutions or national oversight bodies and to ensure the security and
reliability of a service provided by the controller, or necessary for the entering or performance of a
contract between the data subject and a controller, or when the data subject has given his or her explicit
consent. In any case, such processing should be subject to suitable safeguards, which should include
specific information to the data subject and the right to obtain human intervention, to express his or her
point of view, to obtain an explanation of the decision reached after such assessment and to challenge
the decision. Such measure should not concern a child.

In order to ensure fair and transparent processing in respect of the data subject, takinginto account the specific

circumstances and context in which the personal data are processed, the controller should use
appropriate mathematical or statistical procedures for the profiling, implement technical and
organisational measures appropriate to ensure, in particular, that factors which result in inaccuracies in
personal data are corrected and the risk of errors is minimised, secure personal data in a manner that
takes account of the potential risks involved for the interests and rights of the data subject and that
prevents, inter alia, discriminatory effects on natural persons on the basis of racial or ethnic origin,
political opinion, religion or beliefs, trade union membership, genetic or health status or sexual
orientation, or that result in measures having such an effect. Automated

decision-making and profiling based on special categories of personal data should be allowed only under

(72)

(73)

(74)

(75)

specific conditions.

Profiling is subject to the rules of this Regulation governing the processing of personal data, such as the
legal grounds for processing or data protection principles. The FEuropean Data Protection Board
established by this Regulation (the 'Board") should be able to issue guidance in that context.

Restrictions concerning specific principles and concerning the rights of information, access to and
rectification or erasure of personal data and on the right to data portability, the right to object, decisions
based on profiling, as well as on the communication of a personal data breach to a data subject and on
certain related obligations of the controllers may be imposed by Union or Member State law, as far as
necessaty and proportionate in a democratic society to safeguard public security, including the protection
of human life especially in response to natural or man made disasters, the prevention, investigation and
prosecution of criminal offences or the execution of criminal penalties, including the safeguarding against
and the prevention of threats to public security, or of breaches of ethics for regulated professions, other
important objectives of general public interest of the Union or of a Member State, in particular an
important economic or financial interest of the Union or of a Member State, the keeping of public
registers kept for reasons of general public interest, further processing of archived personal data to
provide specific information related to the political behaviour under former totalitarian state regimes or
the protection of the data subject or the rights and freedoms of others, including social protection, public
health and humanitarian purposes. Those restrictions should be in accordance with the requirements set
out in the Charter and in the European Convention for the Protection of Human Rights and
Fundamental Freedoms.

The responsibility and liability of the controller for any processing of personal data carried out by the
controller or on the controller's behalf should be established. In particular, the controller should be
obliged to implement appropriate and effective measures and be able to demonstrate the compliance of
processing activities with this Regulation, including the effectiveness of the measures. Those measures
should take into account the nature, scope, context and purposes of the processing and the risk to the
rights and freedoms of natural persons.

The risk to the rights and freedoms of natural persons , of varying likelihood and severity, may result
from personal data processing which could lead to physical, material or

non-material damage, in particular: where the processing may give rise to discrimination, identity theft or fraud,

financial loss, damage to the reputation, loss of confidentiality of personal data protected by professional
secrecy, unauthorised reversal of pseudonymisation, or any other significant economic or social
disadvantage; where data subjects might be deprived of their rights and freedoms or prevented from
exercising control over their personal data; where personal data are processed which reveal racial or
ethnic origin, political opinions, religion or philosophical beliefs, trade-union membership, and the
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processing of genetic data, data concerning health or data concerning sex life or criminal convictions
and offences or related security measures; where personal aspects are evaluated, in particular analysing
or predicting aspects concerning performance at work, economic situation, health, personal preferences
or interests, reliability or behaviour, location or movements, in order to create or use personal profiles;
where personal data of vulnerable natural persons, in particular of children, are processed; or where
processing involves a large amount of personal data and affects a large number of data subjects.

The likelihood and severity of the risk to the rights and freedoms of the data subject should be
determined by reference to the nature, scope, context and purposes of the processing. Risk should be
evaluated on the basis of an objective assessment, by which it is established whether data processing
operations involve a risk or a high risk.

Guidance on the implementation of appropriate measures and on the demonstration of compliance by
the controller or the processor, especially as regards the identification of the risk related to the processing,
their assessment in terms of origin, nature, likelihood and severity, and the identification of best practices
to mitigate the risk, could be provided in particular by means of approved codes of conduct, approved
certifications, guidelines provided by the Board or indications provided by a data protection officer. The
Board may also issue guidelines on processing operations that are considered to be unlikely to result in
a high risk to the rights and freedoms of natural persons and indicate what measures may be sufficient
in such cases to address such risk.

The protection of the rights and freedoms of natural persons with regard to the processing of personal
data require that appropriate technical and organisational measures be taken to ensure that the
requirements of this Regulation are met. In order to be able to demonstrate compliance with this
Regulation, the controller should adopt internal policies and implement measures which meet in
particular the principles of data protection by design and data protection by default. Such measures could
consist, inter alia, of minimising the processing of personal data, pseudonymising personal data as soon
as possible, transparency with regard to the functions and processing of personal data, enabling the data
subject to monitor the data processing, enabling the controller to create and improve security features.
When developing, designing, selecting and using applications, services and products that are based on
the processing of personal data or process personal data to fulfil their task, producers of the products,
services and applications should be encouraged to take into account the right to data protection when
developing and designing such products, services and applications and, with due regard to the state of
the art, to make sure that controllers and processors are able to fulfil their data protection obligations. The
principles of data protection by design and by default should also be taken into consideration in the
context of public tenders.

The protection of the rights and freedoms of data subjects as well as the responsibility and liability of
controllers and processors, also in relation to the monitoring by and measures of supervisory authorities,
requires a clear allocation of the responsibilities under this Regulation, including where a controller
determines the purposes and means of the processing jointly with other controllers or where a processing
operation is carried out on behalf of a controller.

Where a controller or a processor not established in the Union is processing personal data of data
subjects who are in the Union whose processing activities are related to the offering of goods or services,
irrespective of whether a payment of the data subject is required, to such data subjects in the Union, or
to the monitoring of their behaviour as far as their behaviour takes place within the Union, the controller
ot the processor should designate a representative, unless the processing is occasional, does not include
processing, on a large scale, of special categories of personal data or the processing of personal data
relating to criminal convictions and offences, and is unlikely to result in a risk to the rights and freedoms
of natural persons, taking into account the nature, context, scope and purposes of the processing or if
the controller is a public authority or body. The representative should act on behalf of the controller or
the processor and may be addressed by any supervisory authority. The representative should be explicitly
designated by a written mandate of the controller or the processor to act on its behalf with regard to
their obligations under this Regulation. The designation of such representative does not affect the
responsibility and liability of the controller or the processor under this Regulation. Such representative
should perform its tasks according to the mandate received from the controller or processor, including
to cooperate with the competent supervisory authorities on any action taken in ensuring compliance
with this Regulation. The designated representative should be subject to enforcement proceedings in the
event of non-compliance by the controller or processor.
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To ensure compliance with the requirements of this Regulation in respect of the processing to be carried
out by the processor on behalf of the controller, when entrusting a processor with processing activities,
the controller should use only processors providing sufficient guarantees, in particular in terms of expert
knowledge, reliability and resources, to implement technical and organisational measures which will meet
the requirements of this Regulation, including for the security of processing. The adherence of the
processor to an approved code of conduct or an approved certification mechanism may be used as an
element to demonstrate compliance with the obligations of the controller. The carrying-out of processing
by a processor should be governed by a contract or other legal act under Union or Member State law,
binding the processor to the controller, setting out the

subject-matter and duration of the processing, the nature and purposes of the processing, the type of personal
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data and categories of data subjects, taking into account the specific tasks and responsibilities of the
processor in the context of the processing to be carried out and the risk to the rights and freedoms of
the data subject. The controller and processor may choose to use an individual contract or standard
contractual clauses which are adopted either directly by the Commission or by a supervisory authority in
accordance with the consistency mechanism and then adopted by the Commission. After the completion
of the processing on behalf of the controller, the processor should, at the choice of the controller, return
or delete the personal data, unless there is a requirement to store the personal data under Union or
Member State law to which the processor is subject.

In order to demonstrate compliance with this Regulation, the controller or processor should maintain
records of processing activities under its responsibility. Each controller and processor should be obliged
to cooperate with the supervisory authority and make those records, on request, available to it, so that it
might serve for monitoring those processing operations.

In order to maintain security and to prevent processing in infringement of this Regulation, the controller
or processor should evaluate the risks inherent in the processing and implement measures to mitigate
those risks, such as encryption. Those measures should ensure an appropriate level of security, including
confidentiality, taking into account the stateof the art and the costs of implementation in relation to the
risks and the nature of the personal data to be protected. In assessing data security risk, consideration
should be given to the risks that are presented by personal data processing, such as accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored
or otherwise processed which may in particular lead to physical, material or non-material damage.

In order to enhance compliance with this Regulation where processing operations are likely to result in
a high risk to the rights and freedoms of natural persons, the controller should be responsible for the
carrying-out of a data protection impact assessment to evaluate, in particular, the origin, nature,
particularity and severity of that risk. The outcome of the assessment should be taken into account when
determining the appropriate measures to be taken in order to demonstrate that the processing of personal
data complies with this Regulation. Where a data-protection impact assessment indicates that processing
operations involve a high risk which the controller cannot mitigate by appropriate measures in terms of
available technology and costs of implementation, a consultation of the supervisory authority should
take place prior to the processing.

A personal data breach may, if not addressed in an appropriate and timely manner, result in physical,
material or non-material damage to natural persons such as loss of control over their personal data or
limitation of their rights, discrimination, identity theft or fraud, financial loss, unauthorised reversal of
pseudonymisation, damage to reputation, loss of confidentiality of personal data protected by
professional secrecy or any other significant economic or social disadvantage to the natural person
concerned. Therefore, as soon as the controller becomes aware that a personal data breach has occurred,
the controller should notify the personal data breach to the supervisory authority without undue delay
and, where feasible, not later than 72 hours after having become aware of it, unless the controller is able
to demonstrate, in accordance with the accountability principle, that the personal data breach is unlikely
to result in a risk to the rights and freedoms of natural persons. Where such notification cannot be
achieved within 72 hours, the reasons for the delay should accompany the notification and information
may be provided in phases without undue further delay.

The controller should communicate to the data subject a personal data breach, without undue delay,
where that personal data breach is likely to result in a high risk to the rights and freedoms of the natural
person in order to allow him or her to take the necessary precautions. The communication should
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describe the nature of the personal data breach as well as recommendations for the natural person
concerned to mitigate potential adverse effects. Such communications to data subjects should be made
as soon as reasonably feasible and in close cooperation with the supervisory authority, respecting
guidance provided by it or by other relevant authorities such as law-enforcement authorities. For
example, the need to mitigate an immediate risk of damage would call for prompt communication with
data subjects whereas the need to implement appropriate measures against continuing or similar personal
data breaches may justify more time for communication.

It should be ascertained whether all appropriate technological protection and organisational measures
have been implemented to establish immediately whether a personal data breach has taken place and to
inform promptly the supervisory authority and the data subject. The fact that the notification was made
without undue delay should be established taking into account in particular the nature and gravity of the
personal data breach and its consequences and adverse effects for the data subject. Such notification
may result in an intervention of the supervisory authority in accordance with its tasks and powers laid
down in this Regulation.

In setting detailed rules concerning the format and procedures applicable to the notification of personal
data breaches, due consideration should be given to the circumstances of that breach, including whether
or not personal data had been protected by appropriate technical protection measures, effectively limiting
the likelihood of identity fraud or other forms of misuse. Moreover, such rules and procedures should
take into account the legitimate interests of law-enforcement authorities where early disclosure could
unnecessarily hamper the investigation of the circumstances of a personal data breach.

Directive 95/46/EC provided for a general obligation to notify the processing of personal data to the
supervisory authorities. While that obligation produces administrative and financial burdens, it did not
in all cases contribute to improving the protection of personal data. Such indiscriminate general
notification obligations should therefore be abolished, and replaced by effective procedures and
mechanisms which focus instead on those types of processing operations which are likely to result in a
high risk to the rights and freedoms of natural persons by virtue of their nature, scope, context and
purposes. Such types of processing operations may be those which in, particular, involve using new
technologies, or are of a new kind and where no data protection impact assessment has been carried out
before by the controller, or where they become necessary in the light of the time that has elapsed since
the initial processing.

In such cases, a data protection impact assessment should be carried out by the controller prior to the
processing in order to assess the particular likelihood and severity of the high risk, taking into account
the nature, scope, context and purposes of the processing and the sources of the risk. That impact
assessment should include, in particular, the measures, safeguards and mechanisms envisaged for
mitigating that risk, ensuring the protection of personal data and demonstrating compliance with this
Regulation.

This should in particular apply to large-scale processing operations which aim to process a considerable
amount of personal data at regional, national or supranational level and which could affect a large number
of data subjects and which are likely to result in a high risk, for example, on account of their sensitivity,
where in accordance with the achieved state of technological knowledge a new technology is used on a
large scale as well as to other processing operations which result in a high risk to the rights and freedoms
of data subjects, in particular where those operations render it more difficult for data subjects to exercise
their rights. A data protection impact assessment should also be made where personal data are processed
for taking decisions regarding specific natural persons following any systematic and extensive evaluation
of personal aspects relating to natural persons based on profiling those data or following the processing
of special categories of personal data, biometric data, or data on criminal convictions and offences or
related security measures. A data protection impact assessment is equally required for monitoring
publicly accessible areas on a large scale, especially when using optic-electronic devices or for any other
operations where the competent supervisory authority considers that the processing is likely to result in
a high risk to the rights and freedoms of data subjects, in particular because they prevent data subjects
from exercising a right or using a service or a contract, or because they are carried out systematically on
a large scale. The processing of personal data should not be considered to be on a large scale if the
processing concerns personal data from patients or clients by an individual physician, other health care
professional or lawyer. In such cases, a data protection impact assessment should not be mandatory.
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There are circumstances under which it may be reasonable and economical for the subject of a data
protection impact assessment to be broader than a single project, for example where public authorities
or bodies intend to establish a common application or processing platform or where several controllers
plan to introduce a common application or processing environment across an industry sector or segment
or for a widely used horizontal activity.

In the context of the adoption of the Member State law on which the performance of the tasks of the
public authority or public body is based and which regulates the specific processing operation or set of
operations in question, Member States may deem it necessary to carry out such assessment prior to the
processing activities.

Where a data protection impact assessment indicates that the processing would, in the absence of
safeguards, security measures and mechanisms to mitigate the risk, result in a high risk to the rights and
freedoms of natural persons and the controller is of the opinion that the risk cannot be mitigated by
reasonable means in terms of available technologies and costs of implementation, the supetrvisory
authority should be consulted prior to the start of processing activities. Such high risk is likely to result
from certain types of processing and the extent and frequency of processing, which may result also in a
realisation of damage or interference with the rights and freedoms of the natural person. The supervisory
authority should respond to the request for consultation within a specified period. However, the absence
of a reaction of the supervisory authority within that period should be without prejudice to any
intervention of the supervisory authority in accordance with its tasks and powers laid down in this
Regulation, including the power to prohibit processing operations. As part of that consultation process,
the outcome of a data protection impact assessment carried out with regard to the processing at issue
may be submitted to the supervisory authority, in particular the measures envisaged to mitigate the risk
to the rights and freedoms of natural persons.

The processor should assist the controller, where necessary and upon request, in ensuring compliance
with the obligations deriving from the carrying out of data protection impact assessments and from prior
consultation of the supervisory authority.

A consultation of the supervisory authority should also take place in the course of the preparation of a
legislative or regulatory measure which provides for the processing of personal data, in order to ensure
compliance of the intended processing with this Regulation and in particular to mitigate the risk involved
for the data subject.

Where the processing is carried out by a public authority, except for courts or independent judicial
authorities when acting in their judicial capacity, where, in the private sector, processing is carried out by
a controller whose core activities consist of processing operations that require regular and systematic
monitoring of the data subjects on a large scale, or where the core activities of the controller or the
processor consist of processing on a large scale of special categories of personal data and data relating
to criminal convictions and offences, a person with expert knowledge of data protection law and
practices should assist the controller or processor to monitor internal compliance with this Regulation.
In the private sector, the core activities of a controller relate to its primary activities and do not relate to
the processing of personal data as ancillary activities. The necessary level of expert knowledge should be
determined in particular according to the data processing operations carried out and the protection
required for the personal data processed by the controller or the processor. Such data protection officers,
whether or not they are an employee of the controller, should be in a position to perform their duties
and tasks in an independent manner.

Associations or other bodies representing categories of controllers or processors should be encouraged
to draw up codes of conduct, within the limits of this Regulation, so as to facilitate the effective
application of this Regulation, taking account of the specific characteristics of the processing carried out
in certain sectors and the specific needs of micro, small and medium enterprises. In particular, such
codes of conduct could calibrate the obligations of controllers and processors, taking into account the
risk likely to result from the processing for the rights and freedoms of natural persons.

When drawing up a code of conduct, or when amending or extending such a code, associations and
other bodies representing categories of controllers or processors should consult relevant stakeholders,
including data subjects where feasible, and have regard to submissions received and views expressed in
response to such consultations.

(100) In order to enhance transparency and compliance with this Regulation, the establishment of certification
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mechanisms and data protection seals and marks should be encouraged, allowing data subjects to quickly
assess the level of data protection of relevant products and services.

Flows of personal data to and from countries outside the Union and international organisations are
necessary for the expansion of international trade and international cooperation. The increase in such
flows has raised new challenges and concerns with regard to the protection of personal data. However,
when personal data are transferred from the Union to controllers, processors or other recipients in third
countries or to international organisations, the level of protection of natural persons ensured in the
Union by this Regulation should not be undermined, including in cases of onward transfers of personal
data from the third country or international organisation to controllers, processors in the same or another
third country or international organisation. In any event, transfers to third countries and international
organisations may only be carried out in full compliance with this Regulation. A transfer could take place
only if, subject to the other provisions of this Regulation, the conditions laid down in the provisions of
this Regulation relating to the transfer of personal data to third countries or international organisations
are complied with by the controller or processor.

This Regulation is without prejudice to international agreements concluded between the Union and third
countries regulating the transfer of personal data including appropriate safeguards for the data subjects.
Member States may conclude international agreements which involve the transfer of personal data to
third countries or international organisations, as far as such agreements do not affect this Regulation or
any other provisions of Union law and include an appropriate level of protection for the fundamental
rights of the data subjects.

The Commission may decide with effect for the entire Union that a third country, a territory or specified
sector within a third country, or an international organisation, offers an adequate level of data protection,
thus providing legal certainty and uniformity throughout the Union as regards the third country or
international organisation which is considered to provide such level of protection. In such cases, transfers
of personal data to that third country or international organisation may take place without the need to
obtain any further authorisation. The Commission may also decide, having given notice and a full
statement setting out the reasons to the third country or international organisation, to revoke such a
decision.

In line with the fundamental values on which the Union is founded, in particular the protection of human
rights, the Commission should, in its assessment of the third country, or of a territory or specified sector
within a third country, take into account how a particular third country respects the rule of law, access
to justice as well as international human rights norms and standards and its general and sectoral law,
including legislation concerning public security, defence and national security as well as public order and
criminal law. The adoption of an adequacy decision with regard to a territory or a specified sector in a
third country should take into account clear and objective criteria, such as specific processing activities
and the scope of applicable legal standards and legislation in force in the third country. The third country
should offer guarantees ensuring an adequate level of protection essentially equivalent to that ensured
within the Union, in particular where personal data are processed in one or several specific sectors. In
particular, the third country should ensure effective independent data protection supervision and should
provide for cooperation mechanisms with the Member States' data protection authorities, and the data
subjects should be provided with effective and enforceable rights and effective administrative and judicial
redress.

Apart from the international commitments the third country or international organisation has entered
into, the Commission should take account of obligations arising from the third country's or international
organisation's participation in multilateral or regional systems in particular in relation to the protection
of personal data, as well as the implementation of such obligations. In particular, the third country's
accession to the Council of Europe Convention of 28 January 1981 for the Protection of Individuals
with regard to the Automatic Processing of Personal Data and its Additional Protocol should be taken
into account. The Commission should consult the Board when assessing the level of protection in third
countries or international organisations.

The Commission should monitor the functioning of decisions on the level of protection in a third
country, a territory or specified sector within a third country, or an international organisation, and
monitor the functioning of decisions adopted on the basis of Article 25(6) or Article 26(4) of Directive
95/46/EC. In its adequacy decisions, the Commission should provide for a periodic review mechanism
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of their functioning. That periodic review should be conducted in consultation with the third country or
international organisation in question and take into account all relevant developments in the third
country or international organisation. For the purposes of monitoring and of carrying out the periodic
reviews, the Commission should take into consideration the views and findings of the European
Parliament and of the Council as well as of other relevant bodies and sources. The Commission should
evaluate, within a reasonable time, the functioning of the latter decisions and report any relevant findings
to the Committee within the meaning of Regulation (EU) No 182/2011 of the European Parliament and
of the Council'? as established under this Regulation, to the European Parliament and to the Council.

The Commission may recognise that a third country, a territory or a specified sector within a third
country, or an international organisation no longer ensures an adequate level of data protection.
Consequently the transfer of personal data to that third country or international organisation should be
prohibited, unless the requirements in this Regulation relating to transfers subject to appropriate
safeguards, including binding corporate rules, and derogations for specific situations are fulfilled. In that
case, provision should be made for consultations between the Commission and such third countries or
international organisations. The Commission should, in a timely manner, inform the third country or
international organisation of the reasons and enter into consultations with it in order to remedy the
situation.

In the absence of an adequacy decision, the controller or processor should take measures to compensate
for the lack of data protection in a third country by way of appropriate safeguards for the data subject.
Such appropriate safeguards may consist of making use of binding corporate rules, standard data
protection clauses adopted by the Commission, standard data protection clauses adopted by a
supervisory authority or contractual clauses authorised by a supervisory authority. Those safeguards
should ensure compliance with data protection requirements and the rights of the data subjects
appropriate to processing within the Union, including the availability of enforceable data subject rights
and of effective legal remedies, including to obtain effective administrative or judicial redress and to
claim compensation, in the Union or in a third country. They should relate in particular to compliance
with the general principles relating to personal data processing, the principles of data protection by design
and by default. Transfers may also be carried out by public authorities or bodies with public authorities
or bodies in third countries or with international organisations with corresponding duties or functions,
including on the basis of provisions to be inserted into administrative arrangements, such as a
memorandum of understanding, providing for enforceable and effective rights for data subjects.
Authorisation by the competent supervisory authority should be obtained when the safeguards are
provided for in administrative arrangements that are not legally binding.

The possibility for the controller or processor to use standard data-protection clauses adopted by the
Commission or by a supervisory authority should prevent controllers or processors neither from
including the standard data-protection clauses in a wider contract, such as a contract between the
processor and another processor, nor from adding other clauses or additional safeguards provided that
they do not contradict, directly or indirectly, the standard contractual clauses adopted by the Commission
or by a supervisory authority or prejudice the fundamental rights or freedoms of the data subjects.
Controllers and processors should be encouraged to provide additional safeguards via contractual
commitments that supplement standard protection clauses.

A group of undertakings, or a group of enterprises engaged in a joint economic activity, should be able
to make use of approved binding corporate rules for its international transfers from the Union to
organisations within the same group of undertakings, or group of enterprises engaged in a joint economic
activity, provided that such corporate rules include all essential principles and enforceable rights to
ensure appropriate safeguards for transfers or categories of transfers of personal data.

Provisions should be made for the possibility for transfers in certain circumstances where the data
subject has given his or her explicit consent, where the transfer is occasional and necessary in relation to
a contract or a legal claim, regardless of whether in a judicial procedure or whether in an administrative

12 Regulation (EU) No 182/2011 of the European Patliament and of the Council of 16 February 2011 laying down the
rules and general principles concerning mechanisms for control by Member States of the Commission's exetcise of
implementing powers (O] L 55, 28.2.2011, p. 13).
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or any out-of-court procedure, including procedures before regulatory bodies. Provision should also be
made for the possibility for transfers where important grounds of public interest laid down by Union or
Member State law so require or where the transfer is made from a register established by law and intended
for consultation by the public or persons having a legitimate interest. In the latter case, such a transfer
should not involve the entirety of the personal data or entire categories of the data contained in the
register and, when the register is intended for consultation by persons having a legitimate interest, the
transfer should be made only at the request of those persons or, if they are to be the recipients, taking
into full account the interests and fundamental rights of the data subject.

Those derogations should in particular apply to data transfers required and necessary for important
reasons of public interest, for example in cases of international data exchange between competition
authorities, tax or customs administrations, between financial supervisory authorities, between services
competent for social security matters, or for public health, for example in the case of contact tracing for
contagious diseases or in order to reduce and/or eliminate doping in sport. A transfer of personal data
should also be regarded as lawful where it is necessary to protect an interest which is essential for the
data subject's or another person's vital interests, including physical integrity or life, if the data subject is
incapable of giving consent. In the absence of an adequacy decision, Union or Member State law may,
for important reasons of public interest, expressly set limits to the transfer of specific categories of data
to a third country or an international organisation. Member States should notify such provisions to the
Commission. Any transfer to an international humanitarian organisation of personal data of a data
subject who is physically or legally incapable of giving consent, with a view to accomplishing a task
incumbent under the Geneva Conventions or to complying with international humanitarian law
applicable in armed conflicts, could be considered to be necessary for an important reason of public
interest or because it is in the vital interest of the data subject.

Transfers which can be qualified as not repetitive and that only concern a limited number of data
subjects, could also be possible for the purposes of the compelling legitimate interests pursued by the
controller, when those interests are not overridden by the interests or rights and freedoms of the data
subject and when the controller has assessed all the circumstances surrounding the data transfer. The
controller should give particular consideration to the nature of the personal data, the purpose and
duration of the proposed processing operation or operations, as well as the situation in the country of
origin, the third country and the country of final destination, and should provide suitable safeguards to
protect fundamental rights and freedoms of natural persons with regard to the processing of their
personal data. Such transfers should be possible only in residual cases where none of the other grounds
for transfer are applicable. For scientific or historical research purposes or statistical purposes, the
legitimate expectations of society for an increase of knowledge should be taken into consideration. The
controller should inform the supervisory authority and the data subject about the transfer.

In any case, where the Commission has taken no decision on the adequate level of data protection in a
third country, the controller or processor should make use of solutions that provide data subjects with
enforceable and effective rights as regards the processing of their data in the Union once those data have
been transferred so that that they will continue to benefit from fundamental rights and safeguards.

Some third countries adopt laws, regulations and other legal acts which purport to directly regulate the
processing activities of natural and legal persons under the jurisdiction of the Member States. This may
include judgments of courts or tribunals or decisions of administrative authorities in third countries
requiring a controller or processor to transfer or disclose personal data, and which are not based on an
international agreement, such as a mutual legal assistance treaty, in force between the requesting third
country and the Union or a Member State. The extraterritorial application of those laws, regulations and
other legal acts may be in breach of international law and may impede the attainment of the protection
of natural persons ensured in the Union by this Regulation. Transfers should only be allowed where the
conditions of this Regulation for a transfer to third countries are met. This may inter alia be the case
where the disclosure is necessary for an important ground of public interest recognised in Union or
Member State law to which the controller is subject.

When personal data moves across borders outside the Union it may put at increased risk the ability of
natural persons to exercise data protection rights in particular to protect themselves from the unlawful
use or disclosure of that information. At the same time, supervisory authorities may find that they are
unable to pursue complaints or conduct investigations relating to the activities outside their borders.
Their efforts to work together in the cross-border context may also be hampered by insufficient
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preventative or remedial powers, inconsistent legal regimes, and practical obstacles like resource
constraints. Therefore, there is a need to promote closer cooperation among data protection supervisory
authorities to help them exchange information and catry out investigations with their international
counterparts. For the purposes of developing international cooperation mechanisms to facilitate and
provide international mutual assistance for the enforcement of legislation for the protection of personal
data, the Commission and the supervisory authorities should exchange information and cooperate in
activities related to the exercise of their powers with competent authorities in third countries, based on
reciprocity and in accordance with this Regulation.

The establishment of supervisory authorities in Member States, empowered to perform their tasks and
exercise their powers with complete independence, is an essential component of the protection of natural
persons with regard to the processing of their personal data. Member States should be able to establish
more than one supervisory authority, to reflect their constitutional, organisational and administrative
structure.

The independence of supervisory authorities should not mean that the supervisory authorities cannot be
subject to control or monitoring mechanisms regarding their financial expenditure or to judicial review.

Where a Member State establishes several supervisory authorities, it should establish by law mechanisms
for ensuring the effective participation of those supervisory authorities in the consistency mechanism.
That Member State should in particular designate the supervisory authority which functions as a single
contact point for the effective participation of those authorities in the mechanism, to ensure swift and
smooth cooperation with other supervisory authorities, the Board and the Commission.

Each supervisory authority should be provided with the financial and human resources, premises and
infrastructure necessary for the effective performance of their tasks, including those related to mutual
assistance and cooperation with other supervisory authorities throughout the Union. Each supetvisory
authority should have a separate, public annual budget, which may be part of the overall state or national

budget.

The general conditions for the member or members of the supervisory authority should be laid down
by law in each Member State and should in particular provide that those members are to be appointed,
by means of a transparent procedure, either by the parliament, government or the head of State of the
Member State on the basis of a proposal from the government, a member of the government, the
parliament or a chamber of the parliament, or by an independent body entrusted under Member State
law. In order to ensure the independence of the supervisory authority, the member or members should
act with integrity, refrain from any action that is incompatible with their duties and should not, during
their term of office, engage in any incompatible occupation, whether gainful or not. The supervisory
authority should have its own staff, chosen by the supervisory authority or an independent body
established by Member State law, which should be subject to the exclusive direction of the member or
members of the supervisory authority.

Each supervisory authority should be competent on the territory of its own Member State to exercise
the powers and to perform the tasks conferred on it in accordance with this Regulation. This should
cover in particular the processing in the context of the activities of an establishment of the controller or
processor on the territory of its own Member State, the processing of personal data carried out by public
authorities or private bodies acting in the public interest, processing affecting data subjects on its territory
or processing carried out by a controller or processor not established in the Union when targeting data
subjects residing on its territory. This should include handling complaints lodged by a data subject,
conducting investigations on the application of this Regulation and promoting public awareness of the
risks, rules, safeguards and rights in relation to the processing of personal data.

The supervisory authorities should monitor the application of the provisions pursuant to this Regulation
and contribute to its consistent application throughout the Union, in order to protect natural persons in
relation to the processing of their personal data and to facilitate the free flow of personal data within the
internal market. For that purpose, the supervisory authorities should cooperate with each other and with
the Commission, without the need for any agreement between Member States on the provision of mutual
assistance or on such cooperation.

Where the processing of personal data takes place in the context of the activities of an establishment of
a controller or a processor in the Union and the controller or processor is established in more than one
Member State, or where processing taking place in the context of the activities of a single establishment
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of a controller or processor in the Union substantially affects or is likely to substantially affect data
subjects in more than one Member State, the supervisory authority for the main establishment of the
controller or processor or for the single establishment of the controller or processor should act as lead
authority. It should cooperate with the other authorities concerned, because the controller or processor
has an establishment on the territory of their Member State, because data subjects residing on their
territory are substantially affected, or because a complaint has been lodged with them. Also where a data
subject not residing in that Member State has lodged a complaint, the supervisory authority with which
such complaint has been lodged should also be a supervisory authority concerned. Within its tasks to
issue guidelines on any question covering the application of this Regulation, the Board should be able to
issue guidelines in particular on the criteria to be taken into account in order to ascertain whether the
processing in question substantially affects data subjects in more than one

Member State and on what constitutes a relevant and reasoned objection.

(125)

(126)

(127)

(128)

(129)

The lead authority should be competent to adopt binding decisions regarding measures applying the
powers conferred on it in accordance with this Regulation. In its capacity as lead authority, the
supervisory authority should closely involve and coordinate the supervisory authorities concerned in the
decision-making process. Where the decision is to reject the complaint by the data subject in whole or
in part, that decision should be adopted by the supervisory authority with which the complaint has been
lodged.

The decision should be agreed jointly by the lead supervisory authority and the supervisory authorities
concerned and should be directed towards the main or single establishment of the controller or processor
and be binding on the controller and processor. The controller or processor should take the necessary
measures to ensure compliance with this Regulation and the implementation of the decision notified by
the lead supervisory authority to the main establishment of the controller or processor as regards the
processing activities in the Union.

Each supervisory authority not acting as the lead supervisory authority should be competent to handle
local cases where the controller or processor is established in more than one Member State, but the
subject matter of the specific processing concerns only processing carried out in a single Member State
and involves only data subjects in that single Member State, for example, where the subject matter
concerns the processing of employees' personal data in the specific employment context of a Member
State. In such cases, the supervisory authority should inform the lead supervisory authority without delay
about the matter. After being informed, the lead supervisory authority should decide, whether it will
handle the case pursuant to the provision on cooperation between the lead supervisory authority and
other supetvisory authorites concerned (‘one-stop-shop mechanism'), or whether the supetrvisory
authority which informed it should handle the case at local level. When deciding whether it will handle
the case, the lead supervisory authority should take into account whether there is an establishment of
the controller or processor in the Member State of the supervisory authority which informed it in order
to ensure effective enforcement of a decision vis-a-vis the controller or processor. Where the lead
supervisory authority decides to handle the case, the supervisory authority which informed it should
have the possibility to submit a draft for a decision, of which the lead supervisory authority should take
utmost account when preparing its draft decision in that one-stop-shop mechanism.

The rules on the lead supervisory authority and the one-stop-shop mechanism should not apply where
the processing is carried out by public authorities or private bodies in the public interest. In such cases
the only supervisory authority competent to exercise the powers conferred to it in accordance with this
Regulation should be the supervisory authority of the Member State where the public authority or private
body is established.

In order to ensure consistent monitoring and enforcement of this Regulation throughout the Union, the
supervisory authorities should have in each Member State the same tasks and effective powers, including
powers of investigation, corrective powers and sanctions, and authorisation and advisory powers, in
particular in cases of complaints from natural persons, and without prejudice to the powers of
prosecutorial authorities under.

Member State law, to bring infringements of this Regulation to the attention of the judicial authorities
and engage in legal proceedings. Such powers should also include the power to impose a temporary or
definitive limitation, including a ban, on processing. Member States may specify other tasks related to
the protection of personal data under this Regulation.
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The powers of supervisory authorities should be exercised in accordance with appropriate procedural
safeguards set out in Union and Member State law, impartially, fairly and within a reasonable time. In
particular each measure should be appropriate, necessary and proportionate in view of ensuring
compliance with this Regulation, taking into account the circumstances of each individual case, respect
the right of every person to be heard before any individual measure which would affect him or her
adversely is taken and avoid superfluous costs and excessive inconveniences for the persons concerned.
Investigatory powers as regards access to premises should be exercised in accordance with specific
requirements in Member State procedural law, such as the requirement to obtain a prior judicial
authorisation. Each legally binding measure of the supervisory authority should be in writing, be clear
and unambiguous, indicate the supervisory authority which has issued the measure, the date of issue of
the measure, bear the signature of the head, or a member of the supervisory authority authorised by him
or her, give the reasons for the measure, and refer to the right of an effective remedy. This should not
preclude additional requirements pursuant to Member State procedural law. The adoption of a legally
binding decision implies that it may give rise to judicial review in the Member State of the supervisory
authority that adopted the decision.

Where the supervisory authority with which the complaint has been lodged is not the lead supervisory
authority, the lead supervisory authority should closely cooperate with the supervisory authority with
which the complaint has been lodged in accordance with the provisions on cooperation and consistency
laid down in this Regulation. In such cases, the lead supervisory authority should, when taking measures
intended to produce legal effects, including the imposition of administrative fines, take utmost account
of the view of the supervisory authority with which the complaint has been lodged and which should
remain competent to carry out any investigation on the territory of its own Member State in liaison with
the competent supervisory authority.

Where another supervisory authority should act as a lead supervisory authority for the processing
activities of the controller or processor but the concrete subject matter of a complaint or the possible
infringement concerns only processing activities of the controller or processor in the Member State
where the complaint has been lodged or the possible infringement detected and the matter does not
substantially affect or is not likely to substantially affect data subjects in other Member States, the
supervisory authority receiving a complaint or detecting or being informed otherwise of situations that
entail possible infringements of this Regulation should seek an amicable settlement with the controller
and, if this proves unsuccessful, exercise its full range of powers. This should include: specific processing
carried out in the territory of the Member State of the supervisory authority or with regard to data
subjects on the territory of that Member State; processing that is carried out in the context of an offer
of goods or services specifically aimed at data subjects in the territory of the Member State of the
supervisory authority; or processing that has to be assessed taking into account relevant legal obligations
under Member State law.

Awareness-raising activities by supervisory authorities addressed to the public should include specific
measures directed at controllers and processors, including micro, small and medium-sized enterprises,
as well as natural persons in particular in the educational context.

The supetvisory authorities should assist each other in performing their tasks and provide mutual
assistance, so as to ensure the consistent application and enforcement of this Regulation in the internal
market. A supervisory authority requesting mutual assistance may adopt a provisional measure if it
receives no response to a request for mutual assistance within one month of the receipt of that request
by the other supervisory authority.

Each supervisory authority should, where appropriate, participate in joint operations with other
supervisory authorities. The requested supervisory authority should be obliged to respond to the request
within a specified time period.

In order to ensure the consistent application of this Regulation throughout the Union, a consistency
mechanism for cooperation between the supervisory authorities should be established. That mechanism
should in particular apply where a supervisory authority intends to adopt a measure intended to produce
legal effects as regards processing operations which substantially affect a significant number of data
subjects in several Member States. It should also apply where any supervisory authority concerned or
the Commission requests that such matter should be handled in the consistency mechanism. That
mechanism should be without prejudice to any measures that the Commission may take in the exercise
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of its powers under the Treaties.

In applying the consistency mechanism, the Board should, within a determined period of time, issue an
opinion, if a majority of its members so decides or if so requested by any supervisory authority concerned
or the Commission. The Board should also be empowered to adopt legally binding decisions where there
are disputes between supervisory authorities. For that purpose, it should issue, in principle with a two-
third majority of its members, legally binding decisions in clearly specified cases where there are
conflicting views among supervisory authorities, in particular in the cooperation mechanism between
the lead supervisory authority and supervisory authorities concerned on the merits of the case, in
particular whether there is an infringement of this Regulation.

There may be an urgent need to act in order to protect the rights and freedoms of data subjects, in
particular when the danger exists that the enforcement of a right of a data subject could be considerably
impeded.A supervisory authority should therefore be able to adopt duly justified provisional measures
on its territory with a specified period of validity which should not exceed three months.

The application of such mechanism should be a condition for the lawfulness of a measure intended to
produce legal effects by a supervisory authority in those cases where its application is mandatory. In
other cases of cross-border relevance, the cooperation mechanism between the lead supervisory
authority and supervisory authorities concerned should be applied and mutual assistance and joint
operations might be carried out between the supervisory authorities concerned on a bilateral or
multilateral basis without triggering the consistency mechanism.

In order to promote the consistent application of this Regulation, the Board should be set up as an
independent body of the Union. To fulfil its objectives, the Board should have legal personality. The
Board should be represented by its Chair. It should replace the Working Party on the Protection of
Individuals with Regard to the Processing of Personal Data established by Directive 95/46/EC. It should
consist of the head of a supervisory authority of each Member State and the European Data Protection
Supervisor or their respective representatives. The Commission should participate in the Board's
activities without voting rights and the European Data Protection Supervisor should have specific voting
rights. The Board should contribute to the consistent application of this Regulation throughout the
Union, including by advising the Commission, in particular on the level of protection in third countries
or international organisations, and promoting cooperation of the supervisory authorities throughout the
Union. The Board should act independently when performing its tasks.

The Board should be assisted by a secretariat provided by the European Data Protection Supervisor.
The staff of the European Data Protection Supervisor involved in carrying out the tasks conferred on
the Board by this Regulation should perform its tasks exclusively under the instructions of, and report
to, the Chait of the Board.

Every data subject should have the right to lodge a complaint with a single supervisory authority, in
particular in the Member State of his or her habitual residence, and the right to an effective judicial
remedy in accordance with Article 47 of the Charter if the data subject considers that his or her rights
under this Regulation are infringed or where the supervisory authority does not act on a complaint,
partially or wholly rejects or dismisses a complaint or does not act where such action is necessary to
protect the rights of the data subject. The investigation following a complaint should be carried out,
subject to judicial review, to the extent that is appropriate in the specific case. The supervisory authority
should inform the data subject of the progress and the outcome of the complaint within a reasonable
period. If the case requires further investigation or coordination with another supervisory authority,
intermediate information should be given to the data subject. In order to facilitate the submission of
complaints, each supervisory authority should take measures such as providing a complaint submission
form which can also be completed electronically, without excluding other means of communication.

Where a data subject considers that his or her rights under this Regulation are infringed, he or she should
have the right to mandate a not-for-profit body, organisation or association which is constituted in
accordance with the law of a Member State, has statutory objectives which are in the public interest and
is active in the field of the protection of personal data to lodge a complaint on his or her behalf with a
supervisory authority, exercise the right to a judicial remedy on behalf of data subjects or, if provided
for in Member State law, exercise the right to receive compensation on behalf of data subjects. A Member
State may provide for such a body, organisation or association to have the right to lodge a complaint in
that Member State, independently of a data subject's mandate, and the right to an effective judicial
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remedy where it has reasons to consider that the rights of a data subject have been infringed as a result
of the processing of personal data which infringes this Regulation. That body, organisation or association
may not be allowed to claim compensation on a data subject's behalf independently of the data subject's
mandate.

Any natural or legal person has the right to bring an action for annulment of decisions of the Board
before the Court of Justice under the conditions provided for in Article 263 TFEU. As addressees of
such decisions, the supervisory authorities concernedwhich wish to challenge them have to bring action
within two months of being notified of them, in accordance with Article 263 TFEU. Where decisions
of the Board are of direct and individual concern to a controller, processor or complainant, the latter
may bring an action for annulment against those decisions within two months of their publication on
the website of the Board, in accordance with Article 263 TFEU. Without prejudice to this right under
Article 263 TFEU, each natural or legal person should have an effective judicial remedy before the
competent national court against a decision of a supervisory authority which produces legal effects
concerning that person. Such a decision concerns in particular the exercise of investigative, corrective
and authorisation powers by the supervisory authority or the dismissal or rejection of complaints.
However, the right to an effective judicial remedy does not encompass measures taken by supervisory
authorities which are not legally binding, such as opinions issued by or advice provided by the
supervisory authority. Proceedings against a supervisory authority should be brought before the courts
of the Member State where the supervisory authority is established and should be conducted in
accordance with that Member State's procedural law. Those courts should exercise full jurisdiction,
which should include jurisdiction to examine all questions of fact and law relevant to the dispute before
them.

Where a complaint has been rejected or dismissed by a supervisory authority, the complainant may bring
proceedings before the courts in the same Member State. In the context of judicial remedies relating to
the application of this Regulation, national courts which consider a decision on the question necessary
to enable them to give judgment, may, or in the case provided for in Article 267 TFEU, must, request
the Court of Justice to give a preliminary ruling on the interpretation of Union law, including this
Regulation.

Furthermore, where a decision of a supervisory authority implementing a decision of the Board is
challenged before a national court and the validity of the decision of the Board is at issue, that national
court does not have the power to declare the Board's decision invalid but must refer the question of
validity to the Court of Justice in accordance with Article 267 TFEU as interpreted by the Court of
Justice, where it considers the decision invalid. However, a national court may not refer a question on
the validity of the decision of the Board at the request of a natural or legal person which had the
opportunity to bring an action for annulment of that decision, in particular if it was directly and
individually concerned by that decision, but had not done so within the period laid down by Article 263
TFEU.

Where a court seized of proceedings against a decision by a supervisory authority has reason to believe
that proceedings concerning the same processing, such as the same subject matter as regards processing
by the same controller or processor, or the same cause of action, are brought before a competent court
in another Member State, it should contact that court in order to confirm the existence of such related
proceedings. If related proceedings are pending before a court in another Member State, any court other
than the court first seized may stay its proceedings or may, on request of one of the parties, decline
jurisdiction in favour of the court first seized if that court has jurisdiction over the proceedings in
question and its law permits the consolidation of such related proceedings. Proceedings are deemed to
be related where they are so closely connected that it is expedient to hear and determine them together
in order to avoid the risk of irreconcilable judgments resulting from separate proceedings.

For proceedings against a controller or processor, the plaintiff should have the choice to bring the action
before the courts of the Member States where the controller or processor has an establishment or where
the data subject resides, unless the controller is a public authority of a Member State acting in the exercise
of its public powers.

The controller or processor should compensate any damage which a person may suffer as a result of
processing that infringes this Regulation. The controller or processor should be exempt from liability if
it proves that it is not in any way responsible for the damage. The concept of damage should be broadly
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interpreted in the light of the case-law of the Court of Justice in a manner which fully reflects the
objectives of this Regulation. This is without prejudice to any claims for damage deriving from the
violation of other rules in Union or Member State law. Processing that infringes this Regulation also
includes processing that infringes delegated and implementing acts adopted in accordance with this
Regulation and Member State law specifying rules of this Regulation. Data subjects should receive full
and effective compensation for the damage they have suffered. Where controllers or processors are
involved in the same processing, each controller or processor should be held liable for the entire damage.
However, where they are joined to the same judicial proceedings, in accordance with Member State law,
compensation may be apportioned according to the responsibility of each controller or processor for
the damage caused by the processing, provided that full and effective compensation of the data subject
who suffered the damage is ensured. Any controller or processor which has paid full compensation may
subsequently institute recourse proceedings against other controllers or processors involved in the same
processing.

Where specific rules on jurisdiction are contained in this Regulation, in particular as regards proceedings
seeking a judicial remedy including compensation, against a controller or processor, general jurisdiction
rules such as those of Regulation (EU) No 1215/2012 of the European Parliament and of the Council'3
should not prejudice the application of such specific rules.

In order to strengthen the enforcement of the rules of this Regulation, penalties including administrative
fines should be imposed for any infringement of this Regulation, in addition to, ot instead of appropriate
measures imposed by the supervisory authority pursuant to this Regulation. In a case of a minor
infringement or if the fine likely to be imposed would constitute a disproportionate burden to a natural
person, a reprimand may be issued instead of a fine. Due regard should however be given to the nature,
gravity and duration of the infringement, the intentional character of the infringement, actions taken to
mitigate the damage suffered, degree of responsibility or any relevant previous infringements, the manner
in which the infringement became known to the supervisory authority, compliance with measures
ordered against the controller or processor, adherence to a code of conduct and any other aggravating
or mitigating factor. The imposition of penalties including administrative fines should be subject to
appropriateprocedural safeguards in accordance with the general principles of Union law and the
Charter, including effective judicial protection and due process.

Member States should be able to lay down the rules on criminal penalties for infringements of this
Regulation, including for infringements of national rules adopted pursuant to and within the limits of
this Regulation. Those criminal penalties may also allow for the deprivation of the profits obtained
through infringements of this Regulation. However, the imposition of criminal penalties for
infringements of such national rules and of administrative penalties should not lead to a breach of the
principle of e bis in idem, as interpreted by the Court of Justice.

In order to strengthen and harmonise administrative penalties for infringements of this Regulation, each
supervisory authority should have the power to impose administrative fines. This Regulation should
indicate infringements and the upper limit and criteria for fixing the related administrative fines, which
should be determined by the competent supervisory authority in each individual case, taking into account
all relevant circumstances of the specific situation, with due regard in particular to the nature, gravity and
duration of the infringement and of its consequences and the measures taken to ensure compliance with
the obligations under this Regulation and to prevent or mitigate the consequences of the infringement.
Where administrative fines are imposed on an undertaking, an undertaking should be understood to be
an undertaking in accordance with Articles 101 and 102 TFEU for those purposes. Where administrative
fines are imposed on persons that are not an undertaking, the supervisory authority should take account
of the general level of income in the Member State as well as the economic situation of the person in
considering the appropriate amount of the fine. The consistency mechanism may also be used to
promote a consistent application of administrative fines. It should be for the Member States to determine
whether and to which extent public authorities should be subject to administrative fines. Imposing an
administrative fine or giving a warning does not affect the application of other powers of the supervisory

13 Regulation (EU) No 1215/2012 of the European Patliament and of the Council of 12 December 2012 on jutisdiction
and the recognition and enforcement of judgments in civil and commercial matters (O] L 351, 20.12.2012, p. 1).
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authorities or of other penalties under this Regulation.

The legal systems of Denmark and Estonia do not allow for administrative fines as set out in this
Regulation. The rules on administrative fines may be applied in such a manner that in Denmark the fine
is imposed by competent national courts as a criminal penalty and in Estonia the fine is imposed by the
supervisory authority in the framework of a misdemeanor procedure, provided that such an application
of the rules in those Member States has an equivalent effect to administrative fines imposed by
supervisory authorities. Therefore the competent national courts should take into account the
recommendation by the supervisory authority initiating the fine. In any event, the fines imposed should
be effective, proportionate and dissuasive.

Where this Regulation does not harmonise administrative penalties or where necessary in other cases,
for example in cases of serious infringements of this Regulation, Member States should implement a
system which provides for effective, proportionate and dissuasive penalties. The nature of such penalties,
criminal or administrative, should be determined by Member State law.

Member States law should reconcile the rules governing freedom of expression and information,
including journalistic, academic, artistic and or literary expression with the right to the protection of
personal data pursuant to this Regulation. The processing of personal data solely for journalistic
purposes, or for the purposes of academic, artistic or literary expression should be subject to derogations
or exemptions from certain provisions of this Regulation if necessary to reconcile the right to the
protection of personal data with the right to freedom of expression and information, as enshrined in
Article 11 of the Charter. This should apply in particular to the processing of personal data in the
audiovisual field and in news archives and press libraries. Therefore, Member States should adopt
legislative measures which lay down the exemptions and derogations necessary for the purpose of
balancing those fundamental rights. Member States should adopt such exemptions and derogations on
general principles, the rights of the data subject, the controller and the processor, the transfer of personal
data to third countries or international organisations, the independent supervisory authorities,
cooperation and consistency, and specific data-processing situations. Where such exemptions or
derogations differ from one Member State to another, the law of the Member State to which the
controller is subject should apply. In order to take account of the importance of the right to freedom of
expression in every democratic society, it is necessary to interpret notions relating to that freedom, such
as journalism, broadly.

This Regulation allows the principle of public access to official documents to be taken into account when
applying this Regulation. Public access to official documents may be considered to be in the public
interest. Personal data in documents held by a public authority or a public body should be able to be
publicly disclosed by that authority or body if the disclosure is provided for by Union or Member State
law to which the public authority or public body is subject. Such laws should reconcile public access to
official documents and the reuse of public sector information with the right to the protection of personal
data and may therefore provide for the necessary reconciliation with the right to the protection of
personal data pursuant to this Regulation. The reference to public authorities and bodies should in that
context include all authorities or other bodies covered by Member State law on public access to
documents. Directive 2003/98/EC of the European Patliament and of the Council'* leaves intact and
in no way affects the level of protection of natural persons with regard to the processing of personal
data under the provisions of Union and Member State law, and in particular does not alter the obligations
and rights set out in this Regulation. In particular, that Directive should not apply to documents to which
access is excluded or restricted by virtue of the access regimes on the grounds of protection of personal
data, and parts of documents accessible by virtue of those regimes which contain personal data the re-
use of which has been provided for by law as being incompatible with the law concerning the protection
of natural persons with regard to the processing of personal data.

Member State law or collective agreements, including 'works agreements', may provide for specific rules
on the processing of employees' personal data in the employment context, in particular for the conditions
under which personal data in the employment context may be processed on the basis of the consent of

14 Directive 2003/98/EC of the European Parliament and of the Council of 17 November 2003 on the re-use of public
sector information (O] L 345, 31.12.2003, p. 90).
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the employee, the purposes of the recruitment, the performance of the contract of employment,
including discharge of obligations laid down by law or by collective agreements, management, planning
and organisation of work, equality and diversity in the workplace, health and safety at work, and for the
purposes of the exercise and enjoyment, on an individual or collective basis, of rights and benefits related
to employment, and for the purpose of the termination of the employment relationship.

The processing of personal data for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes should be subject to appropriate safeguards for the rights and
freedoms of the data subject pursuant to this Regulation. Those safeguards should ensure that technical
and organisational measures are in place in order to ensure, in particular, the principle of data
minimisation. The further processing of personal data for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes is to be carried out when the controller
has assessed the feasibility to fulfil those purposes by processing data which do not permit or no longer
permit the identification of data subjects, provided that appropriate safeguards exist (such as, for
instance, pseudonymisation of the data). Member States should provide for appropriate safeguards for
the processing of personal data for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes.

Member States should be authorised to provide, under specific conditions and subject to appropriate
safeguards for data subjects, specifications and derogations with regard to the information requirements
and rights to rectification, to erasure, to be forgotten, to restriction of processing, to data portability, and
to object when processing personal data for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes. The conditions and safeguards in question may entail
specific procedures for data subjects to exercise those rights if this is appropriate in the light of the
purposes sought by the specific processing along with technical and organisational measures aimed at
minimising the processing of personal data in pursuance of the proportionality and necessity principles.
The processing of personal data for scientific purposes should also comply with other relevant legislation
such as on clinical trials.

By coupling information from registries, researchers can obtain new knowledge of great value with
regard to widespread medical conditions such as cardiovascular disease, cancer and depression. On the
basis of registries, research results can be enhanced, as they draw on a larger population. Within social
science, research on the basis of registries enables researchers to obtain essential knowledge about the
long-term correlation of a number of social conditions such as unemployment and education with other
life conditions. Research results obtained through registries provide solid, high-quality knowledge which
can provide the basis for the formulation and implementation of knowledge-based policy, improve the
quality of life for a number of people and improve the efficiency of social services. In order to facilitate
scientific research, personal data can be processed for scientific research purposes, subject to appropriate
conditions and safeguards set out in Union or Member State law.

Where personal data are processed for archiving purposes, this Regulation should also apply to that
processing, bearing in mind that this Regulation should not apply to deceased persons. Public authorities
or public or private bodies that hold records of public interest should be services which, pursuant to
Union or Member State law, have a legal obligation to acquire, preserve, appraise, arrange, describe,
communicate, promote, disseminate and provide access to records of enduring value for general public
interest. Member States should also be authorised to provide for the further processing of personal data
for archiving purposes, for example with a view to providing specific information related to the political
behaviour under former totalitarian state regimes, genocide, crimes against humanity, in particular the
Holocaust, or war crimes.

Where personal data are processed for scientific research purposes, this Regulation should also apply to
that processing. For the purposes of this Regulation, the processing of personal data for scientific
research purposes should be interpreted in a broad manner including for example technological
development and demonstration, fundamental research, applied research and privately funded research.
In addition, it should take into account the Union's objective under Article 179(1) TFEU of achieving a
European Research Area. Scientific research purposes should also include studies conducted in the
public interest in the area of public health. To meet the specificities of processing personal data for
scientific research purposes, specific conditions should apply in particular as regards the publication or
otherwise disclosure of personal data in the context of scientific research purposes. If the result of
scientific research in particular in the health context gives reason for further measures in the interest of
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the data subject, the general rules of this Regulation should apply in view of those measures.

Where personal data are processed for historical research purposes, this Regulation should also apply to
that processing. This should also include historical research and research for genealogical purposes,
bearing in mind that this Regulation should not apply to deceased petrsons.

For the purpose of consenting to the participation in scientific research activities in clinical trials, the
relevant provisions of Regulation (EU) No 536/2014 of the European Parliament and of the Council'5
should apply.

Where personal data are processed for statistical purposes, this Regulation should apply to that
processing. Union or Member State law should, within the limits of this Regulation, determine statistical
content, control of access, specifications for the processing of personal data for statistical purposes and
appropriate measures to safeguard the rights and freedoms of the data subject and for ensuring statistical
confidentiality. Statistical putposes mean any operation of collection and the processing of personal data
necessary for statistical surveys or for the production of statistical results. Those statistical results may
further be used for different purposes, including a scientific research purpose. The statistical purpose
implies that the result of processing for statistical purposes is not personal data, but aggregate data, and
that this result or the personal data are not used in support of measures or decisions regarding any
particular natural person.

The confidential information which the Union and national statistical authorities collect for the
production of official European and official national statistics should be protected. European statistics
should be developed, produced and disseminated in accordance with the statistical principles as set out
in Article 338(2) TFEU, while national statistics should also comply with Member State law. Regulation
(EC) No 223/2009 of the European Parliament and of the Council'¢ provides further specifications on
statistical confidentiality for European statistics.

As regards the powers of the supervisory authorities to obtain from the controller or processor access
to personal data and access to their premises, Member States may adopt by law, within the limits of this
Regulation, specific rules in order to safeguard the professional or other equivalent secrecy obligations,
in so far as necessary to reconcile the right to the protection of personal data with an obligation of
professional secrecy. This is without prejudice to existing Member State obligations to adopt rules on
professional secrecy where required by Union law.

This Regulation respects and does not prejudice the status under existing constitutional law of churches
and religious associations or communities in the Member States, as recognised in Article 17 TFEU.

In order to fulfil the objectives of this Regulation, namely to protect the fundamental rights and freedoms
of natural persons and in particular their right to the protection of personal data and to ensure the free
movement of personal data within the Union, the power to adopt acts in accordance with Article 290
TFEU should be delegated to the Commission. In particular, delegated acts should be adopted in respect
of criteria and requirements for certification mechanisms, information to be presented by standardised
icons and procedures for providing such icons. It is of particular importance that the Commission carry
out appropriate consultations during its preparatory work, including at expert level. The Commission,
when preparing and drawing-up delegated acts, should ensure a simultaneous, timely and appropriate
transmission of relevant documents to the European Parliament and to the Council.

In order to ensure uniform conditions for the implementation of this Regulation, implementing powers
should be conferred on the Commission when provided for by this Regulation. Those powers should
be exetcised in accordance with Regulation (EU) No 182/2011. In that context, the Commission should
consider specific measures for micro, small and medium-sized enterprises.

15 Regulation (EU) No 536/2014 of the European Patliament and of the Council of 16 April 2014 on clinical trials on

medicinal products for human use, and repealing Directive 2001/20/EC (OJ L 158, 27.5.2014, p. 1).

16 Regulation (EC) No 223/2009 of the European Patliament and of the Council of 11 March 2009 on European statistics
and trepealing Regulation (EC, Euratom) No 1101/2008 of the Eutopean Parliament and of the Council on the
transmission of data subject to statistical confidentiality to the Statistical Office of the European Communities, Council
Regulation (EC) No 322/97 on Community Statistics, and Council Decision 89/382/EEC, Euratom establishing a
Committee on the Statistical Programmes of the European Communities (O] L 87, 31.3.2009, p. 164).
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(168)

(169)

(170)

(171)

(172)

(173)

The examination procedure should be used for the adoption of implementing acts on standard
contractual clauses between controllers and processors and between processors; codes of conduct;
technical standards and mechanisms for certification; the adequate level of protection afforded by a third
country, a territory or a specified sector within that third country, or an international organisation;
standard protection clauses; formats and procedures for the exchange of information by electronic
means between controllers, processors and supervisory authorities for binding corporate rules; mutual
assistance; and arrangements for the exchange of information by electronic means between supetvisory
authorities, and between supervisory authorities and the Board.

The Commission should adopt immediately applicable implementing acts where available evidence
reveals that a third country, a territory or a specified sector within that third country, or an international
organisation does not ensure an adequate level of protection, and imperative grounds of urgency so
require.

Since the objective of this Regulation, namely to ensure an equivalent level of protection of natural
persons and the free flow of personal data throughout the Union, cannot be sufficiently achieved by the
Member States and can rather, by reason of the scale or effects of the action, be better achieved at Union
level, the Union may adopt measures, in accordance with the principle of subsidiarity as set out in Article
5 of the Treaty on European Union (TEU). In accordance with the principle of proportionality as set
out in that Article, this Regulation does not go beyond what is necessary in order to achieve that
objective.

Directive 95/46/EC should be repealed by this Regulation. Processing already under way on the date of
application of this Regulation should be brought into conformity with this Regulation within the period
of two years after which this Regulation enters into force. Where processing is based on consent pursuant
to Directive 95/46/EC, it is not necessary for the data subject to give his or her consent again if the
manner in which the consent has been given is in line with the conditions of this Regulation, so as to
allow the controller to continue such processing after the date of application of this Regulation.
Commission decisions adopted and authorisations by supervisory authorities based on Directive
95/46/EC remain in force until amended, replaced ot repealed.

The European Data Protection Supervisor was consulted in accordance with Article 28(2) of Regulation
(EC) No 45/2001 and delivered an opinion on 7 March 201217

This Regulation should apply to all matters concerning the protection of fundamental rights and
freedoms vis-a-vis the processing of personal data which are not subject to specific obligations with the
same objective set out in Directive 2002/58/EC of the European Parliament and of the Council's,
including the obligations on the controller and the rights of natural persons. In order to clarify the
relationship between this Regulation and Directive 2002/58/EC, that Directive should be amended
accordingly. Once this Regulation is adopted, Directive 2002/58/EC should be reviewed in patticular in
order to ensure consistency with this Regulation,

HAVE ADOPTED THIS REGULATION:

17 0J C 192, 30.6.2012, p. 7.

18 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the processing of
personal data and the protection of privacy in the electronic communications sector (Directive on privacy and electronic
communications) (O] L 201, 31.7.2002, p. 37).
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CHAPTER I
GENERAL PROVISIONS

Article 1 Subject-matter and objectives

1. This Regulation lays down rules relating to the protection of natural persons with regard to the processing

of personal data and rules relating to the free movement of personal data.

2. This Regulation protects fundamental rights and freedoms of natural persons and in particular their right to

the protection of personal data.

3. The free movement of personal data within the Union shall be neither restricted nor prohibited for reasons

connected with the protection of natural persons with regard to the processing of personal data.

Article 2 Material scope

1. This Regulation applies to the processing of personal data wholly or partly by automated means and to the
processing other than by automated means of personal data which form part of a filing system or are intended

to form patt of a filing system.
2. This Regulation does not apply to the processing of personal data:
() in the course of an activity which falls outside the scope of Union law;

(b) by the Member States when catrying out activities which fall within the scope of Chapter 2 of Title V
of the TEU;

(¢) by a natural person in the course of a purely personal or household activity;

(d) by competent authorities for the purposes of the prevention, investigation, detection or prosecution
of criminal offences, the execution of criminal penalties, including the safeguarding against and the

prevention of threats to public security.

3. For the processing of personal data by the Union institutions, bodies, offices and agencies, Regulation (EC)
No 45/2001 applies. Regulation (EC) No 45/2001 and other Union legal acts applicable to such processing of
personal data shall be adapted to the principles and rules of this Regulation in accordance with Article 98.

4. This Regulation shall be without prejudice to the application of Directive 2000/31/EC, in particular of the

liability rules of intermediary service providers in Articles 12 to 15 of that Directive.

Article 3 Territorial scope

1. This Regulation applies to the processing of personal data in the context of the activities of an establishment
of a controller or a processor in the Union, regardless of whether the processing takes place in the Union or

not.

2. This Regulation applies to the processing of personal data of data subjects who are in the Union by a

controller or processor not established in the Union, where the processing activities are related to:
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(a) the offering of goods or services, irrespective of whether a payment of the data subject is required, to

such data subjects in the Union; or
(b) the monitoring of their behaviour as far as their behaviour takes place within the Union.

3. This Regulation applies to the processing of personal data by a controller not established in the Union, but

in a place where Member State law applies by virtue of public international law.
Article 4 Definitions
For the purposes of this Regulation:

1. 'personal data' means any information relating to an identified or identifiable natural person ('data subject’);
an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to
an identifier such as a name, an identification number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural

person;

2. 'processing' means any operation or set of operations which is performed on personal data or on sets of
personal data, whether or not by automated means, such as collection, recording, organisation, structuring,
storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or

otherwise making available, alignment or combination, restriction, erasure or destruction;

3. 'restriction of processing' means the marking of stored personal data with the aim of limiting their

processing in the future;

4. 'profiling' means any form of automated processing of personal data consisting of the use of personal data
to evaluate certain personal aspects relating to a natural person, in particular to analyse or predict aspects
concerning that natural person's performance at work, economic situation, health, personal preferences,

interests, reliability, behaviour, location or movements;

5. 'pseudonymisation' means the processing of personal data in such a manner that the personal data can no
longer be attributed to a specific data subject without the use of additional information, provided that such
additional information is kept separately and is subject to technical and organisational measures to ensure that

the personal data are not attributed to an identified or identifiable natural person;

6. 'filing system' means any structured set of personal data which are accessible according to specific critetia,

whether centralised, decentralised or dispersed on a functional or geographical basis;

7. 'controller' means the natural or legal person, public authority, agency or other body which, alone or jointly
with others, determines the purposes and means of the processing of personal data; where the purposes and
means of such processing are determined by Union or Member State law, the controller or the specific criteria

for its nomination may be provided for by Union or Member State law;

8. 'processor’ means a natural or legal person, public authority, agency or other body which processes

personal data on behalf of the controller;
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9. 'recipient' means a natural or legal person, public authority, agency or another body, to which the personal
data are disclosed, whether a third party or not. However, public authorities which may receive personal data
in the framework of a particular inquiry in accordance with Union or Member State law shall not be regarded
as recipients; the processing of those data by those public authorities shall be in compliance with the applicable

data protection rules according to the purposes of the processing;

10. 'third party' means a natural or legal person, public authority, agency or body other than the data subject,
controller, processor and persons who, under the direct authority of the controller or processor, are authorised

to process personal data;

11. 'consent' of the data subject means any freely given, specific, informed and unambiguous indication of the
data subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to

the processing of personal data relating to him or her;

12. 'personal data breach' means a breach of security leading to the accidental or unlawful destruction, loss,

alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed;

13. 'genetic data' means personal data relating to the inherited or acquired genetic characteristics of a natural
person which give unique information about the physiology or the health of that natural person and which

result, in particular, from an analysis of a biological sample from the natural person in question;

14. 'biometric data' means personal data resulting from specific technical processing relating to the physical,
physiological or behavioural characteristics of a natural person, which allow or confirm the unique identification

of that natural person, such as facial images or dactyloscopic data;

15. 'data concerning health' means personal data related to the physical or mental health of a natural person,

including the provision of health care services, which reveal information about his or her health status;
16. 'main establishment' means:

(a) as regards a controller with establishments in more than one Member State, the place of its central
administration in the Union, unless the decisions on the purposes and means of the processing of
personal data are taken in another establishment of the controller in the Union and the latter
establishment has the power to have such decisions implemented, in which case the establishment

having taken such decisions is to be considered to be the main establishment;

(b) as regards a processor with establishments in more than one Member State, the place of its central
administration in the Union, or, if the processor has no central administration in the Union, the
establishment of the processor in the Union where the main processing activities in the context of the
activities of an establishment of the processor take place to the extent that the processor is subject to

specific obligations under this Regulation;

17. 'representative' means a natural or legal person established in the Union who, designated by the controller
or processor in writing pursuant to Article 27, represents the controller or processor with regard to their

respective obligations under this Regulation;
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18. 'enterprise' means a natural or legal person engaged in an economic activity, irrespective of its legal form,

including partnerships or associations regularly engaged in an economic activity;
19. 'group of undertakings' means a controlling undertaking and its controlled undertakings;

20. 'binding corporate rules' means personal data protection policies which are adhered to by a controller or
processor established on the territory of a Member State for transfers or a set of transfers of personal data to a
controller or processor in one or more third countries within a group of undertakings, or group of enterprises

engaged in a joint economic activity;

21. 'supervisory authority' means an independent public authority which is established by a Member State
pursuant to Article 51;

22. 'supervisory authority concerned' means a supervisory authority which is concerned by the processing of

personal data because:

(a) the controller or processor is established on the territory of the Member State of that supervisory
authority;

(b) data subjects residing in the Member State of that supervisory authority are substantially affected or

likely to be substantially affected by the processing; or
(¢) acomplaint has been lodged with that supervisory authority;
23. 'cross-border processing' means either:

(a) processing of personal data which takes place in the context of the activities of establishments in
more than one Member State of a controller or processor in the Union where the controller or

processor is established in more than one Member State; or

(b) processing of personal data which takes place in the context of the activities of a single establishment
of a controller or processor in the Union but which substantially affects or is likely to substantially

affect data subjects in more than one Member State.

24. 'relevant and reasoned objection' means an objection as to whether there is an infringement of this
Regulation or not, or whether the envisaged action in relation to the controller or processor complies with this
Regulation, which clearly demonstrates the significance of the risks posed by the draft decision as regards the
fundamental rights and freedoms of data subjects and, where applicable, the free flow of personal data within

the Union;
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25. 'information society setvice' means a service as defined in point (b) of Article 1(1) of Directive (EU)
2015/1535 of the European Patliament and of the Council®®;

26. 'international organisation' means an organisation and its subordinate bodies governed by public

international law, or any other body which is set up by, or on the basis of, an agreement between two or more

countties.

CHAPTERIII
PRINCIPLES

Article 5 Principles relating to processing of personal data

1. Personal data shall be:

(a)

(b)

(©

(d)

(©)

()

processed lawfully, fairly and in a transparent manner in relation to the data subject (lawfulness,

fairness and transparency’);

collected for specified, explicit and legitimate purposes and not further processed in a manner that is
incompatible with those purposes; further processing for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes shall, in accordance with Article 89(1),

not be considered to be incompatible with the initial purposes ('purpose limitation');

adequate, relevant and limited to what is necessary in relation to the purposes for which they are

processed (‘data minimisation');

accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that
personal data that are inaccurate, having regard to the purposes for which they are processed, are erased

or rectified without delay (‘accuracy');

kept in a form which permits identification of data subjects for no longer than is necessary for the
purposes for which the personal data are processed; personal data may be stored for longer periods
insofar as the personal data will be processed solely for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes in accordance with Article 89(1) subject
to implementation of the appropriate technical and organisational measures required by this Regulation

in order to safeguard the rights and freedoms of the data subject ('storage limitation');

processed in a manner that ensures appropriate secutity of the personal data, including protection
against unauthorised or unlawful processing and against accidental loss, destruction or damage, using

appropriate technical or organisational measures (integrity and confidentiality').

19 Directive (EU) 2015/1535 of the European Patliament and of the Council of 9 September 2015 laying down
a procedure for the provision of information in the field of technical regulations and of rules on Information
Society services (O] L 241, 17.9.2015, p. 1).
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2. The controller shall be responsible for, and be able to demonstrate compliance with, paragraph 1

('accountability').
Article 6 Lawfulness of processing
1. Processing shall be lawful only if and to the extent that at least one of the following applies:

(a) the data subject has given consent to the processing of his or her personal data for one or more specific

purposes;

(b) processing is necessary for the performance of a contract to which the data subject is party or in order

to take steps at the request of the data subject prior to entering into a contract;
(c) processing is necessaty for compliance with a legal obligation to which the controller is subject;

(d) processing is necessary in order to protect the vital interests of the data subject or of another natural

petrson;

(e) processing is necessary for the performance of a task carried out in the public interest or in the exercise

of official authority vested in the controller;

(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by a
third party, except where such interests are overridden by the interests or fundamental rights and
freedoms of the data subject which require protection of personal data, in particular where the data

subject is a child.

Point (f) of the first subparagraph shall not apply to processing carried out by public authorities in the

performance of their tasks.

2. Member States may maintain or introduce more specific provisions to adapt the application of the rules of
this Regulation with regard to processing for compliance with points (c) and (e) of paragraph 1 by determining
more precisely specific requirements for the processing and other measures to ensure lawful and fair processing

including for other specific processing situations as provided for in Chapter IX.

3. The basis for the processing referred to in point (c) and (e) of paragraph 1 shall be laid down by:
(a) Union law; or
(b) Member State law to which the controller is subject.

The purpose of the processing shall be determined in that legal basis or, as regards the processing referred to
in point (e) of paragraph 1, shall be necessary for the performance of a task carried out in the public interest or
in the exercise of official authority vested in the controller. That legal basis may contain specific provisions to
adapt the application of rules of this Regulation, inter alia: the general conditions governing the lawfulness of
processing by the controller; the types of data which are subject to the processing; the data subjects concerned;
the entities to, and the purposes for which, the personal data may be disclosed; the purpose limitation; storage

periods; and processing operations and processing procedures, including measures to ensure lawful and fair
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processing such as those for other specific processing situations as provided for in Chapter IX. The Union or
the

Member State law shall meet an objective of public interest and be proportionate to the legitimate aim pursued.

4. Where the processing for a purpose other than that for which the personal data have been collected is not
based on the data subject's consent or on a Union or Member State law which constitutes a necessary and
proportionate measure in a democratic society to safeguard the objectives referred to in Article 23(1), the
controller shall, in order to ascertain whether processing for another purpose is compatible with the purpose

for which the personal data are initially collected, take into account, inter alia:

(a) any link between the purposes for which the personal data have been collected and the purposes of

the intended further processing;

(b) the context in which the personal data have been collected, in particular regarding the relationship

between data subjects and the controller;

(c) the nature of the personal data, in particular whether special categories of personal data are processed,
pursuant to Article 9, or whether personal data related to criminal convictions and offences are

processed, pursuant to Article 10;
(d) the possible consequences of the intended further processing for data subjects;

(€) the existence of appropriate safeguards, which may include encryption or pseudonymisation.

Article 7 Conditions for consent

1. Where processing is based on consent, the controller shall be able to demonstrate that the data subject has

consented to processing of his or her personal data.

2. If the data subject's consent is given in the context of a written declaration which also concerns other
matters, the request for consent shall be presented in a manner which is clearly distinguishable from the other
matters, in an intelligible and easily accessible form, using clear and plain language. Any part of such a

declaration which constitutes an infringement of this Regulation shall not be binding.

3. The data subject shall have the right to withdraw his or her consent at any time. The withdrawal of consent
shall not affect the lawfulness of processing based on consent before its withdrawal. Prior to giving consent,

the data subject shall be informed thereof. It shall be as easy to withdraw consent as to give it.

4. When assessing whether consent is freely given, utmost account shall be taken of whether, inser alia, the
performance of a contract, including the provision of a setvice, is conditional on consent to the processing of

personal data that is not necessary for the performance of that contract.

Article 8 Conditions applicable to child's consent in relation to information society setvices

1. Where point (a) of Article 6(1) applies, in relation to the offer of information society services directly to a

child, the processing of the personal data of a child shall be lawful where the child is at least 16 years old. Where
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the child is below the age of 16 years, such processing shall be lawful only if and to the extent that consent is

given or authorised by the holder of parental responsibility over the child.

Member States may provide by law for a lower age for those purposes provided that such lower age is not

below 13 years.

2. The controller shall make reasonable efforts to verify in such cases that consent is given or authorised by

the holder of parental responsibility over the child, taking into consideration available technology.

3. Paragraph 1 shall not affect the general contract law of Member States such as the rules on the validity,

formation or effect of a contract in relation to a child.

Article 9 Processing of special categories of personal data

1. Processing of personal data revealing racial or ethnic origin, political opinions, treligious or philosophical
beliefs, or trade-union membership, and the processing of genetic data, biometric data for the purpose of
uniquely identifying a natural person, data concerning health or data concerning a natural person's sex life or

sexual orientation shall be prohibited.
2. Paragraph 1 shall not apply if one of the following applies:

(a)  the data subject has given explicit consent to the processing of those personal data for one or more
specified purposes, except where Union or Member State law provide that the prohibition referred to

in paragraph 1 may not be lifted by the data subject;

(b)  processing is necessary for the purposes of carrying out the obligations and exercising specific rights
of the controller or of the data subject in the field of employment and social security and social
protection law in so far as it is authorised by Union or Member State law or a collective agreement
pursuant to Member State law providing for appropriate safeguards for the fundamental rights and the

interests of the data subject;

(c)  processing is necessaty to protect the vital interests of the data subject or of another natural person

where the data subject is physically or legally incapable of giving consent;

(d) processing is carried out in the course of its legitimate activities with appropriate safeguards by a
foundation, association or any other not-for-profit body with a political, philosophical, religious or
trade-union aim and on condition that the processing relates solely to the members or to former
members of the body or to persons who have regular contact with it in connection with its purposes

and that the personal data are not disclosed outside that body without the consent of the data subjects;
(e)  processing relates to personal data which are manifestly made public by the data subject;

(f)  processing is necessary for the establishment, exercise or defence of legal claims or whenever courts

are acting in their judicial capacity;

(g) processing is necessary for reasons of substantial public interest, on the basis of Union or Member

State law which shall be proportionate to the aim pursued, respect the essence of the right to data
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protection and provide for suitable and specific measures to safeguard the fundamental rights and the

interests of the data subject;

(h)  processing is necessary for the purposes of preventive or occupational medicine, for the assessment of
the working capacity of the employee, medical diagnosis, the provision of health or social care or
treatment or the management of health or social care systems and services on the basis of Union or
Member State law or pursuant to contract with a health professional and subject to the conditions and

safeguards referred to in paragraph 3;

(1)  processing is necessary for reasons of public interest in the area of public health, such as protecting
against serious cross-border threats to health or ensuring high standards of quality and safety of health
care and of medicinal products or medical devices, on the basis of Union or Member State law which
provides for suitable and specific measures to safeguard the rights and freedoms of the data subject, in

particular professional secrecy; or

(J)  processing is necessary for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes in accordance with Article 89(1) based on Union or Member State law
which shall be proportionate to the aim pursued, respect the essence of the right to data protection
and provide for suitable and specific measures to safeguard the fundamental rights and the interests of

the data subject.

3. Personal data referred to in paragraph 1 may be processed for the purposes referred to in point (h) of
paragraph 2 when those data are processed by or under the responsibility of a professional subject to the
obligation of professional secrecy under Union or Member State law or rules established by national competent
bodies or by another person also subject to an obligation of secrecy under Union or Member State law or rules

established by national competent bodies.

4. Member States may maintain or introduce further conditions, including limitations, with regard to the

processing of genetic data, biometric data or data concerning health.
Article 10 Processing of personal data relating to criminal convictions and offences

Processing of personal data relating to criminal convictions and offences or related security measures based on
Article 6(1) shall be carried out only under the control of official authority or when the processing is authorised
by Union or Member State law providing for appropriate safeguards for the rights and freedoms of data
subjects. Any comprehensive register of criminal convictions shall be kept only under the control of official

authority.

Article 11 Processing which does not require identification

1. If the purposes for which a controller processes personal data do not or do no longer require the
identification of a data subject by the controller, the controller shall not be obliged to maintain, acquire or
process additional information in order to identify the data subject for the sole purpose of complying with this

Regulation.
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2. Where, in cases referred to in paragraph 1 of this Article, the controller is able to demonstrate that it is not
in a position to identify the data subject, the controller shall inform the data subject accordingly, if possible. In
such cases, Articles 15 to 20 shall not apply except where the data subject, for the purpose of exercising his or

her rights under those articles, provides additional information enabling his or her identification.

CHAPTER III
RIGHTS OF THE DATA SUBJECT

SECTION 1
TRANSPARENCY AND MODALITIES

Article 12 Transparent information, communication and modalities for the exercise of the rights of the

data subject

1. The controller shall take appropriate measures to provide any information referred to in Articles 13 and 14
and any communication under Articles 15 to 22 and 34 relating to processing to the data subject in a concise,
transparent, intelligible and easily accessible form, using clear and plain language, in particular for any
information addressed specifically to a child. The information shall be provided in writing, or by other means,
including, where appropriate, by electronic means. When requested by the data subject, the information may

be provided orally, provided that the identity of the data subject is proven by other means.

2. The controller shall facilitate the exercise of data subject rights under Articles 15 to 22. In the cases referred
to in Article 11(2), the controller shall not refuse to act on the request of the data subject for exercising his or
her rights under Articles 15 to 22, unless the controller demonstrates that it is not in a position to identify the

data subject.

3. The controller shall provide information on action taken on a request under Articles 15 to 22 to the data
subject without undue delay and in any event within one month of receipt of the request. That period may be
extended by two further months where necessary, taking into account the complexity and number of the
requests. The controller shall inform the data subject of any such extension within one month of receipt of the
request, together with the reasons for the delay. Where the data subject makes the request by electronic form
means, the information shall be provided by electronic means where possible, unless otherwise requested by

the data subject.

4. If the controller does not take action on the request of the data subject, the controller shall inform the data
subject without delay and at the latest within one month of receipt of the request of the reasons for not taking

action and on the possibility of lodging a complaint with a supervisory authority and seeking a judicial remedy.

5. Information provided under Atticles 13 and 14 and any communication and any actions taken under Articles
15 to 22 and 34 shall be provided free of charge. Where requests from a data subject are manifestly unfounded

or excessive, in particular because of their repetitive character, the controller may either:

(a) charge a reasonable fee taking into account the administrative costs of providing the information or

communication or taking the action requested; or
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(b)  refuse to act on the request.

The controller shall bear the burden of demonstrating the manifestly unfounded or excessive character of the

request.

6. Without prejudice to Atrticle 11, where the controller has reasonable doubts concerning the identity of the
natural person making the request referred to in Articles 15 to 21, the controller may request the provision of

additional information necessary to confirm the identity of the data subject.

7. The information to be provided to data subjects pursuant to Articles 13 and 14 may be provided in
combination with standardised icons in order to give in an easily visible, intelligible and clearly legible manner
a meaningful overview of the intended processing. Where the icons are presented electronically they shall be

machine-readable.

8. The Commission shall be empowered to adopt delegated acts in accordance with Atrticle 92 for the purpose
of determining the information to be presented by the icons and the procedures for providing standardised

icons.

SECTION 2
INFORMATION AND ACCESS TO PERSONAL DATA

Article 13 Information to be provided where personal data are collected from the data subject

1. Where personal data relating to a data subject are collected from the data subject, the controller shall, at the

time when personal data are obtained, provide the data subject with all of the following information:

(a)  the identity and the contact details of the controller and, where applicable, of the controllet's

representative;
(b)  the contact details of the data protection officer, where applicable;

(c)  the purposes of the processing for which the personal data are intended as well as the legal basis for

the processing;

(d) where the processing is based on point (f) of Article 6(1), the legitimate interests pursued by the
controller or by a third party;

(e) the recipients or categories of recipients of the personal data, if any;

(f)  where applicable, the fact that the controller intends to transfer personal data to a third country or
international organisation and the existence or absence of an adequacy decision by the Commission,
or in the case of transfers referred to in Article 46 or 47, or the second subparagraph of Article 49(1),
reference to the appropriate or suitable safeguards and the means by which to obtain a copy of them

or where they have been made available.
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2. In addition to the information referred to in paragraph 1, the controller shall, at the time when personal

data are obtained, provide the data subject with the following further information necessary to ensure fair and

transparent processing:

(a)

(b)

©

(d)
(e

®

the period for which the personal data will be stored, or if that is not possible, the criteria used to

determine that period;

the existence of the right to request from the controller access to and rectification or erasure of personal
data or restriction of processing concerning the data subject or to object to processing as well as the

right to data portability;

where the processing is based on point (a) of Article 6(1) or point (a) of Article 9(2), the existence of
the right to withdraw consent at any time, without affecting the lawfulness of processing based on

consent before its withdrawal;
the right to lodge a complaint with a supervisory authority;

whether the provision of personal data is a statutory or contractual requirement, or a requirement
necessary to enter into a contract, as well as whether the data subject is obliged to provide the personal

data and of the possible consequences of failure to provide such data;

the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4)
and, at least in those cases, meaningful information about the logic involved, as well as the significance

and the envisaged consequences of such processing for the data subject.

3. Wherte the controller intends to further process the personal data for a purpose other than that for which

the personal data were collected, the controller shall provide the data subject prior to that further processing

with information on that other purpose and with any relevant further information as referred to in paragraph

2.

4. Paragraphs 1, 2 and 3 shall not apply where and insofar as the data subject already has the information.

Article 14 Information to be provided where personal data have not been obtained from the data

subject

1. Where personal data have not been obtained from the data subject, the controller shall provide the data

subject with the following information:

(a)
(b)
©

(d)

the identity and the contact details of the controller and, if any, of the controllet's representative;
the contact details of the data protection officer, where applicable;

the purposes of the processing for which the personal data are intended as well as the legal basis for

the processing;

the categories of personal data concerned;
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(e)
®

the recipients or categories of recipients of the personal data, where applicable;

where applicable, that the controller intends to transfer personal data to a recipient in a third country
or international organisation and the existence or absence of an adequacy decision by the Commission,
or in the case of transfers referred to in Article 46 or 47, or the second subparagraph of Article 49(1),
reference to the appropriate or suitable safeguards and the means to obtain a copy of them or where

they have been made available.

2. In addition to the information referred to in paragraph 1, the controller shall provide the data subject with

the following information necessary to ensure fair and transparent processing in respect of the data subject:

(2)

(b)

(©

(d)

(©
0]

(2

the period for which the personal data will be stored, or if that is not possible, the criteria used to

determine that period;

where the processing is based on point (f) of Article 6(1), the legitimate interests pursued by the
controller or by a third party;

the existence of the right to request from the controller access to and rectification or erasure of personal
data or restriction of processing concerning the data subject and to object to processing as well as the

right to data portability;

where processing is based on point (a) of Article 6(1) or point (a) of Article 9(2), the existence of the
right to withdraw consent at any time, without affecting the lawfulness of processing based on consent

before its withdrawal;
the right to lodge a complaint with a supervisory authority;

from which source the personal data originate, and if applicable, whether it came from publicly

accessible sources;

the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4)
and, at least in those cases, meaningful information about the logic involved, as well as the significance

and the envisaged consequences of such processing for the data subject.

3. The controller shall provide the information referred to in paragraphs 1 and 2:

(a)

(b)

(©)

within a reasonable period after obtaining the personal data, but at the latest within one month, having

regard to the specific circumstances in which the personal data are processed;

if the personal data are to be used for communication with the data subject, at the latest at the time of

the first communication to that data subject; or

if a disclosure to another recipient is envisaged, at the latest when the personal data are first disclosed.

4. Where the controller intends to further process the personal data for a purpose other than that for which

the personal data were obtained, the controller shall provide the data subject prior to that further processing
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with information on that other purpose and with any relevant further information as referred to in paragraph

2.

5. Paragraphs 1 to 4 shall not apply where and insofar as:

(@)
(b)

©

(d)

the data subject already has the information;

the provision of such information proves impossible or would involve a disproportionate effort, in
particular for processing for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes, subject to the conditions and safeguards referred to in Article 89(1) or
in so far as the obligation referred to in paragraph 1 of this Article is likely to render impossible or
seriously impair the achievement of the objectives of that processing. In such cases the controller shall
take appropriate measures to protect the data subject's rights and freedoms and legitimate interests,

including making the information publicly available;

obtaining or disclosure is expressly laid down by Union or Member State law to which the controller

is subject and which provides appropriate measures to protect the data subject's legitimate interests; or

where the personal data must remain confidential subject to an obligation of professional secrecy

regulated by Union or Member State law, including a statutory obligation of secrecy.

Article 15 Right of access by the data subject

1. The data subject shall have the right to obtain from the controller confirmation as to whether or not personal

data concerning him or her are being processed, and where that is the case, access to the personal data and the

following information:

(a)
(b)
(©

(d)

(e)

®
(2

the purposes of the processing;
the categories of personal data concerned;

the recipients or categories of recipient to whom the personal data have been or will be disclosed, in

particular recipients in third countries or international organisations;

where possible, the envisaged period for which the personal data will be stored, o, if not possible, the

criteria used to determine that period;

the existence of the right to request from the controller rectification or erasure of personal data or

restriction of processing of personal data concerning the data subject or to object to such processing;
the right to lodge a complaint with a supervisory authority;

where the personal data are not collected from the data subject, any available information as to their

source;
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(h) the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4)
and, at least in those cases, meaningful information about the logic involved, as well as the significance

and the envisaged consequences of such processing for the data subject.

2. Where personal data are transferred to a third country or to an international organisation, the data subject

shall have the right to be informed of the appropriate safeguards pursuant to Article 46 relating to the transfer.

3. The controller shall provide a copy of the personal data undergoing processing. For any further copies
requested by the data subject, the controller may charge a reasonable fee based on administrative costs. Where
the data subject makes the request by electronic means, and unless otherwise requested by the data subject, the

information shall be provided in a commonly used electronic form.

4. The right to obtain a copy referred to in paragraph 3 shall not adversely affect the rights and freedoms of

others.

SECTION 3
RECTIFICATION AND ERASURE

Article 16 Right to rectification
The data subject shall have the right to obtain from the controller without undue delay the rectification of
inaccurate personal data concerning him or her . Taking into account the purposes of the processing, the data

subject shall have the right to have incomplete personal data completed, including by means of providing a

supplementary statement.

Article 17 Right to erasure ('right to be forgotten')

1. The data subject shall have the right to obtain from the controller the erasure of personal data concerning
him or her without undue delay and the controller shall have the obligation to erase personal data without

undue delay where one of the following grounds applies:

(a)  the personal data are no longer necessaty in relation to the purposes for which they were collected or

otherwise processed;

(b)  the data subject withdraws consent on which the processing is based according to point (a) of Article

6(1), or point (a) of Article 9(2), and where there is no other legal ground for the processing;

(c) the data subject objects to the processing pursuant to Article 21(1) and there are no overriding
legitimate grounds for the processing, or the data subject objects to the processing pursuant to Article
212);

(d) the personal data have been unlawfully processed;

(e)  the personal data have to be erased for compliance with a legal obligation in Union or Member State

law to which the controller is subject;
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()

the personal data have been collected in relation to the offer of information society services referred
to in Article 8(1).

2. Where the controller has made the personal data public and is obliged pursuant to paragraph 1 to erase the

personal data, the controller, taking account of available technology and the cost of implementation, shall take

reasonable steps, including technical measures, to inform controllers which are processing the personal data

that the data subject has requested the erasure by such controllers of any links to, or copy or replication of,

those personal data.

3. Paragraphs 1 and 2 shall not apply to the extent that processing is necessary:

(@)
(b)

©

(d)

(e

for exercising the right of freedom of expression and information;

for compliance with a legal obligation which requires processing by Union or Member State law to
which the controller is subject or for the performance of a task carried out in the public interest or in

the exercise of official authority vested in the controller;

for reasons of public interest in the area of public health in accordance with points (h) and (i) of Article
9(2) as well as Article 9(3);

for archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes in accordance with Article 89(1) in so far as the right referred to in paragraph 1 is likely to

render impossible or seriously impair the achievement of the objectives of that processing; or

for the establishment, exercise or defence of legal claims.

Article 18 Right to restriction of processing

1. The data subject shall have the right to obtain from the controller restriction of processing where one of

the following applies:

(a)

(b)

©

(d)

the accuracy of the personal data is contested by the data subject, for a period enabling the controller

to verify the accuracy of the personal data;

the processing is unlawful and the data subject opposes the erasure of the personal data and requests

the restriction of their use instead;

the controller no longer needs the personal data for the purposes of the processing, but they are

required by the data subject for the establishment, exercise or defence of legal claims;

the data subject has objected to processing pursuant to Article 21(1) pending the verification whether

the legitimate grounds of the controller override those of the data subject.

2. Where processing has been restricted under paragraph 1, such personal data shall, with the exception of

storage, only be processed with the data subject's consent or for the establishment, exercise or defence of legal

claims or for the protection of the rights of another natural or legal person or for reasons of important public

interest of the Union or of a Member State.
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3. A data subject who has obtained restriction of processing pursuant to paragraph 1 shall be informed by the

controller before the restriction of processing is lifted.

Article 19 Notification obligation regarding rectification or erasure of personal data or restriction of

processing

The controller shall communicate any rectification or erasure of personal data or restriction of processing
carried out in accordance with Articles 16, 17(1) and 18 to each recipient to whom the personal data have been
disclosed, unless this proves impossible or involves disproportionate effort. The controller shall inform the

data subject about those recipients if the data subject requests it.

Article 20 Right to data portability

1. The data subject shall have the right to receive the personal data concerning him or her, which he or she
has provided to a controller, in a structured, commonly used and machine-readable format and have the right
to transmit those data to another controller without hindrance from the controller to which the personal data

have been provided, where:

(a)  the processing is based on consent pursuant to point (a) of Article 6(1) or point (a) of Article 9(2) or
on a contract pursuant to point (b) of Article 6(1); and

(b)  the processing is carried out by automated means.

2. In exercising his or her right to data portability pursuant to paragraph 1, the data subject shall have the right

to have the personal data transmitted directly from one controller to another, where technically feasible.

3. The exercise of the right referred to in paragraph 1 of this Article shall be without prejudice to Article 17.
That right shall not apply to processing necessary for the performance of a task carried out in the public interest

or in the exercise of official authority vested in the controller.

4. The right referred to in paragraph 1 shall not adversely affect the rights and freedoms of others.

SECTION 4
RIGHT TO OBJECT AND AUTOMATED INDIVIDUAL DECISION-MAKING

Article 21 Right to object

1. The data subject shall have the right to object, on grounds relating to his or her particular situation, at any
time to processing of personal data concerning him or her which is based on points (e) or (f) of Article 6(1),
including profiling based on those provisions. The controller shall no longer process the personal data unless
the controller demonstrates compelling legitimate grounds for the processing which override the interests,

rights and freedoms of the data subject or for the establishment, exercise or defence of legal claims.

2. Where personal data are processed for direct marketing purposes, the data subject shall have the right to
object at any time to processing of personal data concerning him or her for such marketing, which includes

profiling to the extent that it is related to such direct marketing.
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3. Where the data subject objects to processing for direct marketing purposes, the personal data shall no longer

be processed for such purposes.

4. At the latest at the time of the first communication with the data subject, the right referred to in paragraphs
1 and 2 shall be explicitly brought to the attention of the data subject and shall be presented clearly and

separately from any other information.

5. In the context of the use of information society setvices, and notwithstanding Directive 2002/58/EC, the

data subject may exercise his or her right to object by automated means using technical specifications.

6. Where personal data are processed for scientific or historical research purposes or statistical purposes
pursuant to Article 89(1), the data subject, on grounds relating to his or her particular situation, shall have the
right to object to processing of personal data concerning him or her, unless the processing is necessary for the

performance of a task carried out for reasons of public interest.

Article 22 Automated individual decision-making, including profiling

1. The data subject shall have the right not to be subject to a decision based solely on automated processing,
including profiling, which produces legal effects concerning him or her or similarly significantly affects him or
her.

2. Paragraph 1 shall not apply if the decision:

(@) is necessary for entering into, or performance of, a contract between the data subject and a data

controller;

(b) is authorised by Union or Member State law to which the controller is subject and which also lays

down suitable measures to safeguard the data subject's rights and freedoms and legitimate interests; or
(c) is based on the data subject's explicit consent.

3. In the cases referred to in points (a) and (c) of paragraph 2, the data controller shall implement suitable
measures to safeguard the data subject's rights and freedoms and legitimate intetests, at least the right to obtain

human intervention on the part of the controller, to express his or her point of view and to contest the decision.

4. Decisions referred to in paragraph 2 shall not be based on special categories of personal data referred to in
Article 9(1), unless point (a) or (g) of Article 9(2) apply and suitable measures to safeguard the data subject's

rights and freedoms and legitimate interests are in place.

SECTION 5
RESTRICTIONS

Article 23 Restrictions

1. Union or Member State law to which the data controller or processor is subject may restrict by way of a
legislative measure the scope of the obligations and rights provided for in Articles 12 to 22 and Article 34, as

well as Article 5 in so far as its provisions correspond to the rights and obligations provided for in Articles 12
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to 22, when such a restriction respects the essence of the fundamental rights and freedoms and is a necessary

and proportionate measure in a democratic society to safeguard:

(2)
(b)
(©
(d)

(e)

®

(2
(h)

(i)
)

national security;
defence;
public security;

the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal

penalties, including the safeguarding against and the prevention of threats to public security;

other important objectives of general public interest of the Union or of a Member State, in particular
an important economic or financial interest of the Union or of a Member State, including monetary,

budgetary and taxation a matters, public health and social security;
the protection of judicial independence and judicial proceedings;
the prevention, investigation, detection and prosecution of breaches of ethics for regulated professions;

a monitoring, inspection or regulatory function connected, even occasionally, to the exercise of official

authority in the cases referred to in points (a), (b), (c), (d), (¢) and (g);
the protection of the data subject or the rights and freedoms of others;

the enforcement of civil law claims.

2. In particular, any legislative measure referred to in paragraph 1 shall contain specific provisions at least,

where relevant, as to:

(a)
(b)
(©)
(d)
(e)
®

(2
(h)

the purposes of the processing or categories of processing;
the categories of personal data;

the scope of the restrictions introduced;

the safeguards to prevent abuse or unlawful access or transfer;
the specification of the controller or categories of controllers;

the storage periods and the applicable safeguards taking into account the nature, scope and purposes

of the processing or categories of processing;
the risks to the rights and freedoms of data subjects; and

the right of data subjects to be informed about the restriction, unless that may be prejudicial to the

purpose of the restriction.
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CHAPTER IV
CONTROLLER AND PROCESSOR

SECTION 1
GENERAL OBLIGATIONS

Article 24 Responsibility of the controller

1. Taking into account the nature, scope, context and purposes of processing as well as the risks of varying
likelihood and severity for the rights and freedoms of natural persons, the controller shall implement
appropriate technical and organisational measures to ensure and to be able to demonstrate that processing is

performed in accordance with this Regulation. Those measures shall be reviewed and updated where necessary.

2. Where proportionate in relation to processing activities, the measures referred to in paragraph 1 shall include

the implementation of appropriate data protection policies by the controller.

3. Adherence to approved codes of conduct as referred to in Article 40 or approved certification mechanisms
as referred to in Article 42 may be used as an element by which to demonstrate compliance with the obligations

of the controller.
Article 25 Data protection by design and by default

1. Taking into account the state of the art, the cost of implementation and the nature, scope, context and
purposes of processing as well as the risks of varying likelihood and severity for rights and freedoms of natural
persons posed by the processing, the controller shall, both at the time of the determination of the means for
processing and at the time of the processing itself, implement appropriate technical and organisational
measures, such as pseudonymisation, which are designed to implement data-protection principles, such as data
minimisation, in an effective manner and to integrate the necessary safeguards into the processing in order to

meet the requirements of this Regulation and protect the rights of data subjects.

2. The controller shall implement appropriate technical and organisational measures for ensuring that, by
default, only personal data which are necessary for each specific purpose of the processing are processed. That
obligation applies to the amount of personal data collected, the extent of their processing, the period of their
storage and their accessibility. In particular, such measures shall ensure that by default personal data are not

made accessible without the individual's intervention to an indefinite number of natural persons.

3. An approved certification mechanism pursuant to Article 42 may be used as an clement to demonstrate

compliance with the requirements set out in paragraphs 1 and 2 of this Article.

Article 26 Joint controllers

1. Where two or more controllers jointly determine the purposes and means of processing, they shall be joint
controllers. They shall in a transparent manner determine their respective responsibilities for compliance with
the obligations under this Regulation, in particular as regards the exercising of the rights of the data subject and
their respective duties to provide the information referred to in Articles 13 and 14, by means of an arrangement

between them unless, and in so far as, the respective responsibilities of the controllers are determined by Union
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or Member State law to which the controllers are subject. The arrangement may designate a contact point for

data subjects.

2. The arrangement referred to in paragraph 1 shall duly reflect the respective roles and relationships of the
joint controllers vis-a-vis the data subjects. The essence of the arrangement shall be made available to the data

subject.

3. Irrespective of the terms of the arrangement referred to in paragraph 1, the data subject may exercise his or

her rights under this Regulation in respect of and against each of the controllers.

Article 27 Representatives of controllers or processors not established in the Union

1. Where Article 3(2) applies, the controller or the processor shall designate in writing a representative in the

Union.
2. This obligation shall not apply to:

(a)  processing which is occasional, does not include, on a large scale, processing of special categoties of
data as referred to in Article 9(1) or processing of personal data relating to criminal convictions and
offences referred to in Article 10, and is unlikely to result in a risk to the rights and freedoms of natural

persons, taking into account the nature, context, scope and purposes of the processing; or
(b)  apublic authority or body.

3. The representative shall be established in one of those Member States where the data subjects are and whose
personal data are processed in relation to the offering of goods or services to them, or whose behaviour is

monitored.

4. The representative shall be mandated by the controller or processor to be addressed in addition to or instead
of the controller or the processor by, in particular, supervisory authorities and data subjects, on all issues related

to processing, for the purposes of ensuring compliance with this Regulation.

5. The designation of a representative by the controller ot processor shall be without prejudice to legal actions

which could be initiated against the controller or the processor themselves.

Article 28 Processor

1. Where processing is to be carried out on behalf of a controller, the controller shall use only processors
providing sufficient guarantees to implement appropriate technical and organisational measures in such a
manner that processing will meet the requirements of this Regulation and ensure the protection of the rights

of the data subject.

2. 'The processor shall not engage another processor without prior specific or general written authotisation of
the controller. In the case of general written authorisation, the processor shall inform the controller of any
intended changes concerning the addition or replacement of other processors, thereby giving the controller the

opportunity to object to such changes.
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3. Processing by a processor shall be governed by a contract or other legal act under Union or Member State
law, that is binding on the processor with regard to the controller and that sets out the subject-matter and
duration of the processing, the nature and purpose of the processing, the type of personal data and categories
of data subjects and the obligations and rights of the controller. That contract or other legal act shall stipulate,

in particular, that the processor:

(@)  processes the personal data only on documented instructions from the controller, including with regard
to transfers of personal data to a third country or an international organisation, unless required to do
so by Union or Member State law to which the processor is subject; in such a case, the processor shall
inform the controller of that legal requirement before processing, unless that law prohibits such

information on important grounds of public interest;

(b) ensures that persons authorised to process the personal data have committed themselves to

confidentiality or are under an appropriate statutory obligation of confidentiality;
(c) takes all measures required pursuant to Article 32;
(d)  respects the conditions referred to in paragraphs 2 and 4 for engaging another processor;

(e) taking into account the nature of the processing, assists the controller by appropriate technical and
organisational measures, insofar as this is possible, for the fulfilment of the controller's obligation to

respond to requests for exercising the data subject's rights laid down in Chapter I1I;

(f)  assists the controller in ensuring compliance with the obligations pursuant to Articles 32 to 36 taking

into account the nature of processing and the information available to the processor;

(g) at the choice of the controller, deletes or returns all the personal data to the controller after the end of
the provision of services relating to processing, and deletes existing copies unless Union or Member

State law requires storage of the personal data;

(h) makes available to the controller all information necessary to demonstrate compliance with the
obligations laid down in this Article and allow for and contribute to audits, including inspections,

conducted by the controller or another auditor mandated by the controller.

With regard to point (h) of the first subparagraph, the processor shall immediately inform the controller if, in

its opinion, an instruction infringes this Regulation or other Union or Member State data protection provisions.

4. Where a processor engages another processor for carrying out specific processing activities on behalf of the
controller, the same data protection obligations as set out in the contract or other legal act between the
controller and the processor as referred to in paragraph 3 shall be imposed on that other processor by way of
a contract or other legal act under Union or Member State law, in particular providing sufficient guarantees to
implement appropriate technical and organisational measures in such a manner that the processing will meet
the requirements of this Regulation. Where that other processor fails to fulfil its data protection obligations,
the initial processor shall remain fully liable to the controller for the performance of that other processot's

obligations.
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5. Adherence of a processor to an approved code of conduct as referred to in Article 40 or an approved
certification mechanism as referred to in Article 42 may be used as an element by which to demonstrate

sufficient guarantees as referred to in paragraphs 1 and 4 of this Article.

6. Without prejudice to an individual contract between the controller and the processor, the contract ot the
other legal act referred to in paragraphs 3 and 4 of this Article may be based, in whole or in part, on standard
contractual clauses referred to in paragraphs 7 and 8 of this Article, including when they are part of a

certification granted to the controller or processor pursuant to Articles 42 and 43.

7. 'The Commission may lay down standard contractual clauses for the matters referred to in paragraph 3 and

4 of this Article and in accordance with the examination procedure referred to in Article 93(2).

8. A supervisory authority may adopt standard contractual clauses for the matters referred to in paragraph 3

and 4 of this Article and in accordance with the consistency mechanism referred to in Article 63.

9. The contract ot the other legal act referred to in paragraphs 3 and 4 shall be in writing, including in electronic

form.

10. Without prejudice to Articles 82, 83 and 84, if a processor infringes this Regulation by determining the
purposes and means of processing, the processor shall be considered to be a controller in respect of that

processing.
Article 29 Processing under the authority of the controller or processor

The processor and any person acting under the authority of the controller or of the processor, who has access
to personal data, shall not process those data except on instructions from the controller, unless required to do

so by Union or Member State law.
Article 30 Records of processing activities

1. Each controller and, where applicable, the controllet's representative, shall maintain a record of processing

activities under its responsibility. That record shall contain all of the following information:

(a)  the name and contact details of the controller and, where applicable, the joint controller, the controllet's

representative and the data protection officer;
(b) the purposes of the processing;
(¢c)  adescription of the categories of data subjects and of the categories of personal data;

(d) the categories of recipients to whom the personal data have been or will be disclosed including

recipients in third countries or international organisations;

()  where applicable, transfers of personal data to a third country or an international organisation,
including the identification of that third country or international organisation and, in the case of
transfers referred to in the second subparagraph of Article 49(1), the documentation of appropriate

safeguards;
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(f)  where possible, the envisaged time limits for erasure of the different categories of data;

(g) where possible, a general description of the technical and organisational security measures referred to
in Article 32(1).

2. Each processor and, where applicable, the processot's representative shall maintain a record of all categories

of processing activities carried out on behalf of a controller, containing:

(a)  the name and contact details of the processor or processors and of each controller on behalf of which
the processor is acting, and, where applicable, of the controllet's or the processot's representative, and

the data protection officer;
(b)  the categories of processing carried out on behalf of each controller;

(c)  where applicable, transfers of personal data to a third country or an international organisation,
including the identification of that third country or international organisation and, in the case of
transfers referred to in the second subparagraph of Article 49(1), the documentation of appropriate

safeguards;

(d)  where possible, a general description of the technical and organisational security measures referred to
in Article 32(1).

3. The records referred to in paragraphs 1 and 2 shall be in writing, including in electronic form.

4. The controller or the processor and, where applicable, the controllet's or the processot's representative,

shall make the record available to the supervisory authority on request.

5. The obligations referred to in paragraphs 1 and 2 shall not apply to an enterprise or an organisation
employing fewer than 250 persons unless the processing it carries out is likely to result in a risk to the rights
and freedoms of data subjects, the processing is not occasional, or the processing includes special categories of
data as referred to in Article 9(1) or personal data relating to criminal convictions and offences referred to in
Article 10.

Article 31 Cooperation with the supervisory authority

The controller and the processor and, where applicable, their representatives, shall cooperate, on request, with

the supervisory authority in the performance of its tasks.

SECTION 2
SECURITY OF PERSONAL DATA

Article 32 Security of processing

1. Taking into account the state of the att, the costs of implementation and the nature, scope, context and
purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of
natural persons, the controller and the processor shall implement appropriate technical and organisational

measures to ensure a level of security appropriate to the risk, including inter alia as appropriate:
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(a)  the pseudonymisation and encryption of personal data;

(b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing

systems and services;

(c)  the ability to restore the availability and access to personal data in a timely manner in the event of a

physical or technical incident;

(d) aprocess for regulatly testing, assessing and evaluating the effectiveness of technical and organisational

measures for ensuring the security of the processing.

2. In assessing the appropriate level of security account shall be taken in particular of the risks that are
presented by processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised

disclosure of, or access to personal data transmitted, stored or otherwise processed.

3. Adherence to an approved code of conduct as referred to in Atrticle 40 or an approved certification
mechanism as referred to in Article 42 may be used as an element by which to demonstrate compliance with

the requirements set out in paragraph 1 of this Article.

4. The controller and processor shall take steps to ensure that any natural person acting under the authority of
the controller or the processor who has access to personal data does not process them except on instructions

from the controller, unless he or she is required to do so by Union or Member State law.

Article 33 Notification of a personal data breach to the supervisory authority

1. In the case of a personal data breach, the controller shall without undue delay and, where feasible, not later
than 72 hours after having become aware of it, notify the personal data breach to the supervisory authority
competent in accordance with Article 55, unless the personal data breach is unlikely to result in a risk to the
rights and freedoms of natural persons. Where the notification to the supervisory authority is not made within

72 hours, it shall be accompanied by reasons for the delay.

2. The processor shall notify the controller without undue delay after becoming aware of a personal data
breach.

3. The notification referred to in paragraph 1 shall at least:

(a)  describe the nature of the personal data breach including where possible, the categories and
approximate number of data subjects concerned and the categories and approximate number of

personal data records concerned;

(b) communicate the name and contact details of the data protection officer or other contact point where

more information can be obtained;
(c)  describe the likely consequences of the personal data breach;

(d) describe the measures taken or proposed to be taken by the controller to address the personal data

breach, including, where appropriate, measures to mitigate its possible adverse effects.
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4. Where, and in so far as, it is not possible to provide the information at the same time, the information may

be provided in phases without undue further delay.

5. The controller shall document any personal data breaches, comprising the facts relating to the personal data
breach, its effects and the remedial action taken. That documentation shall enable the supervisory authority to

verify compliance with this Article.

Article 34 Communication of a personal data breach to the data subject

1. When the personal data breach is likely to result in a high risk to the rights and freedoms of natural persons,

the controller shall communicate the personal data breach to the data subject without undue delay.

2. The communication to the data subject referred to in paragraph 1 of this Article shall describe in clear and
plain language the nature of the personal data breach and contain at least the information and the

recommendations provided for in points (b), (c) and (d) of Article 33(3).

3. The communication to the data subject referred to in paragraph 1 shall not be required if any of the

following conditions are met:

(@)  the controller has implemented appropriate technical and organisational protection measures, and that
those measures were applied to the personal data affected by the personal data breach, in particular
those that render the personal data unintelligible to any person who is not authorised to access it, such

as encryption;

(b)  the controller has taken subsequent measures which ensure that the high risk to the rights and freedoms

of data subjects referred to in paragraph 1 is no longer likely to materialise;

(c) it would involve disproportionate effort. In such a case, there shall instead be a public communication

or similar measure whereby the data subjects are informed in an equally effective manner.

4. If the controller has not already communicated the personal data breach to the data subject, the supervisory
authority, having considered the likelihood of the personal data breach resulting in a high risk, may require it

to do so or may decide that any of the conditions referred to in paragraph 3 are met.

SECTION 3
DATA PROTECTION IMPACT ASSESSMENT AND PRIOR CONSULTATION

Article 35 Data protection impact assessment

1. Where a type of processing in particular using new technologies, and taking into account the nature, scope,
context and purposes of the processing, is likely to result in a high risk to the rights and freedoms of natural
persons, the controller shall, prior to the processing, carry out an assessment of the impact of the envisaged
processing operations on the protection of personal data. A single assessment may address a set of similar

processing operations that present similar high risks.

2. The controller shall seek the advice of the data protection officer, where designated, when carrying out a

data protection impact assessment.
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3. A data protection impact assessment referred to in paragraph 1 shall in particular be required in the case of:

(a)  asystematic and extensive evaluation of personal aspects relating to natural persons which is based on
automated processing, including profiling, and on which decisions are based that produce legal effects

concerning the natural person or similarly significantly affect the natural person;

(b)  processing on a large scale of special categories of data referred to in Article 9(1), or of personal data

relating to criminal convictions and offences referred to in Article 10; or
(c)  a systematic monitoring of a publicly accessible area on a large scale.

4. The supervisory authority shall establish and make public a list of the kind of processing operations which
are subject to the requirement for a data protection impact assessment pursuant to paragraph 1. The supervisory

authority shall communicate those lists to the Board referred to in Article 68.

5. The supetvisory authority may also establish and make public a list of the kind of processing operations for
which no data protection impact assessment is required. The supervisory authority shall communicate those
lists to the Board.

6. Prior to the adoption of the lists referred to in paragraphs 4 and 5, the competent supervisory authority shall
apply the consistency mechanism referred to in Article 63 where such lists involve processing activities which
are related to the offering of goods or services to data subjects or to the monitoring of their behaviour in several

Member States, or may substantially affect the free movement of personal data within the Union.
7. The assessment shall contain at least:

(a)  a systematic description of the envisaged processing operations and the purposes of the processing,

including, where applicable, the legitimate interest pursued by the controller;

(b) an assessment of the necessity and proportionality of the processing operations in relation to the

purposes;
(c)  anassessment of the risks to the rights and freedoms of data subjects referred to in paragraph 1; and

(d) the measures envisaged to address the risks, including safeguards, security measures and mechanisms
to ensure the protection of personal data and to demonstrate compliance with this Regulation taking

into account the rights and legitimate interests of data subjects and other persons concerned.

8. Compliance with approved codes of conduct referred to in Article 40 by the relevant controllers or
processors shall be taken into due account in assessing the impact of the processing operations performed by

such controllers or processors, in particular for the purposes of a data protection impact assessment.

9. Where appropriate, the controller shall seek the views of data subjects or their representatives on the
intended processing, without prejudice to the protection of commercial or public interests or the security of

processing operations.
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10. Where processing pursuant to point (c) ot (e) of Article 6(1) has a legal basis in Union law or in the law of
the Member State to which the controller is subject, that law regulates the specific processing operation or set
of operations in question, and a data protection impact assessment has already been carried out as part of a
general impact assessment in the context of the adoption of that legal basis, paragraphs 1 to 7 shall not apply

unless Member States deem it to be necessary to carry out such an assessment prior to processing activities.

11. Where necessary, the controller shall carry out a review to assess if processing is performed in accordance
with the data protection impact assessment at least when there is a change of the risk represented by processing

operations.
Article 36 Prior consultation

1. The controller shall consult the supervisory authority prior to processing where a data protection impact
assessment under Article 35 indicates that the processing would result in a high risk in the absence of measures

taken by the controller to mitigate the risk.

2. Where the supervisory authority is of the opinion that the intended processing referred to in paragraph 1
would infringe this Regulation, in particular where the controller has insufficiently identified or mitigated the
risk, the supervisory authority shall, within period of up to eight weeks of receipt of the request for consultation,
provide written advice to the controller and, where applicable to the processor, and may use any of its powers
referred to in Article 58. That period may be extended by six weeks, taking into account the complexity of the
intended processing. The supervisory authority shall inform the controller and, where applicable, the processor,
of any such extension within one month of receipt of the request for consultation together with the reasons
for the delay. Those periods may be suspended until the supervisory authority has obtained information it has

requested for the purposes of the consultation.

3. When consulting the supetvisory authority pursuant to paragraph 1, the controller shall provide the

supervisory authority with:

(a)  where applicable, the respective responsibilities of the controller, joint controllers and processors

involved in the processing, in particular for processing within a group of undertakings;
(b)  the purposes and means of the intended processing;

(c)  the measures and safeguards provided to protect the rights and freedoms of data subjects pursuant to

this Regulation;
(d)  where applicable, the contact details of the data protection officer;
(e) the data protection impact assessment provided for in Article 35; and
(f)  any other information requested by the supervisory authority.

4. Member States shall consult the supervisory authority during the preparation of a proposal for a legislative
measure to be adopted by a national parliament, or of a regulatory measure based on such a legislative measure,

which relates to processing.
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5. Notwithstanding paragraph 1, Member State law may require controllers to consult with, and obtain prior
authorisation from, the supervisory authority in relation to processing by a controller for the performance of a
task carried out by the controller in the public interest, including processing in relation to social protection and
public health.

SECTION 4
DATA PROTECTION OFFICER

Article 37 Designation of the data protection officer
1. The controller and the processor shall designate a data protection officer in any case where:

(a)  the processing is carried out by a public authority or body, except for courts acting in their judicial

capacity;

(b)  the core activities of the controller or the processor consist of processing operations which, by virtue
of their nature, their scope and/or their purposes, require regular and systematic monitoring of data

subjects on a large scale; or

(c)  the core activities of the controller or the processor consist of processing on a large scale of special
categories of data pursuant to Article 9 and personal data relating to criminal convictions and offences

referred to in Article 10.

2. A group of undertakings may appoint a single data protection officer provided that a data protection officer

is easily accessible from each establishment.

3. Where the controller or the processor is a public authority or body, a single data protection officer may be

designated for several such authorities or bodies, taking account of their organisational structure and size.

4. In cases other than those referred to in paragraph 1, the controller or processor or associations and other
bodies representing categories of controllers or processors may or, where required by Union or Member State
law shall, designate a data protection officer. The data protection officer may act for such associations and

other bodies representing controllers or processors.

5. The data protection officer shall be designated on the basis of professional qualities and, in patticular, expert

knowledge of data protection law and practices and the ability to fulfil the tasks referred to in Article 39.

6. The data protection officer may be a staff member of the controller or processor, or fulfil the tasks on the

basis of a service contract.

7. The controller or the processor shall publish the contact details of the data protection officer and

communicate them to the supervisory authority.

Article 38 Position of the data protection officer

1. The controller and the processor shall ensure that the data protection officer is involved, propetly and in a

timely manner, in all issues which relate to the protection of personal data.
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2. The controller and processor shall support the data protection officer in performing the tasks referred to in
Article 39 by providing resources necessary to carry out those tasks and access to personal data and processing

operations, and to maintain his or her expert knowledge.

3. The controller and processor shall ensure that the data protection officer does not receive any instructions
regarding the exercise of those tasks. He or she shall not be dismissed or penalised by the controller or the
processor for performing his tasks. The data protection officer shall directly report to the highest management

level of the controller or the processor.

4. Data subjects may contact the data protection officer with regard to all issues related to processing of their

personal data and to the exercise of their rights under this Regulation.

5. The data protection officer shall be bound by secrecy or confidentiality concerning the performance of his

ot her tasks, in accordance with Union or Member State law.

6. The data protection officer may fulfil other tasks and duties. The controller or processor shall ensure that

any such tasks and duties do not result in a conflict of interests.

Article 39 Tasks of the data protection officer
1. The data protection officer shall have at least the following tasks:

(@) to inform and advise the controller or the processor and the employees who carry out processing of
their obligations pursuant to this Regulation and to other Union or Member State data protection

provisions;

(b) to monitor compliance with this Regulation, with other Union or Member State data protection
provisions and with the policies of the controller or processor in relation to the protection of personal
data, including the assignment of responsibilities, awareness-raising and training of staff involved in

processing operations, and the related audits;

(c)  to provide advice where requested as regards the data protection impact assessment and monitor its

performance pursuant to Article 35;
(d) to cooperate with the supervisory authority;

() toactas the contact point for the supervisory authority on issues relating to processing, including the
prior consultation referred to in Article 36, and to consult, where appropriate, with regard to any other

matter.

2. The data protection officer shall in the performance of his or her tasks have due regard to the risk associated

with processing operations, taking into account the nature, scope, context and purposes of processing.
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SECTION 5
CODES OF CONDUCT AND CERTIFICATION

Article 40 Codes of conduct

1. 'The Member States, the supervisory authorities, the Board and the Commission shall encourage the drawing
up of codes of conduct intended to contribute to the proper application of this Regulation, taking account of
the specific features of the various processing sectors and the specific needs of micro, small and medium-sized

enterprises.

2. Associations and other bodies representing categories of controllers or processors may prepare codes of
conduct, or amend or extend such codes, for the purpose of specifying the application of this Regulation, such

as with regard to:
(a)  fair and transparent processing;
(b)  the legitimate interests pursued by controllers in specific contexts;
(c) the collection of personal data;
(d) the pseudonymisation of personal data;
(e) the information provided to the public and to data subjects;
(f)  the exercise of the rights of data subjects;

(g) the information provided to, and the protection of, children, and the manner in which the consent of

the holders of parental responsibility over children is to be obtained,;

(h)  the measures and procedures referred to in Articles 24 and 25 and the measures to ensure security of

processing referred to in Article 32;

(1)  the notification of personal data breaches to supervisory authorities and the communication of such

personal data breaches to data subjects;
(J)  the transfer of personal data to third countries or international organisations; or

(k)  out-of-court proceedings and other dispute resolution procedures for resolving disputes between
controllers and data subjects with regard to processing, without prejudice to the rights of data subjects

pursuant to Articles 77 and 79.

3. Inaddition to adherence by controllers or processors subject to this Regulation, codes of conduct approved
pursuant to paragraph 5 of this Article and having general validity pursuant to paragraph 9 of this Article may
also be adhered to by controllers or processors that are not subject to this Regulation pursuant to Article 3 in
order to provide appropriate safeguards within the framework of personal data transfers to third countries or
international organisations under the terms referred to in point (e) of Article 46(2). Such controllers or
processors shall make binding and enforceable commitments, via contractual or other legally binding

instruments, to apply those appropriate safeguards including with regard to the rights of data subjects.
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4. A code of conduct referred to in paragraph 2 of this Article shall contain mechanisms which enable the
body referred to in Article 41(1) to carry out the mandatory monitoring of compliance with its provisions by
the controllers or processors which undertake to apply it, without prejudice to the tasks and powers of

supervisory authorities competent pursuant to Article 55 or 56.

5. Associations and other bodies referred to in paragraph 2 of this Article which intend to prepate a code of
conduct or to amend or extend an existing code shall submit the draft code, amendment or extension to the
supervisory authority which is competent pursuant to Article 55. The supervisory authority shall provide an
opinion on whether the draft code, amendment or extension complies with this Regulation and shall approve

that draft code, amendment or extension if it finds that it provides sufficient appropriate safeguards.

6. Where the draft code, or amendment or extension is approved in accordance with paragraph 5, and where
the code of conduct concerned does not relate to processing activities in several Member States, the supervisory

authority shall register and publish the code.

7.  Where a draft code of conduct relates to processing activities in several Member States, the supervisory
authority which is competent pursuant to Article 55 shall, before approving the draft code, amendment or
extension, submit it in the procedure referred to in Article 63 to the Board which shall provide an opinion on
whether the draft code, amendment or extension complies with this Regulation or, in the situation referred to

in paragraph 3, provides appropriate safeguards.

8. Where the opinion referred to in paragraph 7 confirms that the draft code, amendment or extension
complies with this Regulation, or, in the situation referred to in paragraph 3, provides appropriate safeguards,

the Board shall submit its opinion to the Commission.

9. The Commission may, by way of implementing acts, decide that the approved code of conduct,
amendment or extension submitted to it pursuant to paragraph 8 have general validity within the Union. Those

implementing acts shall be adopted in accordance with the examination procedure set out in Article 93(2).

10. The Commission shall ensure appropriate publicity for the approved codes which have been decided as

having general validity in accordance with paragraph 9.

11. The Board shall collate all approved codes of conduct, amendments and extensions in a register and shall

make them publicly available by way of appropriate means.

Article 41 Monitoring of approved codes of conduct

1. Without prejudice to the tasks and powers of the competent supetvisory authority under Articles 57 and 58,
the monitoring of compliance with a code of conduct pursuant to Article 40 may be carried out by a body
which has an appropriate level of expertise in relation to the subject-matter of the code and is accredited for

that purpose by the competent supervisory authority.

2. A body as referred to in paragraph 1 may be accredited to monitor compliance with a code of conduct

where that body has:
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(a)  demonstrated its independence and expertise in relation to the subject-matter of the code to the

satisfaction of the competent supervisory authority;

(b)  established procedures which allow it to assess the eligibility of controllers and processors concerned
to apply the code, to monitor their compliance with its provisions and to periodically review its

operation;

(c)  established procedures and structures to handle complaints about infringements of the code or the
manner in which the code has been, or is being, implemented by a controller or processor, and to make

those procedures and structures transparent to data subjects and the public; and

(d) demonstrated to the satisfaction of the competent supervisory authority that its tasks and duties do not

result in a conflict of interests.

3. The competent supervisory authority shall submit the draft criteria for accreditation of a body as referred

to in paragraph 1 of this Article to the Board pursuant to the consistency mechanism referred to in Article 63.

4. Without prejudice to the tasks and powers of the competent supetvisory authority and the provisions of
Chapter VIII, a body as referred to in paragraph 1 shall, subject to appropriate safeguards, take appropriate
action in cases of infringement of the code by a controller or processor, including suspension or exclusion of
the controller or processor concerned from the code. It shall inform the competent supervisory authority of

such actions and the reasons for taking them.

5. The competent supetvisory authority shall revoke the accreditation of a body as referred to in paragraph 1
if the conditions for accreditation are not, or are no longer, met or where actions taken by the body infringe

this Regulation.

6. This Article shall not apply to processing cartied out by public authorities and bodies.

Article 42 Certification

1. The Member States, the supervisory authorities, the Board and the Commission shall encourage, in
particular at Union level, the establishment of data protection certification mechanisms and of data protection
seals and marks, for the purpose of demonstrating compliance with this Regulation of processing operations
by controllers and processors. The specific needs of micro, small and medium-sized enterprises shall be taken

into account.

2. Inaddition to adherence by controllers or processors subject to this Regulation, data protection certification
mechanisms, seals or marks approved pursuant to paragraph 5 of this Article may be established for the purpose
of demonstrating the existence of appropriate safeguards provided by controllers or processors that are not
subject to this Regulation pursuant to Article 3 within the framework of personal data transfers to third
countries or international organisations under the terms referred to in point (f) of Article 46(2). Such controllers
or processors shall make binding and enforceable commitments, via contractual or other legally binding

instruments, to apply those appropriate safeguards, including with regard to the rights of data subjects.

3. The certification shall be voluntary and available via a process that is transparent.
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4. A certification pursuant to this Article does not reduce the responsibility of the controller or the processor
for compliance with this Regulation and is without prejudice to the tasks and powers of the supervisory

authorities which are competent pursuant to Article 55 or 506.

5. A certification pursuant to this Article shall be issued by the certification bodies referred to in Article 43 or
by the competent supervisory authority, on the basis of criteria approved by that competent supervisory
authority pursuant to Article 58(3) or by the Board pursuant to Article 63. Where the criteria are approved by

the Board, this may result in a common certification, the European Data Protection Seal.

6. The controller or processor which submits its processing to the certification mechanism shall provide the
certification body referred to in Article 43, or where applicable, the competent supervisory authority, with all

information and access to its processing activities which are necessary to conduct the certification procedure.

7. Certification shall be issued to a controller or processor for a maximum petiod of three years and may be
renewed, under the same conditions, provided that the relevant requirements continue to be met. Certification
shall be withdrawn, as applicable, by the certification bodies referred to in Article 43 or by the competent

supervisory authority where the requirements for the certification are not or are no longer met.

8. The Board shall collate all certification mechanisms and data protection seals and marks in a register and

shall make them publicly available by any appropriate means.

Article 43 Certification bodies

1. Without prejudice to the tasks and powers of the competent supetvisory authority under Articles 57 and 58,
certification bodies which have an appropriate level of expertise in relation to data protection shall, after
informing the supervisory authority in order to allow it to exercise its powers pursuant to point (h) of Article
58(2) where necessary, issue and renew certification. Member States shall ensure that those certification bodies

are accredited by one or both of the following:
(a)  the supervisory authority which is competent pursuant to Article 55 ot 56;

(b) the national accreditation body named in accordance with Regulation (EC) No 765/2008 of the
European Patliament and of the Council?” in accordance with EN-ISO/IEC 17065/2012 and with the
additional requirements established by the supervisory authority which is competent pursuant to Article
55 or 56.

2. Certification bodies referred to in paragraph 1 shall be accredited in accordance with paragraph 1 only where

they have:

() demonstrated their independence and expertise in relation to the subject-matter of the certification to

the satisfaction of the competent supervisory authority;

* Regulation (EC) No 765/2008 of the European Parliament and of the Council of 9 July 2008
setting out the requirements for accreditation and market surveillance relating to the marketing of
products and repealing Regulation (EEC) No 339/93 (O] L 218, 13.8.2008, p. 30)
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(b) undertaken to respect the criteria referred to in Article 42(5) and approved by the supervisory authority
which is competent pursuant to Article 55 or 56 or by the Board pursuant to Article 63;

(c)  established procedures for the issuing, periodic review and withdrawal of data protection certification,

seals and marks;

(d) established procedures and structures to handle complaints about infringements of the certification or
the manner in which the certification has been, or is being, implemented by the controller or processor,

and to make those procedures and structures transparent to data subjects and the public; and

() demonstrated, to the satisfaction of the competent supervisory authority, that their tasks and duties do

not result in a conflict of interests.

3. The accreditation of certification bodies as referred to in paragraphs 1 and 2 shall take place on the basis of
criteria approved by the supervisory authority which is competent pursuant to Article 55 or 56 or by the Board
pursuant to Article 63. In the case of accreditation pursuant to point (b) of paragraph 1 of this Article, those
requirements shall complement those envisaged in Regulation (EC) No 765/2008 and the technical rules that

describe the methods and procedures of the certification bodies.

4. The certification bodies referred to in paragraph 1 shall be responsible for the proper assessment leading to
the certification or the withdrawal of such certification without prejudice to the responsibility of the controller
or processor for compliance with this Regulation. The accreditation shall be issued for a maximum period of
five years and may be renewed on the same conditions provided that the certification body meets the

requirements set out in this Article.

5. The certification bodies referred to in paragraph 1 shall provide the competent supetvisory authorities with

the reasons for granting or withdrawing the requested certification.

6. The requirements referred to in paragraph 3 of this Article and the criteria referred to in Article 42(5) shall
be made public by the supervisory authority in an easily accessible form. The supervisory authorities shall also
transmit those requirements and criteria to the Board. The Board shall collate all certification mechanisms and

data protection seals in a register and shall make them publicly available by any appropriate means.

7. Without prejudice to Chapter VIII, the competent supetvisory authority or the national accreditation body
shall revoke an accreditation of a certification body pursuant to paragraph 1 of this Article where the conditions
for the accreditation are not, or are no longer, met or where actions taken by a certification body infringe this

Regulation.

8. The Commission shall be empowered to adopt delegated acts in accordance with Atrticle 92 for the purpose
of specifying the requirements to be taken into account for the data protection certification mechanisms
referred to in Article 42(1).

9. The Commission may adopt implementing acts laying down technical standards for certification
mechanisms and data protection seals and marks, and mechanisms to promote and recognise those certification
mechanisms, seals and marks. Those implementing acts shall be adopted in accordance with the examination

procedure referred to in Article 93(2).
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CHAPTERYV
TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES OR INTERNATIONAL
ORGANISATIONS

Article 44 General principle for transfers

Any transfer of personal data which are undergoing processing or are intended for processing after transfer to
a third country or to an international organisation shall take place only if, subject to the other provisions of this
Regulation, the conditions laid down in this Chapter are complied with by the controller and processor,
including for onward transfers of personal data from the third country or an international organisation to
another third country or to another international organisation. All provisions in this Chapter shall be applied
in order to ensure that the level of protection of natural persons guaranteed by this Regulation is not

undermined.

Article 45 Transfers on the basis of an adequacy decision

1. A transfer of personal data to a third country or an international organisation may take place where the
Commission has decided that the third country, a territory or one or more specified sectors within that third
country, or the international organisation in question ensures an adequate level of protection. Such a transfer

shall not require any specific authorisation.

2. When assessing the adequacy of the level of protection, the Commission shall, in particulat, take account of

the following elements:

(@)  the rule of law, respect for human rights and fundamental freedoms, relevant legislation, both general
and sectoral, including concerning public security, defence, national security and criminal law and the
access of public authorities to personal data, as well as the implementation of such legislation, data
protection rules, professional rules and security measures, including rules for the onward transfer of
personal data to another third country or international organisation which are complied with in that
country or international organisation, case-law, as well as effective and enforceable data subject rights
and effective administrative and judicial redress for the data subjects whose personal data are being

transferred;

(b) the existence and effective functioning of one or more independent supervisory authorities in the third
country or to which an international organisation is subject, with responsibility for ensuring and
enforcing compliance with the data protection rules, including adequate enforcement powers, for
assisting and advising the data subjects in exercising their rights and for cooperation with the

supervisory authorities of the Member States; and

(¢) the international commitments the third country or international organisation concerned has entered
into, or other obligations arising from legally binding conventions or instruments as well as from its
participation in multilateral or regional systems, in particular in relation to the protection of personal

data.

3. The Commission, after assessing the adequacy of the level of protection, may decide, by means of

implementing act, that a third country, a territory or one or more specified sectors within a third country, or an
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international organisation ensures an adequate level of protection within the meaning of paragraph 2 of this
Article. The implementing act shall provide for a mechanism for a periodic review, at least every four years,
which shall take into account all relevant developments in the third country or international organisation. The
implementing act shall specify its territorial and sectoral application and, where applicable, identify the
supervisory authority or authorities referred to in point (b) of paragraph 2 of this Article. The implementing

act shall be adopted in accordance with the examination procedure referred to in Article 93(2).

4. The Commission shall, on an ongoing basis, monitor developments in third countries and international
organisations that could affect the functioning of decisions adopted pursuant to paragraph 3 of this Article and
decisions adopted on the basis of Article 25(6) of Ditective 95/46/EC.

5. The Commission shall, where available information reveals, in particular following the review referred to in
paragraph 3 of this Article, that a third country, a territory or one or more specified sectors within a third
country, or an international organisation no longer ensures an adequate level of protection within the meaning
of paragraph 2 of this Article, to the extent necessary, repeal, amend or suspend the decision referred to in
paragraph 3 of this Article by means of implementing acts without retro-active effect. Those implementing acts

shall be adopted in accordance with the examination procedure referred to in Article 93(2).

On duly justified imperative grounds of urgency, the Commission shall adopt immediately applicable

implementing acts in accordance with the procedure referred to in Article 93(3).

6. The Commission shall enter into consultations with the third country or international organisation with a

view to remedying the situation giving rise to the decision made pursuant to paragraph 5.

7. A decision pursuant to paragraph 5 of this Article is without prejudice to transfers of personal data to the
third country, a territory or one or more specified sectors within that third country, or the international

organisation in question pursuant to Articles 46 to 49.

8. The Commission shall publish in the Official Journal of the European Union and on its website a list of the third
countries, territories and specified sectors within a third country and international organisations for which it

has decided that an adequate level of protection is or is no longer ensured.

9. Decisions adopted by the Commission on the basis of Article 25(6) of Directive 95/46/EC shall remain in
force until amended, replaced or repealed by a Commission Decision adopted in accordance with paragraph 3

or 5 of this Article.

Article 46 Transfers subject to appropriate safeguards

1. In the absence of a decision pursuant to Article 45(3), a controller or processor may transfer personal data
to a third country or an international organisation only if the controller or processor has provided appropriate
safeguards, and on condition that enforceable data subject rights and effective legal remedies for data subjects

are available.

2. The appropriate safeguards referred to in paragraph 1 may be provided for, without requiring any specific

authorisation from a supervisory authority, by:
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(a)
(b)
©

(d)

(e)

®

a legally binding and enforceable instrument between public authorities or bodies;
binding corporate rules in accordance with Article 47;

standard data protection clauses adopted by the Commission in accordance with the examination

procedure referred to in Article 93(2);

standard data protection clauses adopted by a supervisory authority and approved by the Commission

pursuant to the examination procedure referred to in Article 93(2);

an approved code of conduct pursuant to Article 40 together with binding and enforceable
commitments of the controller or processor in the third country to apply the appropriate safeguards,

including as regards data subjects' rights; or

an approved certification mechanism pursuant to Article 42 together with binding and enforceable
commitments of the controller or processor in the third country to apply the appropriate safeguards,

including as regards data subjects’ rights.

3. Subject to the authorisation from the competent supetvisory authority, the appropriate safeguards referred

to in paragraph 1 may also be provided for, in particular, by:

(@)

(b)

contractual clauses between the controller or processor and the controller, processor or the recipient

of the personal data in the third country or international organisation; or

provisions to be inserted into administrative arrangements between public authorities or bodies which

include enforceable and effective data subject rights.

4. The supervisory authority shall apply the consistency mechanism referred to in Article 63 in the cases

referred to in paragraph 3 of this Article.

5. Authorisations by a Member State ot supervisory authority on the basis of Article 26(2) of Directive

95/46/EC shall remain valid until amended, replaced or repealed, if necessaty, by that supetrvisory authority.

Decisions adopted by the Commission on the basis of

Article 26(4) of Ditective 95/46/EC shall remain in force until amended, replaced or repealed, if necessary, by

a Commission Decision adopted in accordance with paragraph 2 of this Article.

Article 47 Binding corporate rules

1. The competent supervisory authority shall approve binding cotporate rules in accordance with the

consistency mechanism set out in Article 63, provided that they:

(@)

(b)

are legally binding and apply to and ate enforced by every member concerned of the group of

undertakings, or group of enterprises engaged in a joint economic activity, including their employees;

expressly confer enforceable rights on data subjects with regard to the processing of their personal

data; and
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(©)

tulfil the requirements laid down in paragraph 2.

2. The binding corporate rules referred to in paragraph 1 shall specify at least:

(a)

(b)

(©
(d)

(©

0]

(2

(h)

(1)
)

the structure and contact details of the group of undertakings, or group of enterprises engaged in a

joint economic activity and of each of its members;

the data transfers or set of transfers, including the categories of personal data, the type of processing
and its purposes, the type of data subjects affected and the identification of the third country or

countries in question;
their legally binding nature, both internally and externally;

the application of the general data protection principles, in particular purpose limitation, data
minimisation, limited storage periods, data quality, data protection by design and by default, legal basis
for processing, processing of special categories of personal data, measures to ensure data security, and

the requirements in respect of onward transfers to bodies not bound by the binding corporate rules;

the rights of data subjects in regard to processing and the means to exercise those rights, including the
right not to be subject to decisions based solely on automated processing, including profiling in
accordance with Article 22, the right to lodge a complaint with the competent supervisory authority
and before the competent courts of the Member States in accordance with Article 79, and to obtain

redress and, where appropriate, compensation for a breach of the binding corporate rules;

the acceptance by the controller or processor established on the territory of a Member State of liability
for any breaches of the binding corporate rules by any member concerned not established in the Union;
the controller or the processor shall be exempt from that liability, in whole or in part, only if it proves

that that member is not responsible for the event giving rise to the damage;

how the information on the binding corporate rules, in particular on the provisions referred to in points

(d), (e) and (f) of this paragraph is provided to the data subjects in addition to Articles 13 and 14;

the tasks of any data protection officer designated in accordance with Article 37 or any other person
or entity in charge of the monitoring compliance with the binding corporate rules within the group of
undertakings, or group of enterprises engaged in a joint economic activity, as well as monitoring

training and complaint-handling;
the complaint procedures;

the mechanisms within the group of undertakings, or group of enterprises engaged in a joint economic
activity for ensuring the verification of compliance with the binding corporate rules. Such mechanisms
shall include data protection audits and methods for ensuring corrective actions to protect the rights
of the data subject. Results of such verification should be communicated to the person or entity
referred under point (h) and to the board of the controlling undertaking of a group of undertakings,
or of the group of enterprises engaged in a joint economic activity, and should be available upon request

to the competent supervisory authority;
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(k)  the mechanisms for reporting and recording changes to the rules and reporting those changes to the

supervisory authority;

() the cooperation mechanism with the supervisory authority to ensure compliance by any member of
the group of undertakings, or group of enterprises engaged in a joint economic activity, in particular
by making available to the supervisory authority the results of verifications of the measures referred to

in point (j);

(m) the mechanisms for reporting to the competent supervisory authority any legal requirements to which
a member of the group of undertakings, or group of enterprises engaged in a joint economic activity is
subject in a third country which are likely to have a substantial adverse effect on the guarantees

provided by the binding corporate rules; and

(n)  the appropriate data protection training to personnel having permanent or regular access to personal

data.

3. The Commission may specify the format and procedures for the exchange of information between
controllers, processors and supervisory authorities for binding corporate rules within the meaning of this
Article. Those implementing acts shall be adopted in accordance with the examination procedure set out in
Article 93(2).

Article 48 Transfers or disclosures not authorised by Union law

Any judgment of a court or tribunal and any decision of an administrative authority of a third country requiring
a controller or processor to transfer or disclose personal data may only be recognised or enforceable in any
manner if based on an international agreement, such as a mutual legal assistance treaty, in force between the

requesting third country and the Union or a
Member State, without prejudice to other grounds for transfer pursuant to this Chapter.

Article 49 Derogations for specific situations

1. In the absence of an adequacy decision pursuant to Article 45(3), or of appropriate safeguards pursuant to
Article 46, including binding corporate rules, a transfer or a set of transfers of personal data to a third country

or an international organisation shall take place only on one of the following conditions:

a) the data subject has explicitly consented to the proposed transfer, after having been informed of the
he d bject h plicitly d to the proposed fer, after having been infq d of th
possible risks of such transfers for the data subject due to the absence of an adequacy decision and

appropriate safeguards;

(b)  the transfer is necessaty for the performance of a contract between the data subject and the controller

ot the implementation of pre-contractual measures taken at the data subject's request;

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the interest of

the data subject between the controller and another natural or legal person;

(d) the transfer is necessary for important reasons of public interest;
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(e) the transfer is necessaty for the establishment, exercise or defence of legal claims;

(f)  the transfer is necessary in order to protect the vital interests of the data subject or of other persons,

where the data subject is physically or legally incapable of giving consent;

(g) the transfer is made from a register which according to Union or Member State law is intended to
provide information to the public and which is open to consultation either by the public in general or
by any person who can demonstrate a legitimate interest, but only to the extent that the conditions laid

down in Union or Member State law for consultation are fulfilled in the particular case.

Where a transfer could not be based on a provision in Articles 45 or 46, including the provisions on binding
corporate rules, and none of the derogations for a specific situation pursuant to points (a) to (g) of this
paragraph is applicable, a transfer to a third country or an international organisation may take place only if the
transfer is not repetitive, concerns only a limited number of data subjects, is necessary for the purposes of
compelling legitimate interests pursued by the controller which are not overridden by the interests or rights and
freedoms of the data subject, and the controller has assessed all the circumstances surrounding the data transfer
and has on the basis of that assessment provided suitable safeguards with regard to the protection of personal
data. The controller shall inform the supervisory authority of the transfer. The controller shall, in addition to
providing the information referred to in Articles 13 and 14, inform the data subject of the transfer and on the

compelling legitimate interests pursued.

2. A transfer pursuant to point (g) of paragraph 1 shall not involve the entirety of the personal data or entire
categories of the personal data contained in the register. Where the register is intended for consultation by
persons having a legitimate interest, the transfer shall be made only at the request of those persons or if they

are to be the recipients.

3. Points (a), (b) and (c) of the first subparagraph and the second subparagraph of paragraph 1 shall not apply

to activities carried out by public authorities in the exercise of their public powers.

4. The public interest referred to in point (d) of paragraph 1 shall be recognised in Union law ot in the law of

the Member State to which the controller is subject.

5. In the absence of an adequacy decision, Union or Member State law may, for important reasons of public
interest, expressly set limits to the transfer of specific categories of personal data to a third country or an

international organisation. Member States shall notify such provisions to the Commission.

6. The controller or processor shall document the assessment as well as the suitable safeguards referred to in

the second subparagraph of paragraph 1 of this Article in the records referred to in Article 30.
Article 50 International cooperation for the protection of personal data

In relation to third countries and international organisations, the Commission and supervisory authorities shall

take appropriate steps to:

(a) develop international cooperation mechanisms to facilitate the effective enforcement of legislation for

the protection of personal data;
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(b) provide international mutual assistance in the enforcement of legislation for the protection of personal
data, including through notification, complaint referral, investigative assistance and information
exchange, subject to appropriate safeguards for the protection of personal data and other fundamental

rights and freedoms;

(c) engage relevant stakeholders in discussion and activities aimed at furthering international cooperation

in the enforcement of legislation for the protection of personal data;

(d) promote the exchange and documentation of personal data protection legislation and practice,

including on jurisdictional conflicts with third countries.

CHAPTER VI
INDEPENDENT SUPERVISORY AUTHORITIES

SECTION 1
INDEPENDENT STATUS

Article 51 Supervisory authority

1. Each Member State shall provide for one or more independent public authorities to be responsible for
monitoring the application of this Regulation, in order to protect the fundamental rights and freedoms of

natural persons in relation to processing and to facilitate the free flow of personal data within the Union.

2. Each supervisory authority shall contribute to the consistent application of this Regulation throughout the
Union. For that purpose, the supervisory authorities shall cooperate with each other and the Commission in

accordance with Chapter VIL.

3. Where more than one supervisory authority is established in a Member State, that Member State shall
designate the supervisory authority which is to represent those authorities in the Board and shall set out the
mechanism to ensure compliance by the other authorities with the rules relating to the consistency mechanism

referred to in Article 63.

4. Each Member State shall notify to the Commission the provisions of its law which it adopts pursuant to
this Chapter, by ... [fwo years from the date of entry into force of this Regulation] at the latest and, without delay, any

subsequent amendment affecting them.

Article 52 Independence

1. Each supervisory authority shall act with complete independence in performing its tasks and exercising its

powers in accordance with this Regulation.

2. The member or members of each supervisory authority shall, in the performance of their tasks and exercise
of their powers in accordance with this Regulation, remain free from external influence, whether direct or

indirect, and shall neither seek nor take instructions from anybody.
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3. Member or members of each supervisory authority shall refrain from any action incompatible with their

duties and shall not, during their term of office, engage in any incompatible occupation, whether gainful or not.

4. Each Member State shall ensure that each supervisory authority is provided with the human, technical and
financial resources, premises and infrastructure necessary for the effective performance of its tasks and exercise
of its powers, including those to be carried out in the context of mutual assistance, cooperation and

participation in the Board.

5. Each Member State shall ensure that each supervisory authotity chooses and has its own staff which shall

be subject to the exclusive direction of the member or members of the supervisory authority concerned.

6. Each Member State shall ensure that each supervisory authority is subject to financial control which does
not affect its independence and that it has separate, public annual budgets, which may be part of the overall

state or national budget.

Article 53 General conditions for the members of the supervisory authority

1. Member States shall provide for each member of their supervisory authorities to be appointed by means of

a transparent procedure by:

their parliament;

their government;

— their head of State; or

an independent body entrusted with the appointment under Member State law.

2. Each member shall have the qualifications, experience and skills, in particular in the area of the protection

of personal data, required to perform its duties and exercise its powers.

3. The duties of a member shall end in the event of the expiry of the term of office, resignation or compulsory

retirement, in accordance with the law of the Member State concerned.

4. A member shall be dismissed only in cases of serious misconduct or if the member no longer fulfils the

conditions required for the performance of the duties.

Article 54 Rules on the establishment of the supervisory authority
1. Each Member State shall provide by law for all of the following:
(a)  the establishment of each supervisory authority;

(b) the qualifications and eligibility conditions required to be appointed as member of each supervisory
authority;

(c) the rules and procedures for the appointment of the member or members of each supetrvisory

authority;
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(d) the duration of the term of the member or members of each supervisory authority of no less than four
years, except for the first appointment after ... [#he date of entry into force of this Regulation], part of which
may take place for a shorter period where that is necessary to protect the independence of the

supervisory authority by means of a staggered appointment procedure;

(¢) whether and, if so, for how many terms the member or members of each supervisory authority is

eligible for reappointment;

(f)  the conditions governing the obligations of the member or members and staff of each supervisory
authority, prohibitions on actions, occupations and benefits incompatible therewith during and after

the term of office and rules governing the cessation of employment.

2. The member or members and the staff of each supetvisory authority shall, in accordance with Union or
Member State law, be subject to a duty of professional secrecy both during and after their term of office, with
regard to any confidential information which has come to their knowledge in the course of the performance of
their tasks or exercise of their powers. During their term of office, that duty of professional secrecy shall in

particular apply to reporting by natural persons of infringements of this Regulation.

SECTION 2
COMPETENCE, TASKS AND POWERS

Article 55 Competence

1. Each supervisory authority shall be competent for the performance of the tasks assigned to and the exercise

of the powers conferred on it in accordance with this Regulation on the territory of its own Member State.

2. Where processing is carried out by public authorities or private bodies acting on the basis of points (c) or
(e) of Article 6(1), the supervisory authority of the Member State concerned shall be competent. In such cases

Article 56 does not apply.

3. Supervisory authorities shall not be competent to supervise processing operations of courts acting in their

judicial capacity.
Article 56 Competence of the lead supervisory authority

1. Without prejudice to Atticle 55, the supervisory authority of the main establishment or of the single
establishment of the controller or processor shall be competent to act as lead supervisory authority for the

cross-border processing carried out by that controller or processor in accordance with the procedure provided
in Article 60.

2. By derogation from paragraph 1, each supervisory authority shall be competent to handle a complaint lodged
with it or a possible infringement of this Regulation, if the subject matter relates only to an establishment in its

Member State or substantially affects data subjects only in its Member State.

3. In the cases referred to in paragraph 2 of this Article, the supervisory authority shall inform the lead
supervisory authority without delay on that matter. Within a period of three weeks after being informed the

lead supervisory authority shall decide whether or not it will handle the case in accordance with the procedure
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provided in Article 60, taking into account whether or not there is an establishment of the controller or

processor in the Member State of which the supervisory authority informed it.

4. Where the lead supervisory authority decides to handle the case, the procedure provided in Article 60 shall
apply. The supervisory authority which informed the lead supervisory authority may submit to the lead
supervisory authority a draft for a decision. The lead supervisory authority shall take utmost account of that

draft when preparing the draft decision referred to in Article 60(3).

5. Where the lead supetrvisory authority decides not to handle the case, the supetvisory authority which

informed the lead supervisory authority shall handle it according to Articles 61 and 62.

6. The lead supervisory authority shall be the sole intetlocutor of the controller or processor for the cross-

border processing carried out by that controller or processor.

Article 57 Tasks

1. Without prejudice to other tasks set out under this Regulation, each supervisory authority shall on its

territory:
(a)  monitor and enforce the application of this Regulation;

(b) promote public awareness and understanding of the risks, rules, safeguards and rights in relation to

processing. Activities addressed specifically to children shall receive specific attention;

(c) advise, in accordance with Member State law, the national parliament, the government, and other
institutions and bodies on legislative and administrative measures relating to the protection of natural

persons' rights and freedoms with regard to processing;
(d) promote the awareness of controllers and processors of their obligations under this Regulation;

(e)  upon request, provide information to any data subject concerning the exercise of their rights under this
Regulation and, if appropriate, cooperate with the supervisory authorities in other Member States to

that end;

(f)  handle complaints lodged by a data subject, or by a body, organisation or association in accordance
with Article 80, and investigate, to the extent appropriate, the subject matter of the complaint and
inform the complainant of the progress and the outcome of the investigation within a reasonable
period, in particular if further investigation or coordination with another supervisory authority is

necessary;

(g) cooperate with, including sharing information and provide mutual assistance to, other supetvisory

authorities with a view to ensuring the consistency of application and enforcement of this Regulation;

(h)  conduct investigations on the application of this Regulation, including on the basis of information

received from another supervisory authority or other public authority;
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(m)

(n)

(0)
(p)

)

(r)
(s)
(t)
(w)

V)

monitor relevant developments, insofar as they have an impact on the protection of personal data, in

particular the development of information and communication technologies and commercial practices;
adopt standard contractual clauses referred to in Article 28(8) and point (d) of Article 46(2);

establish and maintain a list in relation to the requirement for data protection impact assessment

pursuant to Article 35(4);
give advice on the processing operations referred to in Article 36(2);

encourage the drawing up of codes of conduct pursuant to Article 40 and provide an opinion and

approve such codes of conduct which provide sufficient safeguards, pursuant to Article 40(5);

encourage the establishment of data protection certification mechanisms and of data protection seals

and marks pursuant to Article 42(1), and approve the criteria of certification pursuant to Article 42(5);
where applicable, carry out a periodic review of certifications issued in accordance with Article 42(7);

draft and publish the criteria for accreditation of a body for monitoring codes of conduct pursuant to

Article 41 and of a certification body pursuant to Article 43;

conduct the accreditation of a body for monitoring codes of conduct pursuant to Article 41 and of a

certification body pursuant to Article 43;

authorise contractual clauses and provisions referred to in Article 46(3);
approve binding corporate rules pursuant to Article 47;

contribute to the activities of the Board;

keep internal records of infringements of this Regulation and of measures taken in accordance with
Article 58(2); and

fulfil any other tasks related to the protection of personal data.

2. Each supetvisory authority shall facilitate the submission of complaints referred to in point (f) of paragraph

1, by measures such as a complaint submission form which may also be completed electronically, without

excluding other means of communication.

3. The performance of the tasks of each supervisory authority shall be free of charge for the data subject and,

where applicable, for the data protection officer.

4. Where requests are manifestly unfounded or excessive, in particular because of their repetitive character,

the supetvisory authority may charge a reasonable fee based on administrative costs, or refuse to act on the

request. The supervisory authority shall bear the burden of demonstrating the manifestly unfounded or

excessive character of the request.
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Article 58 Powers

1. Each supervisory authority shall have all of the following investigative powers:

(a)

(b)
(©)
(d)
(e)

®

to order the controller and the processor, and, where applicable, the controllet's or the processor's

representative to provide any information it requires for the performance of its tasks;
to carry out investigations in the form of data protection audits;

to carry out a review on certifications issued pursuant to Article 42(7);

to notify the controller or the processor of an alleged infringement of this Regulation;

to obtain, from the controller and the processor, access to all personal data and to all information

necessary for the performance of its tasks;

to obtain access to any premises of the controller and the processor, including to any data processing

equipment and means, in accordance with Union or Member State procedural law.

2. Each supetvisory authority shall have all of the following corrective powers:

(2)

(b)

(©

(d)

(e
)
(2

(h)

to issue warnings to a controller or processor that intended processing operations are likely to infringe

provisions of this Regulation;

to issue reprimands to a controller or a processor where processing operations have infringed

provisions of this Regulation;

to order the controller or the processor to comply with the data subject's requests to exercise his or

her rights pursuant to this Regulation;

to order the controller or processor to bring processing operations into compliance with the provisions

of this Regulation, where appropriate, in a specified manner and within a specified period;
to order the controller to communicate a personal data breach to the data subject;
to impose a temporary or definitive limitation including a ban on processing;

to order the rectification or erasure of personal data or restriction of processing pursuant to Articles
16, 17 and 18 and the notification of such actions to recipients to whom the personal data have been

disclosed pursuant to Articles 17(2) and 19;

to withdraw a certification or to order the certification body to withdraw a certification issued pursuant
to Articles 42 and 43, or to order the certification body not to issue certification if the requirements

for the certification are not or are no longer met;

to impose an administrative fine pursuant to Article 83, in addition to, or instead of measures referred

to in this paragraph, depending on the circumstances of each individual case;
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()  toorder the suspension of data flows to a recipient in a third country or to an international organisation.
3. Each supervisory authority shall have all of the following authorisation and advisory powers:
(a)  to advise the controller in accordance with the prior consultation procedure refetrred to in Article 36;

(b) to issue, on its own initiative or on request, opinions to the national parliament, the Member State
government or, in accordance with Member State law, to other institutions and bodies as well as to the

public on any issue related to the protection of personal data;

(c)  to authorise processing referred to in Article 36(5), if the law of the Member State requires such prior

authorisation;
(d)  to issue an opinion and approve draft codes of conduct pursuant to Article 40(5);
(e)  to accredit certification bodies pursuant to Article 43;
(f)  toissue certifications and approve criteria of certification in accordance with Article 42(5);
(g) toadopt standard data protection clauses referred to in Article 28(8) and in point (d) of Article 46(2);
(h)  to authorise contractual clauses referred to in point (a) of Article 46(3);
()  to authorise administrative arrangements referred to in point (b) of Article 46(3);
(J)  to approve binding corporate rules pursuant to Article 47.

4. The exercise of the powers conferred on the supervisory authority pursuant to this Article shall be subject
to appropriate safeguards, including effective judicial remedy and due process, set out in Union and Member

State law in accordance with the Charter.

5. Each Member State shall provide by law that its supervisory authority shall have the power to bring
infringements of this Regulation to the attention of the judicial authorities and where appropriate, to commence

or engage otherwise in legal proceedings, in order to enforce the provisions of this Regulation.

6. Each Member State may provide by law that its supetvisory authority shall have additional powers to those

referred to in paragraphs 1, 2 and 3. The exercise of those powers shall not impair the effective operation of
Chapter VIL

Article 59 Activity reports

Each supervisory authority shall draw up an annual report on its activities, which may include a list of types of

infringement notified and types of measures taken in accordance with Article 58(2).

Those reports shall be transmitted to the national parliament, the government and other authorities as
designated by Member State law. They shall be made available to the public, to the Commission and to the
Board.
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CHAPTER VII
COOPERATION AND CONSISTENCY

SECTION 1
COOPERATION

Article 60 Cooperation between the lead supervisory authority and other supervisory authorities

concerned

1. The lead supervisory authority shall cooperate with the other supervisory authorities concerned in
accordance with this Article in an endeavour to reach consensus. The lead supervisory authority and the

supervisory authorities concerned shall exchange all relevant information with each other.

2. The lead supervisory authority may request at any time other supervisory authorities concerned to provide
mutual assistance pursuant to Article 61 and may conduct joint operations pursuant to Article 62, in particular
for carrying out investigations or for monitoring the implementation of a measure concerning a controller or

processor established in another Member State.

3. The lead supervisory authority shall, without delay, communicate the relevant information on the matter to
the other supervisory authorities concerned. It shall without delay submit a draft decision to the other

supervisory authorities concerned for their opinion and take due account of their views.

4. Where any of the other supervisory authorities concerned within a period of four weeks after having been
consulted in accordance with paragraph 3 of this Article, expresses a relevant and reasoned objection to the
draft decision, the lead supervisory authority shall, if it does not follow the relevant and reasoned objection or
is of the opinion it is not relevant and reasoned, submit the matter to the consistency mechanism referred to in
Article 63.

5. Where the lead supervisory authority intends to follow the relevant and reasoned objection made, it shall
submit to the other supervisory authorities concerned a revised draft decision for their opinion. That revised

draft decision shall be subject to the procedure referred to in paragraph 4 within a period of two weeks.

6. Where none of the other supervisory authorities concerned has objected to the draft decision submitted by
the lead supervisory authority within the period referred to in paragraphs 4 and 5, the lead supervisory authority
and the supervisory authorities concerned shall be deemed to be in agreement with that draft decision and shall

be bound by it.

7. The lead supervisory authority shall adopt and notify the decision to the main establishment or single
establishment of the controller or processor, as the case may be and inform the other supervisory authorities
concerned and the Board of the decision in question, including a summary of the relevant facts and grounds.
The supervisory authority with which a complaint has been lodged shall inform the complainant on the

decision.

8. By derogation from paragraph 7, where a complaint is dismissed or rejected, the supervisory authority with
which the complaint was lodged shall adopt the decision and notify it to the complainant and shall inform the

controller thereof.
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9. Where the lead supervisory authority and the supervisory authorities concerned agree to dismiss or reject
parts of a complaint and to act on other parts of that complaint, a separate decision shall be adopted for each
of those parts of the matter. The lead supervisory authority shall adopt the decision for the part concerning
actions in relation to the controller, shall notify it to the main establishment or single establishment of the
controller or processor on the territory of its Member State and shall inform the complainant thereof, while
the supervisory authority of the complainant shall adopt the decision for the part concerning dismissal or
rejection of that complaint, and shall notify it to that complainant and shall inform the controller or processor

thereof.

10. After being notified of the decision of the lead supervisory authority pursuant to paragraphs7 and 9, the
controller or processor shall take the necessary measures to ensure compliance with the decision as regards
processing activities in the context of all its establishments in the Union. The controller or processor shall
notify the measures taken for complying with the decision to the lead supervisory authority, which shall inform

the other supervisory authorities concerned.

11. Where, in exceptional circumstances, a supervisory authority concerned has reasons to consider that there
is an urgent need to act in order to protect the interests of data subjects, the urgency procedure referred to in

Article 66 shall apply.

12. The lead supervisory authority and the other supervisory authorities concerned shall supply the

information required under this Article to each other by electronic means, using a standardised format.

Article 61 Mutual assistance

1. Supetvisory authorities shall provide each other with relevant information and mutual assistance in order to
implement and apply this Regulation in a consistent manner, and shall put in place measures for effective
cooperation with one another. Mutual assistance shall cover, in particular, information requests and supervisory

measures, such as requests to carry out prior authorisations and consultations, inspections and investigations.

2. Each supervisory authority shall take all approptiate measures required to teply to a request of another
supervisory authority without undue delay and no later than one month after receiving the request. Such

measures may include, in particular, the transmission of relevant information on the conduct of an investigation.

3. Requests for assistance shall contain all the necessary information, including the purpose of and reasons for

the request. Information exchanged shall be used only for the purpose for which it was requested.
4. The requested supetvisory authority shall not refuse to comply with the request unless:

(@) it is not competent for the subject-matter of the request or for the measures it is requested to execute;

or

(b) compliance with the request would infringe this Regulation or Union or Member State law to which

the supervisory authority receiving the request is subject.
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5. The requested supetvisory authority shall inform the requesting supervisory authority of the results o, as
the case may be, of the progress of the measures taken in order to respond to the request. The requested

supervisory authority shall provide reasons for any refusal to comply with a requestpursuant to paragraph 4.

6. Requested supervisory authorities shall, as a rule, supply the information requested by other supervisory

authorities by electronic means, using a standardised format.

7. Requested supetvisory authorities shall not chatge a fee for any action taken by them pursuant to a request
for mutual assistance. Supervisory authorities may agree on rules to indemnify each other for specific

expenditure arising from the provision of mutual assistance in exceptional circumstances.

8. Whete a supervisory authority does not provide the information referred to in paragraph 5 within one month
of receiving the request of another supervisory authority, the requesting supervisory authority may adopt a
provisional measure on the territory of its Member State in accordance with Article 55(1). In that case, the
urgent need to act under Article 66(1) shall be presumed to be met and require an urgent binding decision from

the Board pursuant to Article 66(2).

9. The Commission may, by means of implementing acts, specify the format and procedures for mutual
assistance referred to in this Article and the arrangements for the exchange of information by electronic means
between supervisory authorities, and between supervisory authorities and the Board, in particular the
standardised format referred to in paragraph 6 of this Article. Those implementing acts shall be adopted in

accordance with the examination procedure referred to in Article 93(2).

Article 62 Joint operations of supervisory authorities

1. The supervisory authorities shall, where appropriate, conduct joint operations including joint investigations
and joint enforcement measures in which members or staff from the supervisory authorities of other Member

States are involved.

2. Where the controller or processor has establishments in several Member States or where a significant
number of data subjects in more than one Member State are likely to be substantially affected by processing
operations, a supetvisory authority of each of those Member States shall have the right to participate in joint
operations. The supervisory authority which is competent pursuant to Article 56 (1) or 56(4) shall invite the
supervisory authority of each of those Member States to take part in the joint operations and shall respond

without delay to the request of a supervisory authority to participate.

3. A supetvisory authority may, in accordance with Member State law, and with the seconding supervisory
authority's authorisation, confer powers, including investigative powers on the seconding supervisory
authority's members or staff involved in joint operations or, in so far as the law of the Member State of the
host supervisory authority permits, allow the seconding supervisory authority's members or staff to exercise
their investigative powers in accordance with the law of the Member State of the seconding supervisory
authority. Such investigative powers may be exercised only under the guidance and in the presence of members
or staff of the host supervisory authority. The seconding supervisory authority's members or staff shall be

subject to the Member State law of the host supervisory authority.
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4. Where, in accordance with paragraph 1, staff of a seconding supervisory authority operate in another
Member State, the Member State of the host supervisory authority shall assume responsibility for their actions,
including liability, for any damage caused by them during their operations, in accordance with the law of the

Member State in whose territory they are operating.

5. The Member State in whose territory the damage was caused shall make good such damage under the
conditions applicable to damage caused by its own staff. The Member State of the seconding supervisory
authority whose staff has caused damage to any person in the territory of another Member State shall reimburse

that other Member State in full any sums it has paid to the persons entitled on their behalf.

6. Without prejudice to the exercise of its rights vis-a-vis third parties and with the exception of paragraph 5,
each Member State shall refrain, in the case provided for in paragraph 1, from requesting reimbursement from

another Member State in relation to damage referred to in paragraph 4.

7. Where a joint operation is intended and a supetvisory authority does not, within one month, comply with
the obligation laid down in the second sentence of paragraph 2 of this Article, the other supervisory authorities
may adopt a provisional measure on the territory of its Member State in accordance with Article 55. In that
case, the urgent need to act under Article 66(1) shall be presumed to be met and require an opinion or an urgent

binding decision from the Board pursuant to Article 66(2).

SECTION 2
CONSISTENCY

Article 63 Consistency mechanism

In order to contribute to the consistent application of this Regulation throughout the Union, the supervisory
authorities shall cooperate with each other and, where relevant, with the Commission, through the consistency

mechanism as set out in this Section.

Article 64 Opinion of the Board

1. The Boatd shall issue an opinion where a competent supervisory authority intends to adopt any of the
measures below. To that end, the competent supervisory authority shall communicate the draft decision to the

Board, when it:

(@)  aims to adopt a list of the processing operations subject to the requirement for a data protection impact

assessment pursuant to Article 35(4);

(b) concerns a matter pursuant to Article 40(7) whether a draft code of conduct or an amendment or

extension to a code of conduct complies with this Regulation;

(c)  aims to approve the criteria for accreditation of a body pursuant to Article 41(3) or a certification body

pursuant to Article 43(3);

(d) aims to determine standard data protection clauses referred to in point (d) of Article 46(2) and Article
28(8);
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(e)  aims to authorise contractual clauses referred to in point (a) of Article 46(3); or
(f)  aims to approve binding corporate rules within the meaning of Article 47.

2. Any supervisory authority, the Chair of the Boatrd or the Commission may request that any matter of general
application or producing effects in more than one Member State be examined by the Board with a view to
obtaining an opinion, in particular where a competent supervisory authority does not comply with the

obligations for mutual assistance in accordance with Article 61 or for joint operations in accordance with Article
02.

3. In the cases referred to in paragraphs 1 and 2, the Board shall issue an opinion on the matter submitted to
it provided that it has not already issued an opinion on the same matter. That opinion shall be adopted within
eight weeks by simple majority of the members of the Board. That period may be extended by a further six
weeks, taking into account the complexity of the subject matter. Regarding the draft decision referred to in
paragraph 1 circulated to the members of the Board in accordance with paragraph 5, a member which has not
objected within a reasonable period indicated by the Chair, shall be deemed to be in agreement with the draft

decision.

4. Supervisory authorities and the Commission shall, without undue delay, communicate by electronic means
to the Board, using a standardised format any relevant information, including as the case may be a summary of
the facts, the draft decision, the grounds which make the enactment of such measure necessary, and the views

of other supervisory authorities concerned.
5. The Chair of the Boatd shall, without undue, delay inform by electronic means:

(a) the members of the Board and the Commission of any relevant information which has been
communicated to it using a standardised format. The secretariat of the Board shall, where necessary,

provide translations of relevant information; and

(b)  the supervisory authority referred to, as the case may be, in paragraphs 1 and 2, and the Commission

of the opinion and make it public.

6. The competent supervisory authority shall not adopt its draft decision refetrred to in paragraph 1 within the

petiod referred to in paragraph 3.

7. The supetvisory authority referred to in paragraph 1 shall take utmost account of the opinion of the Board
and shall within two weeks after receiving the opinion, electronically communicate to the Chair of the Board
whether it maintains or will amend its draft decision and, if any, the amended draft decision, using a standardised

format.

8. Whete the supervisory authortity concerned informs the Chair of the Board within the period referred to in
paragraph 7 of this Article that it does not intend to follow the opinion of the Board, in whole or in part,

providing the relevant grounds, Article 65(1) shall apply.
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Article 65 Dispute resolution by the Board

1. In order to ensure the correct and consistent application of this Regulation in individual cases, the Board

shall adopt a binding decision in the following cases:

(a)  where, in a case referred to in Article 60(4), a supervisory authority concerned has raised a relevant and
reasoned objection to a draft decision of the lead authority or the lead authority has rejected an
objection as being not relevant or reasoned. The binding decision shall concern all the matters which
are the subject of the relevant and reasoned objection, in particular whether there is an infringement

of this Regulation;

(b)  where there are conflicting views on which of the supervisory authorities concerned is competent for

the main establishment;

(c) where a competent supervisory authortity does not request the opinion of the Board in the cases
referred to in Article 64(1), or does not follow the opinion of the Board issued under Article 64. In

that case, any supervisory authority concerned or the Commission may communicate the matter to the
Board.

2. The decision referred to in paragraph 1 shall be adopted within one month from the referral of the subject-
matter by a two-third majority of the members of the Board. This period may be extended by a further month
on account of the complexity of the subject-matter. The decision referred to in paragraph 1 shall be reasoned
and addressed to the lead supervisory authority and all the supervisory authorities concerned and binding on

them.

3. Where the Board has been unable to adopt a decision within the petiods refetred to in paragraph 2, it shall
adopt its decision within two weeks following the expiration of the second month referred to in paragraph 2
by a simple majority of the members of the Board. Where the members of the Board are split, the decision
shall by adopted by the vote of its Chair.

4. The supervisory authorities concerned shall not adopt a decision on the subject matter submitted to the

Board under paragraph 1 during the periods referred to in paragraphs 2 and 3.

5. The Chair of the Board shall notify, without undue delay, the decision referred to in paragraph 1 to the
supervisory authorities concerned. It shall inform the Commission thereof. The decision shall be published on
the website of the Board without delay after the supervisory authority has notified the final decision referred

to in paragraph 6.

6. The lead supervisory authority or, as the case may be, the supervisory authority with which the complaint
has been lodged shall adopt its final decision on the basis of the decision referred to in paragraph 1 of this
Article, without undue delay and at the latest by one month after the Board has notified its decision. The lead
supervisory authority or, as the case may be, the supervisory authority with which the complaint has been
lodged, shall inform the Board of the date when its final decision is notified respectively to the controller or
the processor and to the data subject. The final decision of the supervisory authorities concerned shall be
adopted under the terms of Article 60(7), (8) and (9). The final decision shall refer to the decision referred to
in paragraph 1 of this Article and shall specify that the decision referred to in that paragraph will be published
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on the website of the Board in accordance with paragraph 5 of this Article. The final decision shall attach the

decision referred to in paragraph 1 of this Article.

Article 66 Urgency procedure

1. In exceptional circumstances, whete a supervisory authority concerned considers that there is an urgent
need to act in order to protect the rights and freedoms of data subjects, it may, by way of derogation from the
consistency mechanism referred to in Articles 63, 64 and 65 or the procedure referred to in Article 60,
immediately adopt provisional measures intended to produce legal effects on its own territory with a specified
period of validity which shall not exceed three months. The supervisory authority shall, without delay,
communicate those measures and the reasons for adopting them to the other supervisory authorities concerned,

to the Board and to the Commission.

2. Where a supervisory authority has taken a measure pursuant to paragraph 1 and considers that final measures
need urgently be adopted, it may request an urgent opinion or an urgent binding decision from the Board,

giving reasons for requesting such opinion or decision.

3. Any supervisory authority may request an urgent opinion or an urgent binding decision, as the case may be,
from the Board where a competent supervisory authority has not taken an appropriate measure in a situation
where there is an urgent need to act, in order to protect the rights and freedoms of data subjects, giving reasons

for requesting such opinion or decision, including for the urgent need to act.

4. By derogation from Articles 64(3) and 65(2), an urgent opinion or an urgent binding decision referred to in
paragraphs 2 and 3 of this Article shall be adopted within two weeks by simple majority of the members of the
Board.

Article 67 Exchange of information

The Commission may adopt implementing acts of general scope in order to specify the arrangements for the
exchange of information by electronic means between supervisory authorities, and between supervisory

authorities and the Board, in particular the standardised format referred to in Article 64.

Those implementing acts shall be adopted in accordance with the examination procedure referred to in Article

93(2).

SECTION 3
EUROPEAN DATA PROTECTION BOARD

Article 68 European Data Protection Board

1. The European Data Protection Board (the 'Board") is hereby established as a body of the Union and shall

have legal personality.
2. The Boatd shall be represented by its Chair.
3. The Board shall be composed of the head of one supervisory authority of each Member State and of the

European Data Protection Supervisor, or their respective representatives.
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4. Whete in a Member State more than one supetvisory authority is responsible for monitoring the application
of the provisions pursuant to this Regulation, a joint representative shall be appointed in accordance with that

Member State's law.

5. The Commission shall have the right to participate in the activities and meetings of the Board without voting
right. The Commission shall designate a representative. The Chair of the Board shall communicate to the

Commission the activities of the Board.

6. In the cases referred to in Article 65, the European Data Protection Supervisor shall have voting rights only
on decisions which concern principles and rules applicable to the Union institutions, bodies, offices and

agencies which correspond in substance to those of this Regulation.

Article 69 Independence

1. The Board shall act independently when performing its tasks or exercising its powers pursuant to Articles
70 and 71.

2. Without prejudice to requests by the Commission referred to in point (b) of Article 70(1) and in Article
70(2), the Board shall, in the performance of its tasks or the exercise of its powers, neither seeck nor take

instructions from anybody.

Article 70 Tasks of the Board

1. The Board shall ensure the consistent application of this Regulation. To that end, the Board shall, on its

own Initiative or, where relevant, at the request of the Commission, in particular:

(a8)  monitor and ensure the cotrect application of this Regulation in the cases provided for in Articles 64

and 65 without prejudice to the tasks of national supervisory authorities;

(b) advise the Commission on any issue related to the protection of personal data in the Union, including

on any proposed amendment of this Regulation;

(c) advise the Commission on the format and procedures for the exchange of information between

controllers, processors and supervisory authorities for binding corporate rules;

(d) issue guidelines, recommendations, and best practices on procedures for erasing links, copies or
replications of personal data from publicly available communication services as referred to in Article
17.(2);

(e) examine, on its own initiative, on request of one of its members or on request of the Commission, any
question covering the application of this Regulation and issue guidelines, recommendations and best

practices in order to encourage consistent application of this Regulation;

(f)  issue guidelines, recommendations and best practices in accordance with point () of this paragraph
for further specifying the criteria and conditions for decisions based on profiling pursuant to Article
22(2);
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issue guidelines, recommendations and best practices in accordance with point (e) of this paragraph
for establishing the personal data breaches and determining the undue delay referred to in Article 33(1)
and (2) and for the particular circumstances in which a controller or a processor is required to notify

the personal data breach;

issue guidelines, recommendations and best practices in accordance with point (e) of this paragraph as
to the circumstances in which a personal data breach is likely to result in a high risk to the rights and

freedoms of the natural persons referred to in Article 34(1).

issue guidelines, recommendations and best practices in accordance with point (e) of this paragraph
for the purpose of further specifying the criteria and requirements for personal data transfers based on
binding corporate rules adhered to by controllers and binding corporate rules adhered to by processors
and on further necessary requirements to ensure the protection of personal data of the data subjects

concerned referred to in Article 47;

issue guidelines, recommendations and best practices in accordance with point (e) of this paragraph
for the purpose of further specifying the criteria and requirements for the personal data transfers on
the basis of Article 49(1);

draw up guidelines for supervisory authorities concerning the application of measures referred to in

Article 58(1), (2) and (3) and the fixing of administrative fines pursuant to Articles 83;

review the practical application of the guidelines, recommendations and best practices referred to in

point (e) and (f);

issue guidelines, recommendations and best practices in accordance with point (¢) of this paragraph
for establishing common procedures for reporting by natural persons of infringements of this

Regulation pursuant to Article 54(2);

encourage the drawing-up of codes of conduct and the establishment of data protection certification

mechanisms and data protection seals and marks pursuant to Articles 40 and 42;

carry out the accreditation of certification bodies and its periodic review pursuant to Article 43 and
maintain a public register of accredited bodies pursuant to Article 43(6) and of the accredited

controllers or processors established in third countries pursuant to Article 42(7);

specify the requirements referred to in Article 43(3) with a view to the accreditation of certification
bodies under Article 42;

provide the Commission with an opinion on the certification requirements referred to in Article 43(8);
provide the Commission with an opinion on the the icons referred to in Article 12(7);

provide the Commission with an opinion for the assessment of the adequacy of the level of protection
in a third country or international organisation, including for the assessment whether a third country,

a territory or one or more specified sectors within that third country, or an international organisation
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no longer ensures an adequate level of protection. To that end, the Commission shall provide the Board
with all necessary documentation, including correspondence with the government of the third country,

with regard to that third country, territory or specified sector, or with the international organisation.

(t)  issue opinions on draft decisions of supervisory authorities pursuant to the consistency mechanism
referred to in Article 64(1), on matters submitted pursuant to Article 64(2) and to issue binding

decisions pursuant to Article 65, including in cases referred to in Article 606;

(u)  promote the cooperation and the effective bilateral and multilateral exchange of information and best

practices between the supervisory authorities;

(v) promote common training programmes and facilitate personnel exchanges between the supervisory
authorities and, where appropriate, with the supervisory authorities of third countries or with

international organisations;

(W) promote the exchange of knowledge and documentation on data protection legislation and practice

with data protection supervisory authorities worldwide.
(x) issue opinions on codes of conduct drawn up at Union level pursuant to Article 40(9); and

(y) maintain a publicly accessible electronic register of decisions taken by supervisory authorities and

courts on issues handled in the consistency mechanism.

2. Where the Commission requests advice from the Board, it may indicate a time limit, taking into account the

urgency of the matter.

3. The Boatd shall forward its opinions, guidelines, recommendations, and best practices to the Commission

and to the committee referred to in Article 93 and make them public.

4. The Board shall, where appropriate, consult interested parties and give them the opportunity to comment
within a reasonable period. The Board shall, without prejudice to Article 76, make the results of the consultation
procedure publicly available.

Article 71 Reports

1. The Board shall draw up an annual report regarding the protection of natural persons with regard to
processing in the Union and, where relevant, in third countries and international organisations. The report shall

be made public and be transmitted to the European Parliament, to the Council and to the Commission.

2. The annual report shall include a review of the practical application of the guidelines, recommendations and
best practices referred to in point (I) of Article 70(1) as well as of the binding decisions referred to in Article
05.

Article 72 Procedure

1. The Board shall take decisions by a simple majority of its members, unless otherwise provided for in this

Regulation.
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2. The Board shall adopt its own rules of procedure by a two-third majority of its members and organise its

own operational arrangements.

Article 73 Chair
1. The Boatd shall elect a chair and two deputy chairs from amongst its members by simple majority.

2. 'The term of office of the Chair and of the deputy chairs shall be five years and be renewable once.

Article 74 Tasks of the Chair
1. The Chair shall have the following tasks:
(a)  to convene the meetings of the Board and prepare its agenda;

(b)  to notify decisions adopted by the Board pursuant to Article 65 to the lead supervisory authority and

the supervisory authorities concerned;

(c)  to ensure the timely performance of the tasks of the Board, in particular in relation to the consistency

mechanism referred to in Article 63.

2. The Boatd shall lay down the allocation of tasks between the Chair and the deputy chairs in its rules of

procedure.

Article 75 Secretariat
1. The Board shall have a secretariat, which shall be provided by the European Data Protection Supetvisor.
2. The secretariat shall perform its tasks exclusively under the instructions of the Chair of the Board.

3. The staff of the European Data Protection Supervisor involved in carrying out the tasks conferred on the
Board by this Regulation shall be subject to separate reporting lines from the staff involved in carrying out tasks

conferred on the European Data Protection Supervisor.

4. Where appropriate, the Board and the European Data Protection Supervisor shall establish and publish a
Memorandum of Understanding implementing this Article, determining the terms of their cooperation, and
applicable to the staff of the European Data Protection Supervisor involved in carrying out the tasks conferred

on the Board by this Regulation.
5. The secretariat shall provide analytical, administrative and logistical support to the Board.
6. The secretariat shall be responsible in particular for:

(a)  the day-to-day business of the Board;

(b) communication between the members of the Board, its Chair and the Commission;

(¢) communication with other institutions and the public;
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(d)  the use of electronic means for the internal and external communication;
(e) the translation of relevant information;
(f)  the preparation and follow-up of the meetings of the Board;

(g) the preparation, drafting and publication of opinions, decisions on the settlement of disputes between

supervisory authorities and other texts adopted by the Board.

Article 76 Confidentiality

1. The discussions of the Board shall be confidential where the Board deems it necessary, as provided for in

its rules of procedure.

2. Access to documents submitted to members of the Board, experts and representatives of third parties shall
be governed by Regulation (EC) No 1049/2001 of the European Patliament and of the Council2!.

CHAPTER VIII
REMEDIES, LIABILITY AND PENALTIES

Article 77 Right to lodge a complaint with a supervisory authority

1. Without prejudice to any other administrative or judicial remedy, every data subject shall have the right to
lodge a complaint with a supervisory authority, in particular in the Member State of his or her habitual residence,
place of work or place of the alleged infringment if the data subject considers that the processing of personal

data relating to him or her infringes this Regulation.

2. The supervisory authority with which the complaint has been lodged shall inform the complainant on the

progress and the outcome of the complaint including the possibility of a judicial remedy pursuant to Article 78.

Article 78 Right to an effective judicial remedy against a supervisory authority

1. Without prejudice to any other administrative or non-judicial remedy, each natural or legal person shall have
the right to an effective judicial remedy against a legally binding decision of a supervisory authority concerning

them.

2. Without prejudice to any other administrative or non-judicial remedy, each data subject shall have the right
to a an effective judicial remedy where the supervisory authority which is competent pursuant to Article 55 and
Article 56 does not handle a complaint or does not inform the data subject within three months on the progress

or outcome of the complaint lodged pursuant to Article 77.

*! Regulation (EC) No 1049/2001 of the European Patliament and of the Council of 30 May
2001 regarding public access to European Parliament, Council and Commission documents (O]
L 145, 31.5.2001, p. 43).
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3. Proceedings against a supetvisory authority shall be brought before the courts of the Member State where

the supervisory authority is established.

4. Where proceedings are brought against a decision of a supervisory authority which was preceded by an
opinion or a decision of the Board in the consistency mechanism, the supervisory authority shall forward that

opinion or decision to the court.

Article 79 Right to an effective judicial remedy against a controller or processor

1. Without prejudice to any available administrative or non-judicial remedy, including the right to lodge a
complaint with a supervisory authority pursuant to Article 77, each data subject shall have the right to an
effective judicial remedy where he or she considers that his or her rights under this Regulation have been

infringed as a result of the processing of his or her personal data in non-compliance with this Regulation.

2. Proceedings against a controller or a processor shall be brought before the courts of the Member State
where the controller or processor has an establishment. Alternatively, such proceedings may be brought before
the courts of the Member State where the data subject has his or her habitual residence, unless the controller

or processor is a public authority of a Member State acting in the exercise of its public powers.

Article 80 Representation of data subjects

1. The data subject shall have the right to mandate a not-for-profit body, organisation or association which

has been properly constituted in accordance with the law of a

Member State, has statutory objectives which are in the public interest, and is active in the field of the protection
of data subjects' rights and freedoms with regard to the protection of their personal data to lodge the complaint
on his or her behalf, to exercise the rights referred to in Articles 77, 78 and 79 on his or her behalf, and to
exercise the right to receive compensation referred to in Article 82 on his or her behalf where provided for by

Member State law.

2. Member States may provide that any body, organisation or association refetred to in paragraph 1 of this
Article, independently of a data subject's mandate, has the right to lodge, in that Member State, a complaint
with the supervisory authority which is competent pursuant to Article 77 and to exercise the rights referred to
in Articles 78 and 79 if it considers that the rights of a data subject under this Regulation have been infringed

as a result of the processing,
Article 81 Suspension of proceedings

1. Where a competent court of a Member State has information on proceedings, concerning the same subject
matter as regards processing by the same controller or processor, that are pending in a court in another Member

State, it shall contact that court in the other Member State to confirm the existence of such proceedings.

2. Where proceedings concerning the same subject matter as regards processing of the same controller or
processor are pending in a court in another Member State, any competent court other than the court first seized

may suspend its proceedings.
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3. Where those proceedings ate pending at first instance, any court other than the court first seized may also,
on the application of one of the parties, decline jurisdiction if the court first seized has jurisdiction over the

actions in question and its law permits the consolidation thereof.
Article 82 Right to compensation and liability

1. Any person who has suffered material or non-material damage as a result of an infringement of this
Regulation shall have the right to receive compensation from the controller or processor for the damage
suffered.

2. Any controller involved in processing shall be liable for the damage caused by processing which infringes
this Regulation. A processor shall be liable for the damage caused by processing only where it has not complied
with obligations of this Regulation specifically directed to processors or where it has acted outside or contrary

to lawful instructions of the controller.

3. A controller or processor shall be exempt from liability under paragraph 2 if it proves that it is not in any

way responsible for the event giving rise to the damage.

4. Where more than one controller or processor, ot both a controller and a processor, ate involved in the same
processing and where they are, under paragraphs 2 and 3, responsible for any damage caused by processing,
each controller or processor shall be held liable for the entire damage in order to ensure effective compensation

of the data subject.

5. Wherte a controller ot processor has, in accordance with paragraph 4, paid full compensation for the damage
suffered, that controller or processor shall be entitled to claim back from the other controllers or processors
involved in the same processing that part of the compensation corresponding to their part of responsibility for

the damage, in accordance with the conditions set out in paragraph 2.

6. Court proceedings for exercising the right to receive compensation shall be brought before the courts

competent under the law of the Member State referred to in Article 79(2).

Article 83 General conditions for imposing administrative fines

1. Each supervisory authority shall ensure that the imposition of administrative fines pursuant to this Article
in respect of infringements of this Regulation referred to in paragraphs 4, 5 and 6 shall in each individual case

be effective, proportionate and dissuasive.

2. Administrative fines shall, depending on the circumstances of each individual case, be imposed in addition
to, or instead of, measures referred to in points (a) to (h) and (j) of Article 58(2). When deciding whether to
impose an administrative fine and deciding on the amount of the administrative fine in each individual case due

regard shall be given to the following:

(@)  the nature, gravity and duration of the infringement taking into account the nature scope or purpose
of the processing concerned as well as the number of data subjects affected and the level of damage

suffered by them;

(b)  the intentional or negligent character of the infringement;
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any action taken by the controller or processor to mitigate the damage suffered by data subjects;

the degree of responsibility of the controller or processor taking into account technical and

organisational measures implemented by them pursuant to Articles 25 and 32;
any relevant previous infringements by the controller or processor;

the degree of cooperation with the supervisory authority, in order to remedy the infringement and

mitigate the possible adverse effects of the infringement;
the categories of personal data affected by the infringement;

the manner in which the infringement became known to the supervisory authority, in particular

whether, and if so to what extent, the controller or processor notified the infringement;

in case measures referred to in Article 58(2) have previously been ordered against the controller or

processor concerned with regard to the same subject-matter, compliance with those measures;

adherence to approved codes of conduct pursuant to Article 40 or approved certification mechanisms

pursuant to Article 42; and

any other aggravating or mitigating factor applicable to the circumstances of the case, such as financial

benefits gained, or losses avoided, directly or indirectly, from the infringement.

3. If a controller or processor intentionally or negligently, for the same or linked processing operations,

infringes several provisions of this Regulation, the total amount of the administrative fine shall not exceed the

amount specified for the gravest infringement.

4. Infringments of the following provisions shall, in acccordance with paragraph 2, be subject to administrative

fines up to 10 000 000 EUR, or in the case of an undertaking, up to 2 % of the total worldwide annual turnover

of the preceding financial year, whichever is higher:

(a)

(b)
(©)

the obligations of the controller and the processor pursuant to Articles 8, 11, 25, 26, 27, 28, 29, 30, 31,
32,33, 34, 35, 36, 37, 38, 39, 42 and 43;

the obligations of the certification body pursuant to Articles 42 and 43;

the obligations of the monitoring body pursuant to Article 41(4).

5. Infringements of the following provisions shall, in accordance with paragraph 2, be subject to administrative

fines up to 20 000 000 EUR, or in the case of an undertaking, up to 4 % of the total worldwide annual turnover

of the preceding financial year, whichever is higher:

(a)
(b)

the basic principles for processing, including conditions for consent, pursuant to Articles 5, 6, 7 and 9;

the data subjects' rights pursuant to Articles 12 to 22;
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(c)  the transfers of personal data to a recipient in a third country or an international organisation pursuant
to Articles 44 to 49;

(d) any obligations pursuant to Member State law adopted unter Chapter IX;

() non-compliance with an order or a temporary or definitive limitation on processing or the suspension
of data flows by the supervisory authority pursuant to Article 58(2) or failure to provide access in

violation of Article 58(1).

6. Non-compliance with an order by the supetvisory authority as referred to in Article 58(2) shall, in
acccordance with paragraph 2 of this Article, be subject to administrative fines up to 20 000 000 EUR, or in
the case of an undertaking, up to 4 % of the total worldwide annual turnover of the preceding financial year,

whichever is higher.

7. Without prejudice to the corrective powers of supervisory authorities pursuant to Article 58(2), each
Member State may lay down the rules on whether and to what extent administrative fines may be imposed on

public authorities and bodies established in that Member State.

8. The exercise by the supervisory authority of its powers under this Article shall be subject to appropriate
procedural safeguards in accordance with Union and Member State law, including effective judicial remedy and

due process.

9. Wherte the legal system of the Member State does not provide for administrative fines, this Article may be
applied in such a manner that the fine is initiated by the competent supervisory authority and imposed by
competent national courts, while ensuring that those legal remedies are effective and have an equivalent effect
to the administrative fines imposed by supervisory authorities. In any event, the fines imposed shall be effective,
proportionate and dissuasive. Those Member States shall notify to the Commission the provisions of their laws
which they adopt pursuant to this paragraph by ... [two years from the date of entry into force of this Regulation] and,

without delay, any subsequent amendment law or amendment affecting them.

Article 84 Penalties

1. Member States shall lay down the rules on other penalties applicable to infringements of this Regulation in
particular for infringements which are not subject to administrative fines pursuant to Article 83, and shall take
all measures necessary to ensure that they are implemented. Such penalties shall be effective, proportionate and

dissuasive.

2. Each Member State shall notify to the Commission the provisions of its law which it adopts pursuant to
paragraph 1, by ... [#wo_years from the date of entry into force of this Regulation] and, without delay, any subsequent

amendment affecting them.
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CHAPTER IX
PROVISIONS RELATING TO SPECIFIC PROCESSING SITUATIONS

Article 85 Processing and freedom of expression and information

1. Member States shall by law reconcile the right to the protection of personal data pursuant to this Regulation
with the right to freedom of expression and information, including processing for journalistic purposes and the

purposes of academic, artistic or literary expression.

2. For processing cartied out for journalistic purposes ot the purpose of academic artistic or literary expression,
Member States shall provide for exemptions or derogations from Chapter II (principles), Chapter I1I (rights of
the data subject), Chapter IV (controller and processor), Chapter V (transfer of personal data to third countries
or international organisations), Chapter VI (independent supervisory authorities), Chapter VII (cooperation
and consistency) and Chapter IX (specific data processing situations) if they are necessary to reconcile the right

to the protection of personal data with the freedom of expression and information.

3. Each Member State shall notify to the Commission the provisions of its law which it has adopted pursuant

to paragraph 2 and, without delay, any subsequent amendment law or amendment affecting them.
Article 86 Processing and public access to official documents

Personal data in official documents held by a public authority or a public body or a private body for the
performance of a task catried out in the public interest may be disclosed by the authority or body in accordance
with Union or Member State law to which the public authority or body is subject in order to reconcile public

access to official documents with the right to the protection of personal data pursuant to this Regulation.
Article 87 Processing of the national identification number

Member States may further determine the specific conditions for the processing of a national identification
number or any other identifier of general application. In that case the national identification number or any
other identifier of general application shall be used only under appropriate safeguards for the rights and
freedoms of the data subject pursuant to this Regulation.

Article 88 Processing in the context of employment

1. Member States may, by law or by collective agreements, provide for more specific rules to ensure the
protection of the rights and freedoms in respect of the processing of employees' personal data in the
employment context, in particular for the purposes of the recruitment, the performance of the contract of
employment, including discharge of obligations laid down by law or by collective agreements, management,
planning and organisation of work, equality and diversity in the workplace, health and safety at work, protection
of employet's or customet's property and for the purposes of the exetcise and enjoyment, on an individual or
collective basis, of rights and benefits related to employment, and for the purpose of the termination of the

employment relationship.

2. Those rules shall include suitable and specific measures to safeguard the data subject's human dignity,

legitimate interests and fundamental rights, with particular regard to the transparency of processing, the transfer
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of personal data within a group of undertakings, or a group of entreprises engaged in a joint economic activity

and monitoring systems at the work place.

3. Each Member State shall notify to the Commission those provisions of its law which it adopts pursuant to
paragraph 1, by ... [wo_years from the date of entry into force of this Regulation] and, without delay, any subsequent

amendment affecting them.

Article 89 Safeguards and derogations relating to processing for archiving purposes in the public

interest, scientific or historical research purposes or statistical purposes

1. Processing for archiving purposes in the public interest, scientific or historical research purposes or
statistical purposes, shall be subject to appropriate safeguards, in accordance with this Regulation, for the rights
and freedoms of the data subject. Those safeguards shall ensure that technical and organisational measures are
in place in particular in order to ensure respect for the principle of data minimisation. Those measures may
include pseudonymisation provided that those purposes can be fulfilled in that manner. Where those purposes
can be fulfilled by further processing which does not permit or no longer permits the identification of data

subjects, those purposes shall be fulfilled in that manner.

2. Where personal data are processed for scientific or historical research purposes or statistical purposes,
Union or Member State law may provide for derogations from the rights referred to in Articles 15, 16, 18 and
21 subject to the conditions and safeguards referred to in paragraph 1 of this Article in so far as such rights are
likely to render impossible or seriously impair the achievement of the specific purposes, and such derogations

are necessary for the fulfilment of those purposes.

3. Where personal data are processed for archiving purposes in the public interest, Union or Member State
law may provide for derogations from the rights referred to in Articles 15, 16, 18, 19, 20 and 21 subject to the
conditions and safeguards referred to in paragraph 1 of this Article in so far as such rights are likely to render
impossible ot seriously impair the achievement of the specific purposes, and such derogations are necessary for

the fulfilment of those purposes.

4. Where processing referred to in paragraphs 2 and 3 setves at the same time another purpose, the derogations

shall apply only to processing for the purposes referred to in those paragraphs.

Article 90 Obligations of secrecy

1. Member States may adopt specific rules to set out the powers of the supervisory authorities laid down in
points (e) and (f) of Article 58(1) in relation to controllers or processors that are subject, under Union or
Member State law or rules established by national competent bodies, to an obligation of professional secrecy
or other equivalent obligations of secrecy where this is necessary and proportionate to reconcile the right of
the protection of personal data with the obligation of secrecy. Those rules shall apply only with regard to
personal data which the controller or processor has received as a result ofor has obtained in an activity covered

by that obligation of secrecy.

2. Each Member State shall notify to the Commission the rules adopted pursuant to paragraph 1, by ... [fwo
_years from the date of entry into force of this Regulation] and, without delay, any subsequent amendment affecting them.
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Article 91 Existing data protection rules of churches and religious associations

1. Where in a Member State, churches and religious associations or communities apply, at the time of entry
into force of this Regulation, comprehensive rules relating to the protection of natural persons with regard to

processing, such rules may continue to apply, provided that they are brought into line with this Regulation.

2. Churches and religious associations which apply comprehensive rules in accordance with paragraph 1 shall
be subject to the supervision of an independent supervisory authority, which may be specific, provided that it

fulfils the conditions laid down in Chapter VI of this Regulation.

CHAPTERX
DELEGATED ACTS AND IMPLEMENTING ACTS

Article 92 Exercise of the delegation

1. The power to adopt delegated acts is conferred on the Commission subject to the conditions laid down in
this Article.

2. 'The delegation of power referred to in Article 12(8) and Article 43(8) shall be conferred on the Commission
for an indeterminate period of time from ... [the date of entry into force of this Regulation).

3. The delegation of power referred to in Article 12(8) and Atticle 43(8) may be revoked at any time by the
European Parliament or by the Council. A decision of revocation shall put an end to the delegation of power
specified in that decision. It shall take effect the day following that of its publication in the Official Journal of the
European Union or at a later date specified therein. It shall not affect the validity of any delegated acts already in

force.

4. As soon as it adopts a delegated act, the Commission shall notify it simultaneously to the European

Parliament and to the Council.

5. A delegated act adopted pursuant to Article 12(8) and Article 43(8) shall enter into force only if no objection
has been expressed by ecither the European Parliament or the Council within a period of three months of
notification of that act to the European Parliament and the Council or if, before the expiry of that period, the
European Parliament and the Council have both informed the Commission that they will not object. That

period shall be extended by three months at the initiative of the European Parliament or of the Council.

Article 93 Committee procedure

1. The Commission shall be assisted by a committee. That committee shall be a committee within the meaning
of Regulation (EU) No 182/2011.

2. Where reference is made to this paragraph, Article 5 of Regulation (EU) No 182/2011 shall apply.

3. Where reference is made to this paragraph, Article 8 of Regulation (EU) No 182/2011, in conjunction with
Article 5 thereof, shall apply.
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CHAPTER XI
FINAL PROVISIONS

Article 94 Repeal of Directive 95/46/EC
1. Directive 95/46/EC is repealed with effect from ... [two years from the date of entry into force of this Regulation).

2. References to the repealed Directive shall be construed as references to this Regulation. References to the
Working Party on the Protection of Individuals with regard to the Processing of Personal Data established by
Article 29 of Directive 95/46/EC shall be construed as references to the European Data Protection Board
established by this Regulation.

Article 95 Relationship with Directive 2002/58/EC

This Regulation shall not impose additional obligations on natural or legal persons in relation to processing in
connection with the provision of publicly available electronic communications services in public
communication networks in the Union in relation to matters for which they are subject to specific obligations

with the same objective set out in Directive 2002/58/EC.
Article 96 Relationship with previously concluded Agreements

International agreements involving the transfer of personal data to third countries or international organisations
which were concluded by Member States prior to ... [the date of entry into force of this Regulation], and which are in
accordance with Union law applicable prior to ... [#he date of entry into force of this Regulation), shall remain in force

until amended, replaced or revoked.

Article 97 Commission reports

L. By ... [4 years after the date of entry into force of this Regulation] and every four years thereafter, the Commission
shall submit a report on the evaluation and review of this Regulation to the European Parliament and to the

Council. The reports shall be made public.

2. In the context of the evaluations and reviews referred to in paragraph 1, the Commission shall examine, in

particular, the application and functioning of:

(a) Chapter V on the transfer of personal data to third countries or international organisations with
particular regard to decisions adopted pursuant to Article 45(3) of this Regulation and decisions
adopted on the basis of Article 25(6) of Directive 95/46/EC;

(b)  Chapter VII on cooperation and consistency.

3. For the purpose of paragraph 1, the Commission may request information from Member States and

supervisory authorities.

4. In carrying out the evaluations and reviews referred to in paragraphs 1 and 2, the Commission shall take
into account the positions and findings of the European Parliament, of the Council, and of other relevant

bodies or sources.

186



5. The Commission shall, if necessary, submit approptiate proposals to amend this Regulation, in particular
taking into account of developments in information technology and in the light of the state of progress in the

information society.
Article 98 Review of other Union legal acts on data protection

The Commission shall, if appropriate, submit legislative proposals with a view to amending other Union legal
acts on the protection of personal data, in order to ensure uniform and consistent protection of natural persons
with regard to processing. This shall in particular concern the rules relating to the protection of natural persons
with regard to processing by Union institutions, bodies, offices and agencies and on the free movement of such

data.
Article 99 Entry into force and application

1. This Regulation shall enter into force on the twentieth day following that of its publication in the Official
Journal of the European Union.

2. It shall apply from ... [fwo years from the date of entry into force of this Regulation).
This Regulation shall be binding in its entirety and directly applicable in all Member States. Done at ...,
For the Enropean Parliament For the Council

The President The President
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§ TURKIYE'DEKI DUZENLEMELER

TURKIYE CUMHURIYETI 1982 ANAYASASININ iLGILIi HUKUMLERI

Kiinye: 18.10.1982 taribli 2709 sayils Kanun.

(09.11.1982 taribli 17863 sayily Miikerrer Resmi Gazete)

Tam metin i¢in:

bttp:/ [ www.mevzuat.gov.tr/ MevzuatMetin/ 1.5.2709.pdf 19.03.16

Madde 20 (A. Ozel hayatin gizliligi)

Herkes, 6zel hayatina ve aile hayatina saygt gosterilmesini isteme hakkina sahiptir. Ozel hayatin ve aile hayatinin
gizliligine dokunulamaz. (Ugiincii climle miilga: 3/10/2001-4709/5 md.) (Degisik: 3/10/2001-4709/5 md.)
Milli giivenlik, kamu diizeni, su¢ islenmesinin 6nlenmesi, genel saglik ve genel ahlakin korunmast veya
baskalarinin hak ve 6zgtrliklerinin korunmasi sebeplerinden biri veya birkagina baglt olarak, usuliine gore
verilmis, hakim karari olmadikca; yine bu sebeplere bagl olarak gecikmesinde sakinca bulunan hallerde de
kanunla yetkili kilinmis merciin yazili emri bulunmadikea; kimsenin tstd, 6zel kagitlart ve esyast aranamaz ve
bunlara el konulamaz. Yetkili merciin karari yirmidort saat icinde gbrevli hakimin onayina sunulur. Hakim,

kararini el koymadan itibaren kirksekiz saat icinde agtklar; aksi halde, el koyma kendiliginden kalkar.

(Ek fikra: 7/5/2010-5982/2 md.) Herkes, kendisiyle ilgili kisjsel verilerin korunmasini isteme hakkina sahiptir.
Bu hak; kisinin kendisiyle ilgili kisjsel veriler hakkinda bilgilendirilme, bu verilere erisme, bunlarin dtzeltilmesini
veya silinmesini talep etme ve amaglart dogrultusunda kullanilip kullanilmadigini 6grenmeyi de kapsar. Kisjsel
veriler, ancak kanunda 6ngoriilen hallerde veya kisjnin acik rizastyla islenebilir. Kisjsel verilerin korunmasina

iliskin esas ve usuller kanunla diizenlenit.

Madde 22 (C. Haberlesme hiirriyeti)

(Degisik: 3/10/2001-4709/7 md.)

Herkes, haberlesme hiirriyetine sahiptir. Haberlesmenin gizliligi esastr.

Milli givenlik, kamu diizeni, su¢ islenmesinin 6nlenmesi, genel saglik ve genel ahlakin korunmasi veya
baskalarinin hak ve 6zgirliklerinin korunmasi sebeplerinden biri veya birkagina bagli olarak usuliine gére
verilmis, hakim karari olmadikga; yine bu sebeplere bagl olarak gecikmesinde sakinca bulunan hallerde de
kanunla yetkili kilinmis merciin yazili emri bulunmadikea; haberlesme engellenemez ve gizliligine dokunulamaz.
Yetkili merciin karart yirmidért saat icinde gérevli hakimin onayina sunulur. Hakim, kararini kirksekiz saat icinde

aciklar; aksi halde, karar kendiliginden kalkar.
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Istisnalarin uygulanacagi kamu kurum ve kurulus]ari kanunda belirtilir.
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6698 SAYILI KiSISEL VERILERIN KORUNMASI KANUNU

Kiinye: 24.03.2016 taribli 6698 sayils Kanun.

(07.04.2016 taribli 29677 sayilz Resmi Gazgete)

Mevzuat.gov.tr:

bttp:/ [ www.mevzuat.gov.tr/ MevzuatMetin/ 1.5.6698.pdf 08.04.2016

BIRINCI BOLUM
Amag, Kapsam ve Tanimlar
MADDE 1- Amag

(1) Bu Kanunun amacy, kisisel verilerin islenmesinde basta 6zel hayatin gizliligi olmak tzere kisilerin temel hak
ve Ozgurliiklerini korumak ve kisisel verileri isleyen gercek ve tiizel kisilerin yukiimltliikleri ile uyacaklari usul

ve esaslart duzenlemektir.
MADDE 2- Kapsam

(1) Bu Kanun hitkiimleri, kisisel verileri islenen gercek kisiler ile bu verileri tamamen veya kismen otomatik
olan ya da herhangi bir veri kayit sisteminin parc¢ast olmak kaydiyla otomatik olmayan yollarla isleyen gercek ve

tiizel kisiler hakkinda uygulanir.
MADDE 3- Tanimlar
(1) Bu Kanunun uygulanmasinda;
a) Acik riza: Belirli bir konuya iliskin, bilgilendirilmeye dayanan ve 6zgiir iradeyle aciklanan rizayu,

b) Anonim hale getirme: Kisisel verilerin, bagka verilerle eslestirilerek dahi hicbir surette kimligi belitli veya

belirlenebilir bir gercek kisiyle iliskilendirilemeyecek hale getirilmesini,

c) Baskan: Kisisel Verileri Koruma Kurumu Baskanini,

¢) Ilgili kisi: Kisisel verisi islenen gercek kisiyi,

d) Kisisel veri: Kimligi belirli veya belirlenebilir gercek kisiye iliskin her tiirli bilgiyi,

¢) Kisisel verilerin islenmesi: Kisisel verilerin tamamen veya kismen otomatik olan ya da herhangi bir veri kayit
sisteminin parcast olmak kaydiyla otomatik olmayan yollarla elde edilmesi, kaydedilmesi, depolanmasi, muhafaza
edilmesi, degistirilmesi, yeniden diizenlenmesi, aciklanmasi, aktarilmasi, devralinmasi, elde edilebilir hale
getirilmesi, siniflandirilmast ya da kullanilmasinin engellenmesi gibi veriler tizerinde gerceklestirilen her tiirli

islemi,
f) Kurul: Kisisel Verileti Koruma Kurulunu,

g) Kurum: Kisisel Verileri Koruma Kurumunu,
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§) Veri isleyen: Veri sorumlusunun verdigi yetkiye dayanarak onun adina kisisel verileri isleyen gercek veya tiizel
kisiyi,
h) Veri kayit sistemi: Kisisel verilerin belitli kriterlere gbre yapilandirilarak islendigi kayit sistemini,

1) Veri sorumlusu: Kisisel verilerin isleme amaclarini ve vasitalarinn belitleyen, veri kayit sisteminin

kurulmasindan ve yénetilmesinden sorumlu olan gercek veya tiizel kisiyi,

ifade eder.

IKINCI BOLUM
Kisisel Verilerin Islenmesi

MADDE 4- Genel ilkeler

(1) Kisisel veriler, ancak bu Kanunda ve diger kanunlarda 6ngériilen usul ve esaslara uygun olarak islenebilir.
(2) Kisisel verilerin islenmesinde asagidaki ilkelere uyulmast zorunludur:

a) Hukuka ve diristlitk kurallarina uygun olma.

b) Dogru ve gerektiginde giincel olma.

c) Belitli, acik ve mesru amaglar i¢in islenme.

¢) Islendikleri amagla baglantili, sinirlt ve 6l¢iilii olma.

d) Tlgili mevzuatta 6ngoriilen veya islendikleri amac igin gerekli olan siire kadar muhafaza edilme.
MADDE 5- Kisisel verilerin islenme sartlari

(1) Kisisel veriler ilgili kisinin actk ri1zast olmaksizin islenemez.

(2) Asagidaki sartlardan birinin varlig halinde, ilgili kisinin actk rizast aranmaksizin kisisel verilerinin islenmesi

mumkindir:
a) Kanunlarda agik¢a 6ngérilmesi.

b) Fiili imkansizlik nedeniyle rizasini agtklayamayacak durumda bulunan veya rizasina hukuki gecerlilik
taninmayan kisinin kendisinin ya da bir bagkasinin hayati veya beden butinliginin korunmast i¢in zorunlu

olmasi.

) Bir s6zlesmenin kurulmast veya ifasiyla dogrudan dogruya ilgili olmast kaydiyla, s6zlesmenin taraflarina ait

kisisel verilerin islenmesinin gerekli olmasi.
¢) Veri sorumlusunun hukuki yiikimliligini yerine getirebilmesi i¢in zorunlu olmast.
d) Ilgili kisinin kendisi tarafindan alenilestirilmis olmast.

e) Bir hakkin tesisi, kullanilmast veya korunmast i¢in veri islemenin zorunlu olmast.
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f) Ilgili kisinin temel hak ve 6zgiirliiklerine zarar vermemek kaydiyla, veri sorumlusunun mesru menfaatleri icin

veri islenmesinin zorunlu olmasi.
MADDE 6- Ozel nitelikli kigisel veriletin iglenme sartlar1

(1) Kisilerin 1rk1, etnik kékeni, siyasi diisiincest, felsefi inanci, dini, mezhebi veya diger inanclar, kilik ve kiyafeti,
dernek, vakif ya da sendika tyeligi, sagligi, cinsel hayati, ceza mahkimiyeti ve glivenlik tedbirleriyle ilgili verileri

ile biyometrik ve genetik verileri 6zel nitelikli kisisel veridir.
(2) Ozel nitelikli kisisel verilerin, ilgilinin agtk rizast olmaksizin islenmesi yasaktir.

(3) Birinci fikrada sayilan saglik ve cinsel hayat disindaki kisisel veriler, kanunlarda 6éngériilen hallerde ilgili
kisinin acik rizasi aranmaksizin islenebilir. Saglik ve cinsel hayata iliskin kisisel veriler ise ancak kamu sagliginin
korunmasi, koruyucu hekimlik, tibbi teshis, tedavi ve bakim hizmetlerinin yiritilmesi, saglik hizmetleri ile
finansmaninin planlanmast ve yénetimi amaciyla, sir saklama yiikiimliliigi altinda bulunan kisiler veya yetkili

kurum ve kuruluslar tarafindan ilgilinin actk r1zast aranmaksizin islenebilir.

(4) Ozel nitelikli kisisel verilerin islenmesinde, ayrica Kurul tarafindan belirlenen yeterli énlemlerin alinmast

sarttir.
MADDE 7- Kisisel verilerin silinmesi, yok edilmesi veya anonim hile getirilmesi

(1) Bu Kanun ve ilgili diger kanun hiikiimlerine uygun olarak islenmis olmasina ragmen, islenmesini gerektiren
sebeplerin ortadan kalkmasi halinde kisisel veriler resen veya ilgili kisinin talebi iizerine veri sorumlusu

tarafindan silinir, yok edilir veya anonim hale getirilir.

(2) Kisisel verilerin silinmesi, yok edilmesi veya anonim hale getirilmesine iliskin diger kanunlarda yer alan

hiktmler saklidir.

(3) Kisisel verilerin silinmesine, yok edilmesine veya anonim hale getirilmesine iliskin usul ve esaslar

yonetmelikle diizenlenir.
MADDE 8- Kisisel verilerin aktarilmasi
(1) Kisisel veriler, ilgili kisinin agtk rizast olmaksizin aktarilamaz.
(2) Kisisel veriler;
a) 5 inci maddenin ikinci fikrasinda,
b) Yeterli 6nlemler alinmak kaydiyla, 6 nc1 maddenin ticiincii fikrasinda,
belirtilen sartlardan birinin bulunmasi halinde, ilgili kisinin agtk r1zas1 aranmaksizin aktarilabilir.
(3) Kisisel verilerin aktarilmasina iliskin diger kanunlarda yer alan hiikiimler saklidur.
MADDE 9- Kisisel verilerin yurt digina aktarilmasi

(1) Kisisel veriler, ilgili kisinin agtk rizast olmaksizin yurt disina aktarilamaz.
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(2) Kisisel veriler, 5 inci maddenin ikinci fikrast ile 6 nct maddenin tictinci fikrasinda belirtilen sartlardan birinin

varligi ve kisisel verinin aktarilacagt yabanci tilkede;
a) Yeterli korumanin bulunmast,

b) Yeterli korumanin bulunmamasi durumunda Ttrkiye’deki ve ilgili yabanct tilkedeki veri sorumlulatinin yeterli

bir korumayi yazili olarak taahhiit etmeleri ve Kurulun izninin bulunmast,
kaydiyla ilgili kisinin acik rizast aranmaksizin yurt disina aktarilabilir.
(3) Yeterli korumanin bulundugu tilkeler Kurulca belitlenerek ilan edilir.

(4) Kurul yabanci tilkede yeterli koruma bulunup bulunmadigina ve ikinci fikranin (b) bendi uyarinca izin verilip

verilmeyecegine;

a) Turkiye’nin taraf oldugu uluslararasi sézlesmeleri,

b) Kisisel veri talep eden iilke ile Ttirkiye arasinda veri aktarimina iliskin karsiliklilik durumunu,

c) Her somut kisisel veri aktarimina iliskin olarak, kisisel verinin niteligi ile islenme amag ve siiresini,

¢) Kisisel verinin aktarilacags tilkenin konuyla ilgili mevzuatt ve uygulamasinu,

d) Kisisel verinin aktarilacagt tilkede bulunan veri sorumlusu tarafindan taahhtit edilen 6nlemleri,
degerlendirmek ve ihtiyag duymast halinde, ilgili kurum ve kuruluslarin gérisiini de almak suretiyle karar verir.

(5) Kisisel veriler, uluslararast sézlesme hiikiimleri saklt kalmak tGzere, Ttirkiye’nin veya ilgili kisinin menfaatinin
ciddi bir sekilde zarar gérecegi durumlarda, ancak ilgili kamu kurum veya kurulusunun goriisi alinarak Kurulun

izniyle yurt disina aktardlabilir.

(6) Kisisel verilerin yurt disina aktarilmasina iliskin diger kanunlarda yer alan hiikiimler saklhidur.

UCUNCU BOLUM
Haklar ve Yiikiimliiliikler
MADDE 10- Veri sorumlusunun aydinlatma yiikiimliiligi

(1) Kisisel verilerin elde edilmesi sirasinda veri sorumlusu veya yetkilendirdigi kisi, ilgili kisilere;
a) Veri sorumlusunun ve varsa temsilcisinin kimligi,

b) Kisisel verilerin hangi amagcla islenecegi,

¢) Islenen kisisel verilerin kimlere ve hangi amagla aktartlabilecegi,

¢) Kisisel veri toplamanin yéntemi ve hukuki sebebi,

d) 11 inci maddede sayilan diger haklari,

konusunda bilgi vermekle yiikiimliidiir.
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MADDE 11- Ilgili kiginin haklar

(1) Herkes, veri sorumlusuna bagvurarak kendisiyle ilgili;

a) Kisisel veri islenip islenmedigini 6grenme,

b) Kisisel verileri islenmisse buna iligkin bilgi talep etme,

¢) Kisisel verilerin islenme amacint ve bunlarin amacina uygun kullanilip kullanilmadigint 6grenme,

¢) Yurt icinde veya yurt disinda kisisel verilerin aktarildigr Gigtincti kisileri bilme,

d) Kisisel verilerin eksik veya yanlis islenmis olmasi halinde bunlarin diizeltilmesini isteme,

e) 7 nci maddede 6ngoriilen sartlar cercevesinde kisisel verilerin silinmesini veya yok edilmesini isteme,

f) (d) ve (e) bentleri uyarinca yapilan islemlerin, kisisel verilerin aktarildigi Getincd kisilere bildirilmesini isteme,

g) Islenen verilerin miinhasiran otomatik sistemler vasttastyla analiz edilmesi suretiyle kisinin kendisi aleyhine

bir sonucun ortaya ¢tkmasina itiraz etme,

§) Kisisel verilerin kanuna aykiri olarak islenmesi sebebiyle zarara ugramas: halinde zararin giderilmesini talep

etme,

haklarina sahiptir.

MADDE 12- Veri giivenligine iligkin yiikiimltliikler

(1) Veri sorumlusu;

a) Kisisel verilerin hukuka aykir1 olarak islenmesini 6nlemek,
b) Kisisel verilere hukuka aykirt olarak erisilmesini 6nlemek,
¢) Kisisel verilerin muhafazasint saglamak,

amactyla uygun givenlik diizeyini temin etmeye yonelik gerekli her turli teknik ve idari tedbirleri almak

zorundadit.

(2) Veri sorumlusu, kisisel verilerin kendi adina baska bir gercek veya tiizel kisi tarafindan islenmesi halinde,

birinci fikrada belirtilen tedbirlerin alinmast hususunda bu kisilerle birlikte mustereken sorumludur.

(3) Veri sorumlusu, kendi kurum veya kurulusunda, bu Kanun hiikiimlerinin uygulanmasint saglamak amaciyla

gerekli denetimleri yapmak veya yaptirmak zorundadir.

(4) Veri sorumlulart ile veri isleyen kisiler, 6grendikleri kisisel verileri bu Kanun hiikiimlerine aykirt olarak
baskasina agiklayamaz ve isleme amaci disinda kullanamazlar. Bu yukiimlilik gérevden ayrilmalarindan sonra

da devam eder.
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(5) Islenen kisisel verilerin kanuni olmayan yollarla baskalari tarafindan elde edilmesi halinde, veri sorumlusu bu
durumu en kisa siirede ilgilisine ve Kurula bildirir. Kurul, gerekmesi halinde bu durumu, kendi internet sitesinde

ya da uygun gbrecegi bagka bir yontemle ilan edebilir.

DORDUNCU BOLUM

Bagvuru, Sikayet ve Veri Sorumlular Sicili

MADDE 13- Veri sorumlusuna bagvuru

(1) Tlgili kisi, bu Kanunun uygulanmastyla ilgili taleplerini yazili olarak veya Kurulun belirleyecegi diger

yontemlerle veri sorumlusuna iletir.

(2) Veri sorumlusu basvuruda yer alan talepleri, talebin niteligine gbre en kisa siirede ve en ge¢ otuz giin icinde
Gcretsiz olarak sonuglandirir. Ancak, islemin ayrica bir maliyeti gerektirmesi halinde, Kurulca belirlenen

tarifedeki tcret alinabilir.

(3) Veri sorumlusu talebi kabul eder veya gerekeesini agiklayarak reddeder ve cevabini ilgili kisiye yazili olarak
veya elektronik ortamda bildirir. Basvuruda yer alan talebin kabul edilmesi halinde veri sorumlusunca geregi

yerine getirilir. Basvurunun veri sorumlusunun hatasindan kaynaklanmasi halinde alinan tcret ilgiliye iade edilir.
MADDE 14- Kurula sikayet

(1) Basvurunun reddedilmesi, verilen cevabin yetersiz bulunmasi veya stresinde basvuruya cevap verilmemesi
hallerinde; ilgili kisi, veri sorumlusunun cevabini 6grendigi tarihten itibaren otuz ve her halde bagvuru tarihinden

itibaren altmis giin icinde Kurula sikdyette bulunabilir.

(2) 13 Gincti madde uyarinca basvuru yolu tiketilmeden sikayet yoluna bagvurulamaz.
(3) Kisilik haklar1 ihlal edilenlerin, genel hitkiimlere gére tazminat hakk: saklidir.
MADDE 15- Sikiyet iizerine veya resen incelemenin usul ve esaslari

(1) Kurul, sikdyet tizerine veya ihlal iddiasini 6grenmesi durumunda resen, gérev alanina giren konularda gerekli

incelemeyi yapar.

(2) 1/11/1984 tarihli ve 3071 sayilt Dilek¢e Hakkinin Kullanilmasina Dair Kanunun 6 nct maddesinde belittilen

sartlar1 tasgimayan ihbar veya sikayetler incelemeye alinmaz.

(3) Devlet sirr1 niteligindeki bilgi ve belgeler harig; veri sorumlusu, Kurulun, inceleme konusuyla ilgili istemis
oldugu bilgi ve belgeleri on bes giin icinde géndermek ve gerektiginde yerinde inceleme yapilmasina imkan

saglamak zorundadir.

(4) Sikayet tizerine Kurul, talebi inceleyerek ilgililere bir cevap verir. Sikayet tarihinden itibaren altmis giin i¢inde

cevap verilmezse talep reddedilmis sayilir.

(5) Sikayet tzerine veya resen yapilan inceleme sonucunda, ihlalin varliginin anlagilmast halinde Kurul, tespit
ettigi hukuka aykiriliklarin veri sorumlusu tarafindan giderilmesine karar vererek ilgililere teblig eder. Bu karar,

tebligden itibaren gecikmeksizin ve en ge¢ otuz glin icinde yerine getirilir.
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(6) Sikayet tlzerine veya resen yapilan inceleme sonucunda, ihlalin yaygin oldugunun tespit edilmesi halinde
Kurul, bu konuda ilke karart alir ve bu karart yayimlar. Kurul, ilke karari almadan 6nce ihtiya¢ duymasi halinde,

ilgili kurum ve kuruluglarin gériislerini de alabilir.

(7) Kurul, telafisi glic veya imkansiz zararlarin dogmast ve agtk¢a hukuka aykirilik olmasi halinde, veri

islenmesinin veya verinin yurt disina aktarilmasinin durdurulmasina karar verebilir.
MADDE 16- Veri Sorumlular: Sicili
(1) Kurulun gézetiminde, Baskanlik tarafindan kamuya acik olarak Veri Sorumlulari Sicili tutulur.

(2) Kisisel verileri isleyen gercek ve tizel kisiler, veri islemeye baslamadan 6nce Veri Sorumlular Siciline
kaydolmak zorundadir. Ancak, islenen kisisel verinin niteligi, sayisi, veri islemenin kanundan kaynaklanmasi
veya tgiinci kisilere aktarilma durumu gibi Kurulca belirlenecek objektif kriterler g6z 6ntine alinmak suretiyle,

Kurul tarafindan, Veri Sorumlulart Siciline kayit zorunluluguna istisna getirilebilir.

(3) Veri Sorumlulart Siciline kayit bagvurusu asagidaki hususlart iceren bir bildirimle yapilir:

a) Veri sorumlusu ve varsa temsilcisinin kimlik ve adres bilgileri.

b) Kisisel verilerin hangi amacla islenecegi.

¢) Veri konusu kisi grubu ve gruplari ile bu kisilere ait veri kategorileri hakkindaki agtklamalar.

¢) Kisisel verilerin aktarilabilecegi alict veya alic1 gruplar:.

d) Yabanct tilkelere aktarimi 6ngoériilen kisisel veriler.

e) Kisisel veri glivenligine iliskin alinan tedbirler.

f) Kisisel verilerin islendikleri amag i¢in gerekli olan azami siire.

(4) Ugiincii fikra uyarinca verilen bilgilerde meydana gelen degisiklikler derhal Baskanliga bildirilir.

(5) Veri Sorumlulari Siciline iliskin diger usul ve esaslar yonetmelikle diizenlenir.

BESINCI BOLUM
Suclar ve Kabahatler
MADDE 17- Suglar

(1) Kisisel verilere iliskin suglar bakimindan 26/9/2004 tarihli ve 5237 sayili Turk Ceza Kanununun 135 ila 140

inct madde hitkiimleri uygulanir.

(2) Bu Kanunun 7 nci maddesi hitkmiine aykir1 olarak; kisisel verileri silmeyen veya anonim hale getirmeyenler

5237 sayili Kanunun 138 inci maddesine gore cezalandirilir.
MADDE 18- Kabahatler

(1) Bu Kanunun;
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a) 10 uncu maddesinde 6ngorilen aydinlatma yikimliligini yerine getirmeyenler hakkinda 5.000 Turk
lirasindan 100.000 Tturk lirasina kadar,

b) 12 nci maddesinde 6ngorilen veri givenligine iliskin ylkamlilikleri yerine getirmeyenler hakkinda 15.000
Turk lirasindan 1.000.000 Turk lirasina kadar,

¢) 15 inci maddesi uyarinca Kurul tarafindan verilen kararlari yerine getirmeyenler hakkinda 25.000 Turk
lirasindan 1.000.000 Turk lirasina kadar,

¢) 16 nc1 maddesinde 6ngoérilen Veri Sorumlulart Siciline kayit ve bildirim yiiktimliliigiine aykirt hareket edenler
hakkinda 20.000 Tirk lirasindan 1.000.000 Turk lirasina kadar,

idari para cezasi verilir.

(2) Bu maddede 6ngoériilen idari para cezalart veri sorumlusu olan gergek kisiler ile 6zel hukuk tiizel kisileri

hakkinda uygulanir.

(3) Birinci fikrada sayilan eylemlerin kamu kurum ve kuruluslart ile kamu kurumu niteligindeki meslek
kuruluslart binyesinde islenmesi hélinde, Kurulun yapacagi bildirim tizerine, ilgili kamu kurum ve kurulusunda
gorev yapan memutlar ve diger kamu gérevlileri ile kamu kurumu niteligindeki meslek kuruluslarinda gérev

yapanlar hakkinda disiplin hitkiimlerine gére islem yapilir ve sonucu Kurula bildirilir.

ALTINCI BOLUM

Kisisel Verileri Koruma Kurumu ve Tegkilat

MADDE 19- Kisisel Verileri Koruma Kurumu

(1) Bu Kanunla verilen gorevleri yerine getirmek tizere, idari ve mali 6zerklige sahip ve kamu tiizel kisiligini

haiz Kisisel Verileri Koruma Kurumu kurulmustut.

(2) Kurum Bagbakanlikla iliskilidir.

(3) Kurumun merkezi Ankara’dadir.

(4) Kurum, Kurul ve Bagkanliktan olugur. Kurumun karar organt Kuruldur.
MADDE 20- Kurumun goérevleri

(1) Kurumun gérevleri sunlardir:

a) Gorev alani itibariyla, uygulamalari ve mevzuattaki gelismeleri takip etmek, degerlendirme ve Onerilerde

bulunmak, arastirma ve incelemeler yapmak veya yaptirmak.

b) Ihtiya¢ duyulmast halinde, gorev alanina giren konularda kamu kurum ve kuruluslari, sivil toplum kuruluslart,

meslek rgiitleri veya Universitelerle is birligi yapmak.

c) Kisisel verilerle ilgili uluslararast gelismeleri izlemek ve degetlendirmek, gérev alanina giren konularda

uluslararasi kuruluslatla is birligi yapmak, toplantilara katilmak.
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¢) Yillik faaliyet raporunu Cumhurbaskanhgina, Tiirkiye Biiyik Millet Meclisi Insan Haklarini Inceleme

Komisyonuna ve Basbakanliga sunmak.
d) Kanunlatla verilen diger gbrevleri yerine getirmek.
MADDE 21- Kisisel Verileri Koruma Kurulu

(1) Kurul, bu Kanunla ve diger mevzuatla verilen goérev ve yetkilerini kendi sorumlulugu altinda, bagimsiz
olarak yerine getirir ve kullanir. Gorev alanina giren konularla ilgili olarak hicbir organ, makam, merci veya kisi,

Kurula emir ve talimat veremez, tavsiye veya telkinde bulunamaz.

(2) Kurul, dokuz tyeden olusur. Kurulun bes tiyesi Turkiye Biyiik Millet Meclisi, iki tiyesi Cumhurbaskani, iki

tyesi Bakanlar Kurulu tarafindan secilir.
(3) Kurula iiye olabilmek icin agagidaki sartlar aranur:
a) Kurumun gérev alanindaki konularda bilgi ve deneyim sahibi olmak.

b) 14/7/1965 tatihli ve 657 sayill Devlet Memurlart Kanununun 48 inci maddesinin birinci fikrasinin (A)
bendinin (1), (4), (5), (6) ve (7) numarali alt bentlerinde belirtilen nitelikleri tasimak.

¢) Herhangi bir siyasi parti tiyesi olmamak.
¢) En az dort yillik lisans diizeyinde yiksekégrenim gérmus olmak.

d) Kamu kurum ve kuruluglarinda, uluslararast kuruluslarda, sivil toplum kuruluslarinda veya kamu kurumu

niteligindeki meslek kuruluslarinda ya da 6zel sektérde toplamda en az on yil ¢alismis olmak.

(4) Kurul tiyeligine secileceklerin muvafakatleri aranir. Uye seciminde, Kurumun gérev alanina giren konularda

bilgi ve deneyimi bulunanlarin ¢ogulcu bir sekilde temsiline 6zen gosterilir.
(5) Turkiye Biytik Millet Meclisi, Kurula tiye se¢imini asagidaki usulle yapar:

a) Secim icin, siyasi parti gruplarinin tiye sayisi oraninda belirlenecek tiye sayisinin ikiser katt aday gosterilir ve
Kurul tyeleri bu adaylar arasindan her siyasi parti grubuna diisen tiye sayisi esas alinmak suretiyle Ttrkiye Biyik
Millet Meclisi Genel Kurulunca segilir. Ancak, siyasi parti gruplarinda, Turkiye Buytk Millet Meclisinde

yapilacak secimlerde kime oy kullanilacagina dair goriisme yapilamaz ve karar alinamaz.

b) Kurul tyelerinin secimi, adaylarin belirlenerek ilanindan sonra on giin iginde yapilir. Siyasi parti gruplart
tarafindan gOsterilen adaylar igin ayrt ayr listeler halinde birlesik oy pusulast dizenlenir. Adaylarin adlarinin
karsisindaki 6zel yer isaretlenmek suretiyle oy kullanilir. Siyasi parti gruplarinin ikinci fikraya gore belirlenen

kontenjanlarindan Kurula segilecek tiyelerin sayisindan fazla verilen oylar gecersiz sayilir.
c) Karar yeter sayist olmak sartiyla secimde en ¢ok oyu alan bos tiyelik sayist kadar aday secilmis olur.

¢) Uyelerin gérev siirelerinin bitiminden iki ay 6nce; iiyeliklerde herhangi bir sebeple bosalma olmast halinde,
bosalma tarithinden veya bosalma tarihinde Turkiye Buytk Millet Meclisi tatilde ise tatilin bitiminden itibaren

bir ay iginde ayni usulle se¢cim yapilir. Bu secimlerde, bosalan tyeliklerin siyasi parti gruplarina dagihmy, ilk
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secimde siyasi parti gruplart kontenjanindan segcilen tiye sayist ve siyasi parti gruplarinin halihazirdaki oram

dikkate alinmak suretiyle yapilir.

(6) Cumhurbagskant veya Bakanlar Kurulu tarafindan secilen tyelerden birinin gbrev siiresinin bitiminden kirk
bes giin 6nce veya herhangi bir sebeple gbrevin sona ermesi hilinde durum, on bes gin i¢cinde Kurum
tarafindan, Cumhurbaskanligina veya Bakanlar Kuruluna sunulmak {izere Bagbakanliga bildirilir. Uyelerin gorev
stiresinin dolmasina bir ay kala yeni tiye secimi yapilir. Bu dyeliklerde, gbrev stiresi dolmadan herhangi bir

sebeple bosalma olmast halinde ise bildirimden itibaren on bes giin icinde se¢im yapilir.
(7) Kurul, tiyeleri arasindan Baskan ve Tkinci Baskani secer. Kurulun Bagkani, Kurumun da bagkanidir,

(8) Kurul tiyelerinin gorev siiresi dort yildir. Stiresi biten tiye yeniden segilebilir. Gorev stiresi dolmadan herhangi

bir sebeple gbrevi sona eren Uyenin yerine segilen kisi, yerine secildigi Giyenin kalan stiresini tamamlar.

(9) Secilen tuyeler Yargitay Birinci Baskanlk Kurulu huzurunda “Gérevimi Anayasaya ve kanunlara uygun
olarak, tam bir tarafsizlik, durtstlik, hakkaniyet ve adalet anlayist icinde yerine getirece§ime, namusum ve
serefim tzerine yemin ederim.” seklinde yemin ederler. Yargitaya yemin icin yapilan basvuru acele islerden

sayilir.

(10) Kurul dyeleri 6zel bir kanuna dayanmadikea, Kuruldaki resmi gorevlerinin yurttilmesi disinda resmi veya
6zel hicbir gbrev alamaz, dernek, vakif, kooperatif ve benzeri yerlerde yoneticilik yapamaz, ticaretle ugrasamaz,
serbest meslek faaliyetinde bulunamaz, hakemlik ve bilirkisilik yapamazlar. Ancak, Kurul Giyeleri, asli gérevlerini
aksatmayacak sekilde bilimsel amach yayin yapabilir, ders ve konferans verebilir ve bunlardan dogacak telif

haklari ile ders ve konferans ticretlerini alabilirler.

(11) Uyelerin gérevleri sebebiyle isledikleri iddia edilen suglara iliskin sorusturmalar 2/12/1999 tarihli ve 4483
sayilt Memurlar ve Diger Kamu Gérevlilerinin Yargilanmasi Hakkinda Kanuna gére yapilir ve bunlar hakkinda

sorusturma izni Bagbakan tarafindan verilir.

(12) Kurul tyeleri hakkinda yapilacak disiplin sorusturmas: ve kovusturmasinda 657 sayili Kanun hikiimleri

uygulanir.

(13) Kurul tyelerinin siireleri dolmadan herhangi bir nedenle gérevlerine son verilemez. Kurul tyelerinin;

a) Secilmek icin gereken sartlari tastmadiklarinin sonradan anlagilmasi,

b) Gorevleriyle ilgili olarak isledikleri su¢lardan dolayr haklarinda verilen mahkdimiyet kararinin kesinlesmesi,
¢) Gorevlerini yerine getiremeyeceklerinin saglik kurulu raporuyla kesin olarak tespit edilmesi,

¢) Gorevlerine izinsiz, mazeretsiz ve kesintisiz olarak on bes glin ya da bir yilda toplam otuz giin stireyle devam

etmediklerinin tespit edilmesi,

d) Bir ay icinde izinsiz ve mazeretsiz olarak toplam g, bir yil icinde toplam on Kurul toplantisina

katilmadiklarinin tespit edilmesi,

hallerinde Kurul karariyla tyelikleri sona erer.
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(14) Kurul tyeligine secilenlerin Kurulda gorev yaptiklart siirece 6nceki gorevleri ile olan ilisikleri kesilir. Kamu
gorevlisi iken tyelige secilenler, memuriyete giris sartlarini kaybetmemeleri kaydiyla, gbrev siirelerinin sona
ermesi veya gorevden ayrilma isteginde bulunmalari ve otuz giin icinde eski kurumlarina bagvurmalar
durumunda atamaya yetkili makam tarafindan bir ay icinde mikteseplerine uygun bir kadroya atanir. Atama
gerceklesinceye kadar, bunlarin almakta olduklart her tirlti 6demelerin Kurum tarafindan édenmesine devam
olunur. Bir kamu kurumunda ¢alismayanlardan tyelige secilip yukarida belirtilen sekilde gbrevi sona erenlere
herhangi bir gbrev veya ise baglayincaya kadar, almakta olduklart her tirlii 6demeler Kurum tarafindan
6denmeye devam edilir ve bu sekilde tyeligi sona erenlere Kurum tarafindan yapilacak deme ti¢ ayt gecemez.
Bunlarin Kurumda gecirdigi stireler, 6zlitk ve diger haklart acisindan 6nceki kurum veya kuruluslarinda

gecirilmis sayilir.
MADDE 22- Kurulun gérev ve yetkileri
(1) Kurulun gérev ve yetkileri sunlardur:
a) Kisisel verilerin, temel hak ve 6zgiirlikklere uygun sekilde islenmesini saglamak.
b) Kisisel verilerle ilgili haklarinin ihlal edildigini ileri stirenlerin sikayetlerini karara baglamak.

c) Sikayet tizerine veya ihlal iddiasini 6grenmesi durumunda resen gbrev alanina giren konularda kisisel verilerin

kanunlara uygun olarak islenip islenmedigini incelemek ve gerektiginde bu konuda gegici 6nlemler almak.
¢) Ozel nitelikli kisisel verilerin islenmesi icin aranan yeterli 6nlemleri belirlemek.

d) Veri Sorumlulari Sicilinin tutulmasint saglamak.

e) Kurulun gbrev alani ile Kurumun isleyisine iliskin konularda gerekli diizenleyici islemleri yapmak.

f) Veri giivenligine iliskin yikiimlilikleri belirlemek amaciyla diizenleyici islem yapmak.

@) Veri sorumlusunun ve temsilcisinin gérev, yetki ve sorumluluklarina iliskin diizenleyici islem yapmak.
§) Bu Kanunda 6ngoriilen idati yaptirimlara karar vermek.

h) Diger kurum ve kuruluslarca hazirlanan ve kisisel verilere iligkin hiikiim iceren mevzuat taslaklari hakkinda

gOris bildirmek.

1) Kurumun; stratejik planini karara baglamak, amag ve hedeflerini, hizmet kalite standartlarini ve performans

kriterlerini belirlemek.

i) Kurumun stratejik plani ile amag ve hedeflerine uygun olarak hazirlanan butge teklifini gérismek ve karara

baglamak.

j) Kurumun performanst, mali durumu, yillik faaliyetleri ve ihtiya¢ duyulan konular hakkinda hazirlanan rapor

taslaklarini onaylamak ve yayimlamak.
k) Taginmaz alimi, satimt ve kiralanmast konularindaki 6nerileri gérisiip karara baglamak.

1) Kanunlatla verilen diger gorevleri yerine getirmek.
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MADDE 23- Kurulun ¢aligma esaslari

(1) Kurulun toplanti giinlerini ve giindemini Bagkan belitler. Baskan gereken hallerde Kurulu olaganistii

toplanttya cagirabilir.

(2) Kurul, bagkan dahil en az alt1 Gye ile toplanir ve tiye tam sayisinin salt cogunluguyla karar alir. Kurul dyeleri

¢ekimser oy kullanamaz.

(3) Kurul tyeleri; kendilerini, Gi¢lincti dereceye kadar kan ve ikinci dereceye kadar kayin hisimlarini, evlatliklaring

ve aralarindaki evlilik bagt kalkmis olsa bile eslerini ilgilendiren konularla ilgili toplantt ve oylamaya katilamaz.

(4) Kurul tyeleri ¢alismalart sirasinda ilgililere ve ticiincl kisilere ait 6grendikleri sirlart bu konuda kanunen
yetkili kilinan mercilerden baskasina agiklayamazlar ve kendi yararlarina kullanamazlar. Bu yikiimliilik gérevden

ayrilmalarindan sonra da devam eder.

(5) Kurulda goriisiilen isler tutanaga baglanir. Kararlar ve varsa karsi oy gerekgeleri karar tarihinden itibaren en

gec on bes giin icinde yazilir. Kurul, gerekli gérdiigii kararlart kamuoyuna duyurur.
(6) Aksi kararlagtirilmadikea, Kurul toplantilarindaki gérismeler gizlidir.
(7) Kurulun calisma usul ve esaslari ile kararlarin yazimi ve diger hususlar yonetmelikle diizenlenir.

MADDE 24- Bagkan

(1) Baskan, Kurul ve Kurumun bagkant sifatiyla Kurumun en tst amiri olup Kurum hizmetlerini mevzuata,
Kurumun amag ve politikalarina, stratejik planina, performans Slgiitlerine ve hizmet kalite standartlarina uygun

olarak diizenler, ylriitiir ve hizmet birimleri arasinda koordinasyonu saglar.

(2) Baskan, Kurumun genel yénetim ve temsilinden sorumludur. Bu sorumluluk, Kurum ¢alismalarinin
dizenlenmesi, yiiriitilmesi, denetlenmesi, degerlendirilmesi ve gerektiginde kamuoyuna duyurulmas: gérev ve

yetkilerini kapsar.
(3) Baskanin gorevleri sunlardir:
a) Kurul toplantilarint idare etmek.

b) Kurul kararlarmin tebligini ve Kurulca gerekli gortlenlerin kamuoyuna duyurulmasini saglamak ve

uygulanmalarini izlemek.
¢) Bagkan Yardimcisiny, daire baskanlarint ve Kurum personelini atamak.
¢) Hizmet birimlerinden gelen 6nerilere son seklini vererek Kurula sunmak.

d) Stratejik planin uygulanmasini saglamak, hizmet kalite standartlart dogrultusunda insan kaynaklar ve ¢alisma

politikalarini olusturmak.

e) Belirlenen stratejilere, yillik amag¢ ve hedeflere uygun olarak Kurumun yillik bitgesi ile mali tablolarint

hazirlamak.

201



f) Kurul ve hizmet birimlerinin uyumlu, verimli, disiplinli ve dizenli bir bicimde calismasi amaciyla

koordinasyonu saglamak.

¢) Kurumun diger kuruluslarla iliskilerini ytrtitmek.

§) Kurum Baskani adina imzaya yetkili personelin gérev ve yetki alanini belirlemek.
h) Kurumun yonetim ve isleyisine iliskin diger gorevleri yerine getirmek.

(4) Kurum Bagkaninin yoklugunda Tkinci Baskan, Baskana vekalet eder.

MADDE 25- Bagkanligin olugumu ve gorevleri

(1) Bagkanlik; Baskan Yardimcist ve hizmet birimlerinden olugur. Baskanlik, dérdiinct fikrada sayilan gbrevleri
daire baskanliklart seklinde teskilatlanan hizmet birimleri araciligtyla yerine getirir. Daire baskanliklarinin sayist

yediyi gecemez.
(2) Baskan tarafindan, Kuruma iliskin gorevlerinde yardimct olmak tizere bir Bagskan Yardimecist atanir.

(3) Bagkan Yardimecist ve daire bagkanlars; en az dort yillik yitksekégretim kurumu mezunu, on yil stireyle kamu

hizmetinde bulunan kisiler arasindan Baskan tarafindan atanit.

(4) Baskanhgin gorevleri sunlardur:

a) Veri Sorumlulart Sicilini tutmak.

b) Kurumun ve Kurulun biiro ve sekretarya islemlerini yurtitmek.

¢) Kurumun taraf oldugu davalar ile icra takiplerinde avukatlar vasitastyla Kurumu temsil etmek, davalari takip

etmek veya ettirmek, hukuk hizmetlerini ytiriitmek.

¢) Kurul iiyeleri ile Kurumda gérev yapanlarin 6zlik islemlerini ytrtitmek.

d) Kanunlarla mali hizmet ve strateji gelistirme birimlerine verilen gbrevleri yapmak.

e) Kurumun is ve islemlerinin yirttiilmesi amactyla bilisim sisteminin kurulmasint ve kullanilmasini saglamak.

f) Kurulun yillik faaliyetleri hakkinda veya ihtiya¢ duyulan konularda rapor taslaklarint hazirlamak ve Kurula

sunmak.

¢) Kurumun stratejik plan taslagini hazirlamak.

§) Kurumun personel politikasini belirlemek, personelin kariyer ve egitim planlarint hazirlamak ve uygulamak.
h) Personelin atama, nakil, disiplin, performans, terfi, emeklilik ve benzeri islemlerini ytiriitmek.

1) Personelin uyacagi etik kurallar belirlemek ve gerekli egitimi vermek.

i) 10/12/2003 tarihli ve 5018 sayilt Kamu Mali Yonetimi ve Kontrol Kanunu cergevesinde Kurumun ihtiyact

olan her tlrli satin alma, kiralama, bakim, onarim, yapim, arsiv, saglik, sosyal ve benzeri hizmetleri yurtitmek.

j) Kuruma ait taginir ve taginmazlarin kayitlarini tutmak.
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k) Kurul veya Bagkan tarafindan verilen diger gérevleri yapmak.

(5) Hizmet birimleri ile bu birimlerin calisma usul ve esaslart, bu Kanunda belirtilen faaliyet alani, gbrev ve
yetkilere uygun olarak Kurumun teklifi tizerine Bakanlar Kurulu karatriyla yurirlige konulan yénetmelikle

belitlenir.
MADDE 26- Kigisel Verileri Koruma Uzman1 ve uzman yardimcilari

(1) Kurumda, Kisisel Verileri Koruma Uzmant ve Kisisel Verileri Koruma Uzman Yardimcist istihdam
edilebilir. Bunlardan 657 sayilh Kanunun ek 41 inci maddesi ¢ercevesinde Kisisel Verileri Koruma Uzmant

kadrosuna atananlara bir defaya mahsus olmak tizere bir derece yiikseltilmesi uygulanir.
MADDE 27- Personele ve 6zlitk haklarina iliskin hiikiimler
(1) Kurum personeli, bu Kanunla diizenlenen hususlar disinda 657 sayii Kanuna tabidir.

(2) Kurul Baskan ve tuyeleri ile Kurum personeline 27/6/1989 tarihli ve 375 sayili Kanun Hukmiinde
Kararnamenin ek 11 inci maddesi uyarinca belirlenmis emsali personele mali ve sosyal haklar kapsaminda
yapilan 6demeler ayni usul ve esaslar ¢ergevesinde 6denir. Emsali personele yapilan 6demelerden vergi ve diger

yasal kesintilere tabi olmayanlar bu Kanuna gére de vergi ve diger kesintilere tabi olmaz.

(3) Kurul Bagkan ve tyeleri ile Kurum personeli 31/5/2006 tarihli ve 5510 sayilt Sosyal Sigortalar ve Genel
Saglik Sigortasi Kanununun 4 tncti maddesinin birinci fikrasinin (c) bendi hitkiimlerine tabidir. Kurul Bagkan
ve tyeleri ile Kurum personeli emeklilik haklart bakimindan da emsali olarak belirlenen personel ile denk kabul
edilir. 5510 sayih Kanunun 4 tnci maddesinin birinci fikrasinin (c) bendi kapsaminda sigortali iken Kurul
Baskani ve uyeliklerine atananlardan bu gorevleri sona erenler veya bu gorevlerinden ayrilma isteginde
bulunanlarin bu gérevlerde gecen hizmet siireleri kazanidmus hak aylik, derece ve kademelerinin tespitinde
dikkate alinir. Bunlardan bu gérevleri sirasinda 5510 sayil Kanunun gecici 4 tincti maddesi kapsamina girenlerin
bu gérevlerde gecen stireleri makam tazminati ile temsil tazminatt 6denmesi gereken siire olarak degerlendirilir.
Kamu kurum ve kuruluslarinda 5510 sayih Kanunun 4 tincti maddesinin birinci fikrasinin (a) bendi kapsaminda
sigortall iken Kurul Baskant ve tyeliklerine atananlarin, 6nceki kurum ve kuruluslart ile ilisiklerinin kesilmesi
kendilerine kidem tazminatt veya is sonu tazminati 6denmesini gerektirmez. Bu durumda olanlarin kidem
tazminati veya is sonu tazminati 6denmesi gereken hizmet siireleri, Kurul Baskan: ile Kurul tyeligi olarak gecen

hizmet stireleri ile birlestirilir ve emeklilik ikramiyesi 6denecek siire olarak degerlendirilir.

(4) Merkezi yonetim kapsamindaki kamu idarelerinde, sosyal giivenlik kurumlarinda, mahalll idarelerde, mahalli
idarelere bagli idarelerde, mahalli idare birliklerinde, déner sermayeli kuruluslarda, kanunlarla kurulan fonlarda,
kamu tiizel kisiligini haiz kuruluslarda, sermayesinin ytizde ellisinden fazlast kamuya ait kuruluslarda, iktisadi
devlet tesekkiilleri ve kamu iktisadi kuruluslari ile bunlara bagl ortakliklar ve miiesseselerde gérevli memurlar
ile diger kamu gorevlileri kurumlarinin muvafakati ile aylik, 6denek, her tiirli zam ve tazminatlar ile diger mali
ve sosyal hak ve yardimlari kurumlarinca 6denmek kaydiyla gecici olarak Kurumda gorevlendirilebilir. Kurumun
bu konudaki talepleri, ilgili kurum ve kuruluslarca 6ncelikle sonuclandirilir. Bu sekilde gérevlendirilen personel,
kurumlarindan aylikli izinli sayilir. Bu personelin izinli olduklart siirece memuriyetleri ile ilgileri ve 6zliik haklart
devam ettigi gibi, bu siireler yitkselme ve emekliliklerinde de hesaba katilir ve ylkselmeleri baskaca bir isleme
gerek duyulmadan siiresinde yapilir. Bu madde kapsaminda gorevlendirilenlerin, Kurumda gegirdikleri siireler,

kendi kurumlarinda gecirilmis sayilir. Bu sekilde gorevlendirilenlerin sayist Kisisel Verileri Koruma Uzmant ve
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Kisisel Verileri Koruma Uzman Yardimcisi toplam kadro sayisinin yiizde onunu asamaz ve gérevlendirme siiresi

iki yilt gecemez. Ancak ihtiyac halinde bu stire bir yillik dénemler halinde uzatilabilir.

(5) Kurumda istihdam edilecek personele iliskin kadro unvan ve sayilart ekli (I) sayili cetvelde gosterilmistir.
Toplam kadro sayisini gecmemek tzere 13/12/1983 tarihli ve 190 sayili Genel Kadro ve Usuli Hakkinda
Kanun Hikmiinde Kararnamenin eki cetvellerde yer alan kadro unvanlatiyla sinitlt olmak kaydiyla unvan ve

derece degisikligi yapma, yeni unvan ekleme ve bos kadrolarin iptali Kurul karartyla yapilir.

YEDINCi BOLUM
Cesitli Hitkiimler
MADDE 28- Istisnalar

(1) Bu Kanun hitkiimleri asagidaki hallerde uygulanmaz:

a) Kisisel verilerin, tglincii kisilere verilmemek ve veri giivenligine iliskin ylikiimliliklere uyulmak kaydiyla
gercek kisiler tarafindan tamamen kendisiyle veya aynt konutta yasayan aile fertleriyle ilgili faaliyetler kapsaminda

islenmesi.

b) Kisisel verilerin resmi istatistik ile anonim hale getirilmek suretiyle arastirma, planlama ve istatistik gibi

amaclarla islenmesi.

¢) Kisisel verilerin milli savunmayi, milli giivenligi, kamu giivenligini, kamu diizenini, ekonomik giivenligi, 6zel
hayatin gizliligini veya kisilik haklarini ihlal etmemek ya da sug tegkil etmemek kaydiyla, sanat, tarih, edebiyat

veya bilimsel amaglarla ya da ifade 6zgtirligi kapsaminda islenmesi.

¢) Kisisel verilerin milli savunmay1, milli giivenligi, kamu glivenligini, kamu dlzenini veya ekonomik giivenligi
saglamaya yOnelik olarak kanunla gbrev ve yetki verilmis kamu kurum ve kuruluslant tarafindan yuritilen

Onleyici, koruyucu ve istihbari faaliyetler kapsaminda islenmesi.

d) Kisisel verilerin sorusturma, kovusturma, yargilama veya infaz islemlerine iliskin olarak yargt makamlari veya

infaz mercileri tarafindan islenmesi.

(2) Bu Kanunun amacina ve temel ilkelerine uygun ve orantilli olmak kaydiyla veri sorumlusunun aydinlatma
yukimliligini dizenleyen 10 uncu, zararin giderilmesini talep etme hakki harig, ilgili kisinin haklarin
diizenleyen 11 inci ve Veri Sorumlulart Siciline kayit yikiimliligint dizenleyen 16 nct maddeleri asagidaki

hallerde uygulanmaz:
a) Kisisel veri islemenin sug islenmesinin 6nlenmesi veya su¢ sorusturmasi i¢in gerekli olmasi.
b) Tlgili kisinin kendisi tarafindan alenilestirilmis kisisel verilerin islenmesi.

¢) Kisisel veri islemenin kanunun verdigi yetkiye dayanilarak gbrevli ve yetkili kamu kurum ve kuruluslar ile
kamu kurumu niteligindeki meslek kuruluslarinca, denetleme veya diizenleme gérevlerinin yiriitilmesi ile

disiplin sorusturma veya kovusturmast icin gerekli olmasi.

¢) Kisisel veri islemenin biitge, vergi ve mali konulara iliskin olarak Devletin ekonomik ve mali ¢ikarlarinin

korunmast i¢in gerekli olmast.
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MADDE 29- Kurumun biitgesi ve gelirleri
(1) Kurumun biitgesi, 5018 sayilt Kanunda belitlenen usul ve esaslara gére hazirlanir ve kabul edilir.
(2) Kurumun gelirleri sunlardir:
a) Genel biitceden yapilacak hazine yardimlari.
b) Kuruma ait taginir ve taginmazlardan elde edilen gelitler.
¢) Alinan bagis ve yardimlar.
¢) Gelitlerinin degerlendirilmesinden elde edilen gelirler.
d) Diger gelirler.
MADDE 30- Degistirilen ve eklenen hiikiimler
(1) 5018 sayilt Kanunun eki (I11) sayilt Cetvele agagidaki sira eklenmistir.
“10) Kisisel Verileri Koruma Kurumu”

(2) 5237 sayih Kanunun 135 inci maddesinin ikinci fikrasinda yer alan “Kisilerin” ibaresi “Kisisel verinin,
kisilerin” seklinde; “bilgileri kisisel veri olarak kaydeden kimse, yukaridaki fikra hitkmiine gére cezalandirilir”

ibaresi “olmast durumunda birinci fikra uyarinca verilecek ceza yart oraninda artirthr” seklinde degistirilmistir.

(3) 5237 sayili Kanunun 226 nc1 maddesinin Ggtinct fikrasinda yer alan “cocuklart” ibaresi “cocuklari, temsili

cocuk goriintilerini veya ¢ocuk gibi gériinen kisileri” seklinde degistirilmistir.

(4) 5237 sayil Kanunun 243 Uncii maddesinin birinci fikrasinda yer alan “ve” ibaresi “veya” seklinde

degistirilmis ve maddeye asagidaki fikra eklenmistir.

“(4) Bir bilisim sisteminin kendi icinde veya bilisim sistemleri arasinda gerceklesen veri nakillerini, sisteme
girmeksizin teknik araglarla hukuka aykiri olarak izleyen kisi, bir yildan t¢ yila kadar hapis cezasi ile

cezalandirilir.”
(5) 5237 sayilt Kanuna 245 inci maddeden sonra gelmek tzere asagidaki 245/ A maddesi eklenmistir.
“Yasak cihaz veya programlar

MADDE 245/A- (1) Bir cihazin, bilgisayar programinin, sifrenin veya sair givenlik kodunun; munhasiran bu
Boliimde yer alan suglar ile bilisim sistemlerinin ara¢ olarak kullanilmasi suretiyle islenebilen diger suclarin
islenmesi icin yapilmast veya olusturulmast durumunda, bunlart imal eden, ithal eden, sevk eden, nakleden,
depolayan, kabul eden, satan, satisa arz eden, satin alan, bagkalarina veren veya bulunduran kisi, bir yildan ¢

yila kadar hapis ve besbin giine kadar adli para cezast ile cezalandirilir.”

(6) 7/5/1987 tarihli ve 3359 sayili Saglik Hizmetleri Temel Kanununun 3 iincti maddesinin birinci fikrasinin (f)
bendi asagidaki sekilde degistirilmistir.
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“f) Herkesin saglik durumunun takip edilebilmesi ve saglik hizmetlerinin daha etkin ve hizli sekilde yiiriitiilmesi
maksadiyla, Saglik Bakanligi ve bagl kuruluslarinca gerekli kayit ve bildirim sistemi kurulur. Bu sistem, e-Devlet
uygulamalarina uygun olarak elektronik ortamda da olusturulabilir. Bu amagla, Saglik Bakanliginca, baglt
kuruluslart da kapsayacak sekilde tilke ¢apinda bilisim sistemi kurulabilir.”

(7) 11/10/2011 tarihli ve 663 sayilt Saglik Bakanligi ve Bagl Kuruluslarinin Tegkilat ve Gorevleri Hakkinda
Kanun Hikmiinde Kararnamenin 47 nci maddesi asagidaki sekilde degistirilmistir.

“MADDE 47- (1) Saglik hizmeti almak tzere, kamu veya 6zel saghk kuruluglari ile saglik meslegi mensuplarina
miiracaat edenlerin, saglik hizmetinin geregi olarak vermek zorunda olduklart veya kendilerine verilen hizmete

iliskin kisisel verileri islenebilir.

(2) Saglik hizmetinin verilmesi, kamu sagliginin korunmasi, koruyucu hekimlik, tibbi teshis, tedavi ve bakim
hizmetlerinin yiritilmesi ile saghk hizmetlerinin planlanmasi ve maliyetlerin hesaplanmasi amactyla Bakanlik,
birinci fikra kapsaminda elde edilen verileri alarak isleyebilir. Bu veriler, Kisisel Verilerin Korunmasi Kanununda

6ngorilen sartlar disinda aktarlamaz.

(3) Bakanlik, ikinci fikra geregince toplanan ve islenen kisisel verilere, ilgili kisilerin kendilerinin veya yetki

verdikleri Gi¢lincti kisilerin erisimlerini saglayacak bir sistem kurar.

(4) Uglincii fikraya gore kurulan sistemlerin giivenligi ve giivenilirligi ile ilgili standartlar Kisisel Verileri Koruma
Kurulunun belirledigi ilkelere uygun olarak Bakanlikea belirlenir. Bakanlik, bu Kanun uyarinca elde edilen kisisel
saglik verilerinin glivenliginin saglanmasi icin gerekli tedbirleri alir. Bu amagla, sistemde kayitl bilgilerin hangi

gorevli tarafindan ne amagcla kullanddiginin denetlenmesine imkan tantyan bir givenlik sistemi kurar.

(5) Saglik personeli istihdam eden kamu kurum ve kuruluslart ile 6zel hukuk tiizel kisileri ve gercek kisiler,

istihdam ettigi personeli ve personel hareketlerini Bakanliga bildirmekle yiikiimlidir.

(6) Kisisel saglik verilerinin islenmesi, giivenligi ve bu maddenin uygulanmast ile ilgili diger hususlar Bakanlik¢a

yurirlige konulan yonetmelikle dizenlenir.”

MADDE 31- Y6netmelik

(1) Bu Kanunun uygulanmasina iliskin yonetmelikler Kurum tarafindan yiirirlige konulur.
GECICI MADDE 1- Gegis hiikiimleri

(1) Bu Kanunun yayimi tarihinden itibaren altt ay icinde 21 inci maddede 6ngdriilen usule gére Kurul tyeleri

secilir ve Bagkanlik tegkilatt olusturulur.

(2) Veri sorumlulari, Kurul tarafindan belirlenen ve ilan edilen siire iginde Veri Sorumlulart Siciline kayit

yaptirmak zorundadir.

(3) Bu Kanunun yayimu tarihinden 6nce islenmis olan kisisel veriler, yayimi tarihinden itibaren iki yil icinde bu
Kanun hitkiimlerine uygun hale getirilir. Bu Kanun hiikiimlerine aykiri oldugu tespit edilen kisisel veriler derhal
silinir, yok edilir veya anonim hale getirilir. Ancak bu Kanunun yayimi tarihinden énce hukuka uygun olarak

alinmus rizalar, bir yil icinde aksine bir irade beyaninda bulunulmamast halinde, bu Kanuna uygun kabul edilir.

206



(4) Bu Kanunda 6ngorilen yonetmelikler bu Kanunun yayimu tarihinden itibaren bir yil icinde yirirliige

konulur.

(5) Bu Kanunun yayimi tatihinden itibaren bir yil icinde, kamu kurum ve kuruluslarinda bu Kanunun

uygulanmastyla ilgili koordinasyonu saglamak tizere st diizey bir yonetici belitlenerek Baskanlhiga bildirilir.

(6) Tlk segilen Bagkan, Tkinci Baskan ve kura ile belirlenen iki tiye altt yil; diger bes tiye ise dért yil gérev yapar.
(7) Kuruma biitce tahsis edilene kadar;

a) Kurumun giderleri Bagbakanlik biitcesinden karsilanir.

b) Kurumun hizmetlerini yerine getirmesi amactyla bina, arag, gere¢, mefrusat ve donanim gibi gerekli tim

destek hizmetleri Bagbakanlikca saglanur.

(8) Kurumun hizmet birimleri faaliyete gecinceye kadar sekretarya hizmetleri Bagbakanlik tarafindan yerine

getirilir.
MADDE 32- Yiriirlitk
(1) Bu Kanunun;

a) 8 inci, 9 uncu, 11 inci, 13 tncd, 14 dncd, 15 inci, 16 nc1, 17 nci ve 18 inci maddeleti yayimu tarihinden altt ay

sonra,

b) Diger maddeleri ise yayimi tarihinde,
yurtrlige girer.

MADDE 33- Yiiriitme

(1) Bu Kanun hitktimlerini Bakanlar Kurulu yuritir.

(I) SAYILI CETVEL KiS$ISEL VERILERI KORUMA KURUMU KADRO LISTESI

SINIF UNVAN DERECE TOPLAM
GIH Bagskan Yardimcist 1 1

GIH Daire Bagkani 1 7

GIH Hukuk Miisaviri 1 1

GIH Hukuk Miisaviri 3 3

AH Avukat 6 4

GIH Kisisel Verileri Koruma Uzmant 5 10
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GIH Kisisel Verileri Koruma Uzmant 7 20
GiH Kisisel Verileri Koruma Uzman 60
Yardimcist
GIH Mali Hizmetler Uzmant 6 2
GIH Mali Hizmetler Uzman Yardimeist |9 2
GIH Memur 5 5
GIH Memur 7 5
GIH Memur 9 5
GIH Memur 11 5
GIH Memur 13 5
GIH Bilgisayar Isletmeni 7 5
GIH Veri Hazirlama ve Kontrol Isletmeni|6 5
GIH Veri Hazirlama ve Kontrol Isletmeni|7 5
GIH Veri Hazirlama ve Kontrol Isletmeni|8 5
GIH Veri Hazirlama ve Kontrol Isletmeni|9 5
GIH Veri Hazirlama ve Kontrol Isletmeni| 10 5
GIH Sekreter 5 3
GIH Sekreter 8 7
GIH Santral Memuru 9 1
GIH Sofér 11 4
TH Teknisyen 6 3
YH Teknisyen Yardimcist 9 2
YH Hizmetli 11 10
TOPLAM 195
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4721 SAYILI TURK MEDENI KANUNU’NUN KiSiSEL VERILERIN
KORUNMASIYLA iLGIiLi HUKUMLERI

Kiinye: 22.11.2001 taribli 4721 sayils Kanun.

(08.12.2001 taribli 24607 sayils Resmi Gazgete)

Tam metin i¢in:

bttp:/ [ www.mevzuat.gov.tr/ MevzuatMetin/ 1.5.4721.pdf 19.03.16

Madde 23 (I. Vazgegme ve asir1 sinirlamaya kargi B. Kisgiligin korunmasi)
Kimse, hak ve fiil ehliyetlerinden kismen de olsa vazgecemez.
Kimse 6zgtrliklerinden vazgecemez veya onlart hukuka ya da ahlaka aykirt olarak sinirlayamaz.

Yazili riza Gizerine insan kékenli biyolojik Maddelerin alinmasi, asilanmast ve nakli mimkindiir. Ancak, biyolojik
Madde verme borcu altina girmis olandan edimini yerine getirmesi istenemez; maddi ve manevi tazminat

isteminde bulunulamaz.
Madde 24 (1. Ilke II. Saldirtya karg1 B. Kisiligin Korunmast)

Hukuka aykiri olarak kisilik hakkina saldirilan kimse, hakimden, saldirida bulunanlara karst korunmasint

isteyebilit.

Kisilik hakk: zedelenen kimsenin rizasi, daha Ustiin nitelikte 6zel veya kamusal yarar ya da kanunun verdigi
yetkinin kullanilmasi sebeplerinden biriyle hakli kilinmadikga, kisilik haklarina yapian her saldiri hukuka
aykiridir.

Madde 25 (2. Davalar)

Davact, hakimden saldir1 tehlikesinin 6nlenmesini, stirmekte olan saldirtya son verilmesini, sona ermis olsa bile

etkileri devam eden saldirinin hukuka aykiriliginin tespitini isteyebilir.

Davaci bunlarla birlikte, diizeltmenin veya kararin ticinci kisilere bildirilmesi ya da yayimlanmasi isteminde de
bulunabilir.

Davacinin, maddi ve manevi tazminat istemleri ile hukuka aykirt saldir1 dolayisiyla elde edilmis olan kazancin

vekaletsiz is gbrme hiikimlerine gére kendisine verilmesine iliskin istemde bulunma hakk: sakhidur.

Manevi tazminat istemi, karst tarafca kabul edilmis olmadik¢a devredilemez; mirasbirakan tarafindan ileri

strtlmis olmadikea mirascilara gecmez.

Davacy, kisilik haklarinin korunmasi igin kendi yerlesim yeri veya davalinin yerlesim yeri mahkemesinde dava

acabilir.
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Madde 26 (1. Adin korunmasi III. Ad tizerindeki hak)
Adinin kullanilmasi ¢ekismeli olan kisi, hakkinin tespitini dava edebilir.

Adt haksiz olarak kullanilan kisi buna son verilmesini; haksiz kullanan kusurlu ise ayrica maddi zararinin

giderilmesini ve ugradigi haksizligin niteligi gerektiriyorsa manevi tazminat 6denmesini isteyebilir.
Madde 27 (2. Adin degistirilmesi)

Adin degistirilmesi, ancak hakli sebeplere dayanilarak hakimden istenebilir.

Adin degistirildigi niifus siciline kayit ve ilan olunur.

Ad degismekle kisisel durum degismez.

Adin degistirilmesinden zarar géren kimse, bunu 6grendigi giinden baslayarak bir yil icinde degistirme kararinin

kaldirilmasini dava edebilir.
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4857 SAYILI IS KANUNU’NUN ILGILI HUKUMLERI

Kiinye: 22.05.2003 taribli 2709 sayis Kanun.

(10.06.2003 taribli 25134 sayuz Resmi Gazgete)

Tam metin icin:

bttp:/ [ www.mevznat.gov.tr/ MevznatMetin/ 1.5.4857.pdf 19.03.16

Madde 75 (Isgi 6zliik dosyast)

Isveren galistirdigt her isci igin bir 6zlitk dosyast diizenler. Isveren bu dosyada, is¢inin kimlik bilgilerinin yaninda,
bu Kanun ve diger kanunlar uyarinca dizenlemek zorunda oldugu her tirli belge ve kayitlari saklamak ve

bunlart istendigi zaman yetkili memur ve mercilere géstermek zorundadir.

Isveren, is¢i hakkinda edindigi bilgileri diiriistliik kurallart ve hukuka uygun olarak kullanmak ve gizli kalmasinda
iscinin haklt ¢tkar1 bulunan bilgileri agiklamamakla yiktimlidir.
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4982 SAYILI BILGI EDINME HAKKI KANUNU

Kiinye: 09.10.2003 taribli 4982 sayis Kanun.

(24/10/2003  taribli 25269 sayil Resmi Gazete)

Tam metin icin:

bttp:/ [ www.mevzuat.gov.tr/ MevzuatMetin/ 1.5.4982.pdf 19.03.16

BIRINCI BOLUM
Amag, Kapsam ve Tanimlar
Madde 1- Amag

Bu Kanunun amaci; demokratik ve seffaf yonetimin geredi olan esitlik, tarafsizlik ve agiklik ilkelerine uygun

olarak kisilerin bilgi edinme hakkini kullanmalarina iliskin esas ve usulleri diizenlemektir.
Madde 2- Kapsam

Bu Kanun; kamu kurum ve kuruluslart ile kamu kurumu niteligindeki meslek kuruluglarinin faaliyetlerinde

uygulanir.
1.11.1984 tarihli ve 3071 sayilt Dilekce Hakkinin Kullanilmasina Dair Kanun hiikiimleri sakhidir.

(Ek fikra: 12/7/2013-6495/33 md,; Iptal fikra: Anayasa Mabkemesinin 4/12/2014 taribli ve F.:2013/114,
K.:2014/ 184 sayil Karar: ile.)

Madde 3- Tanimlar
Bu Kanunda gecen;

a) Kurum ve kurulug: Bu Kanunun 2 nci maddesinde gecen ve kapsama dahil olan bilgi edinme bagvurusu

yapilacak blitiin makam ve mercileri,

b) Bagvuru sahibi: Bu Kanun kapsaminda bilgi edinme hakkint kullanarak kurum ve kuruluslara bagvuran gercek

ve tlzel kisileri,
¢) Bilgi: Kurum ve kuruluglarin sahip olduklart kayitlarda yer alan bu Kanun kapsamindaki her tiirli veriyi,

d) Belge: Kurum ve kuruluslarin sahip olduklart bu Kanun kapsamindaki yazili, basilt veya ¢ogaltilmis dosya,
evrak, kitap, dergi, brostir, etiit, mektup, program, talimat, kroki, plan, film, fotograf, teyp ve video kaseti, harita,

elektronik ortamda kaydedilen her tiirlii bilgi, haber ve veri tagtyicilarin,

e) Bilgi veya belgeye erisim: Istenen bilgi veya belgenin niteligine gére, kurum ve kuruluslarca, basvuru sahibine
s6z konusu bilgi veya belgenin bir kopyastnin verilmesini, kopya verilmesinin mimkiin olmadigt hallerde,
basvuru sahibinin bilgi veya belgenin aslini inceleyerek not almasina veya icerigini gérmesine veya isitmesine

izin verilmesini,
f) Kurul: Bilgi Edinme Degerlendirme Kurulunu,
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Ifade eder.
IKINCi BOLUM
Bilgi Edinme Hakki ve Bilgi Verme Yikiimlaligii
Madde 4- Bilgi edinme hakki

Herkes bilgi edinme hakkina sahiptir.

Turkiye'de ikamet eden yabancilar ile Tirkiye'de faaliyette bulunan yabanct tiizel kisiler, isteyecekleri bilgi
kendileriyle veya faaliyet alanlariyla ilgili olmak kaydiyla ve karsihikldik ilkesi cercevesinde, bu Kanun

hiikiimlerinden yararlanirlar.
Turkiye'nin taraf oldugu uluslararast sézlesmelerden dogan hak ve yikumltlikleri saklidir.
Madde 5- Bilgi verme yiikiimliiliigii

Kurum ve kuruluslar, bu Kanunda yer alan istisnalar disindaki her tirli bilgi veya belgeyi basvuranlarin
yararlanmasina sunmak ve bilgi edinme basvurularini etkin, siiratli ve dogru sonuglandirmak tizere, gerekli idari

ve teknik tedbirleri almakla yukiimlidirler.
Bu Kanun yurirliige girdigi tarihten itibaren diger kanunlarin bu Kanuna aykirt hitkiimleri uygulanmaz.
UCUNCU BOLUM

Bilgi Edinme Bagvurusu
Madde 6- Bagvuru usulii

Bilgi edinme basvurusu, basvuru sahibinin adt ve soyadi, imzasi, oturma yeri veya is adresini, basvuru sahibi
tiizel kisi ise tiizel kisinin unvant ve adresi ile yetkili kisinin imzasini ve yetki belgesini iceren dilekge ile istenen
bilgi veya belgenin bulundugu kurum veya kurulusa yapilir. Bu bagvuru, kisinin kimliginin ve imzasinin veya
yazinin kimden neset ettiginin tespitine yarayacak baska bilgilerin yasal olarak belirlenebilir olmast kaydiyla

elektronik ortamda veya diger iletisim araglariyla da yapilabilir.
Dilekeede, istenen bilgi veya belgeler acikea belirtilir.
Madde 7- Istenecek bilgi veya belgenin niteligi

Bilgi edinme bagvurusu, bagvurulan kurum ve kuruluslarin ellerinde bulunan veya gorevleri geregi bulunmast

gereken bilgi veya belgelere iliskin olmalidir.

Kurum ve kuruluslar, ayri veya 6zel bir ¢alisma, arastirma, inceleme ya da analiz neticesinde olusturulabilecek

tiirden bir bilgi veya belge icin yapilacak basvurulara olumsuz cevap verebilirler.

Istenen bilgi veya belge, basvurulan kurum ve kurulustan bagka bir yerde bulunuyorsa, basvuru dilekgesi bu

kurum ve kurulusa génderilir ve durum ilgiliye yazili olarak bildirilir.
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Madde 8- Yayimlanmis veya kamuya agiklanmus bilgi veya belgeler

Kurum ve kuruluglarca yayimlanmis veya yayin, brosiir, ilan ve benzeri yollarla kamuya acgtklanmis bilgi veya
belgeler, bilgi edinme bagvurularina konu olamaz. Ancak, yayimlanmis veya kamuya agiklanmis bilgi veya

belgelerin ne sekilde, ne zaman ve nerede yayimlandigt veya actklandigt bagvurana bildirilir.
Madde 9- Gizli bilgileri ayirarak bilgi veya belge verme

Istenen bilgi veya belgelerde, gizlilik dereceli veya agtklanmast yasaklanan bilgiler ile agiklanabilir nitelikte olanlar
birlikte bulunuyor ve bunlar birbirlerinden ayrilabiliyorsa, s6z konusu bilgi veya belge, gizlilik dereceli veya
aciklanmast yasaklanan bilgiler ¢ikarildiktan sonra basvuranin bilgisine sunulur. Ayirma gerekgesi basvurana

yazili olarak bildirilir.
Madde 10- Bilgi veya belgeye erigim
Kurum ve kuruluslar, basvuru sahibine istenen belgenin onayl bir kopyasini veritler.

Bilgi veya belgenin niteli§i geregi kopyasinin verilmesinin mimkiin olmadig veya kopya ¢tkarilmasinin ashina

zarar verecegi hallerde, kurum ve kuruluslar ilgilinin;

a) Yazili veya basili belgeler icin, s6z konusu belgenin aslint incelemesi ve not alabilmesini,
b) Ses kaydt seklindeki bilgi veya belgelerde bunlari dinleyebilmesini,

¢) Gorunti kaydi seklindeki bilgi veya belgelerde bunlart izleyebilmesini,

Saglarlar.

Bilgi veya belgenin yukarida belirtilenlerden farkl bir sekilde elde edilmesi miimkiin ise, belgeye zarar vermemek

kosuluyla bu olanak saglanir.

Basvurunun yapildigi kurum ve kurulus, erisimine olanak sagladigi bilgi veya belgeler i¢in basvuru sahibinden

erisimin gerektirdigi maliyet tutart kadar bir Gicreti biitgeye gelir kaydedilmek tzere tahsil edebilir.
Madde 11- Bilgi veya belgeye erisim siireleri

Kurum ve kuruluslar, bagvuru tizerine istenen bilgi veya belgeye erisimi onbes is giinii icinde saglarlar. Ancak
istenen bilgi veya belgenin, bagvurulan kurum ve kurulus icindeki bagka bir birimden saglanmasi; basvuru ile
ilgili olarak bir baska kurum ve kurulusun goriistintin alinmasinin gerekmesi veya basvuru iceriginin birden fazla
kurum ve kurulusu ilgilendirmesi durumlarinda bilgi veya belgeye erisim otuz is glni icinde saglanir. Bu
durumda, siirenin uzatilmast ve bunun gerekgesi bagvuru sahibine yazili olarak ve onbes is ginliik stirenin

bitiminden 6nce bildirilit.

10 uncu maddede belirtilen bilgi veya belgelere erisim icin gereken maliyet tutarinin idare tarafindan bagvuru
sahibine bildirilmesiyle onbes is giinliik stre kesilir. Bagvuru sahibi onbes is glini icinde tcreti 6demezse

talebinden vazgecmis sayilir.
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Madde 12- Bagvurularin cevaplandirilmasi

Kurum ve kuruluglar, bilgi edinme basvurulariyla ilgili cevaplarini yazili olarak veya elektronik ortamda bagvuru

sahibine bildiritler. Bagvurunun reddedilmesi halinde bu kararin gerekgesi ve buna karst bagvuru yollart belirtilir.
Madde 13- Itiraz usulii

Bilgi edinme istemi (...)?’reddedilen bagvuru sahibi, yargt yoluna basvurmadan 6nce kararin tebliginden itibaren
onbes gln i¢inde Kurula itiraz edebilir. Kurul, bu konudaki kararini otuz is giinii icinde verir. Kurum ve

kuruluglar, Kurulun istedigi her tiirlii bilgi veya belgeyi onbes is glinii icinde vermekle yitkiimlidirler.
Kurula itiraz, bagvuru sahibinin idati yargtya basvurma stiresini durdurur.
Madde 14- Bilgi Edinme Degerlendirme Kurulu

Bilgi edinme bagvurusuyla ilgili yapilacak itirazlar tizerine, (...)?* verilen kararlari incelemek ve kurum ve
kuruluglar icin bilgi edinme hakkinin kullanilmasina iliskin olarak kararlar vermek tizere; Bilgi Edinme

Degetlendirme Kurulu olusturulmustur.

Kurul; birer tiyesi Yargitay ve Danustay genel kurullarinin kendi kurumlari icinden 6nerecekleri ikiser aday, birer
tyesi ceza hukuku, idare hukuku ve anayasa hukuku alanlarinda profesér veya dogent unvanina sahip kisiler, bir
tyesi Tirkiye Barolar Birliginin baro baskan: secilme yeterliligine sahip kisiler icinden gésterecegi iki aday, iki
lyesi en az genel midir diizeyinde gbrev yapmakta olanlar ve bir tiyesi de Adalet Bakaninin 6nerisi tizerine bu

Bakanlikta idari gérevlerde calisan hakimler arasindan Bakanlar Kurulunca segilecek dokuz tiyeden olusur.
Kurul tyeligine 6nerilen adaylarin muvafakatlar: aranur.

Kurul Baskant, kurul tyelerince kendi aralarindan secilit.

Kurul, en az ayda bir defa veya ihtiya¢ duyuldugu her zaman Baskanin ¢agrist tizerine toplanir.

Kurul dyelerinin gérev streleri dort yildir. Goérev siiresi sona erenler yeniden secilebilirler. Goérev stresi
dolmadan gérevinden ayrilan tiyenin yerine ayni usule gore secilen ye, yerine secildigi tiyenin gérev stiresini

tamamlar. Yeni secilen Kurul géreve baslayincaya kadar 6nceki Kurul gérevine devam eder.

Kurul tyelerine 10.2.1954 tarihli ve 6245 sayilt Harcirah Kanunu hitktimleri sakli kalmak kaydiyla fiilen gérev
yaptiklart her giin icin (3000) gosterge rakamimin memur aylik katsayist ile carpimi sonucu bulunacak miktarda
huzur hakki 6denir. Bu 6demelerde damga vergisi hari¢ herhangi bir kesinti yaptlmaz. (Ek ciimle: 17 /11/2005-
5432/2 md.) Bir ayda fiilen gorev yapilan giin sayisinin dérdii agmast halinde, asan giinler igin huzur hakki

odenmez.(

22 Bu arada yer alan “16 ve 17 nci maddelerde ongorilen sebepletle” ibatesi, 17/11/2005 tarihli ve 5432 sayilt
Kanunun 1 inci maddesiyle madde metninden ¢ikarilmistir.

2317/11/2005 tarihli ve 5432 sayili Kanunun 2 nci maddesiyle, birinci fikrada yer alan “16 ve 17 nci maddelerde
ongorilen sebeplere dayanilarak” ibaresi, madde metninden ¢tkarilmis; yedinci fikrada yer alan “uhdesinde
kamu gétrevi bulunanlara (1000), uhdesinde kamu gorevi bulunmayanlara ise (2000)" ibaresi, "(3000)" olarak
degistirilmis ve metne islenmistir.
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Kurul, belirleyecegi konularda komisyonlar ve calisma gruplart kurabilir; ayrica gerekli gérdiigi takdirde, ilgili
bakanlik ile diger kurum ve kuruluslarin ve sivil toplum 6rgiitlerinin temsilcilerini bilgi almak tizere toplantilarina

katilmaya davet edebilir.
Kurulun sekretarya hizmetleri Bagbakanlik tarafindan yerine getirilir.

Kurulun gérev ve c¢alismalarina iliskin esas ve usuller Bagbakanlik¢a hazirlanarak yurtrlige konulacak bir

yonetmelikle dizenlenir.

DORDUNCU BOLUM
Bilgi Edinme Hakkinin Sinirlar:

Madde 15- Yarg1 denetimi disinda kalan islemler

Yargi denetimi disinda kalan idari islemlerden kisinin ¢alisma hayatini ve mesleki onurunu etkileyecek nitelikte
olanlar, bu Kanun kapsamina dahildir. Bu sekilde saglanan bilgi edinme hakki islemin yarg1 denetimine agilmast

sonucunu dogurmaz.
Madde 16- Devlet sirrina iligkin bilgi veya belgeler

Aciklanmasi halinde Devletin emniyetine, dis iliskilerine, milli savunmasina ve milli giivenligine acik¢a zarar
verecek ve niteligi itibartyla Devlet sirr1 olan  gizlilik dereceli bilgi veya belgeler, bilgi edinme hakk: kapsami
disindadit.

Madde 17- Ulkenin ekonomik ¢ikarlarina iligkin bilgi veya belgeler

Actklanmast ya da zamanindan 6nce aciklanmast halinde, ilkenin ekonomik ¢ikarlarina zarar verecek veya

haks1z rekabet ve kazanca sebep olacak bilgi veya belgeler, bu Kanun kapsamt digindadur.
Madde 18- Istihbarata iligkin bilgi veya belgeler

Sivil ve askerl istihbarat birimlerinin gbrev ve faaliyetlerine iliskin bilgi veya belgeler, bu Kanun kapsami

disindadir.

Ancak, bu bilgi ve belgeler kisilerin ¢alisma hayatini ve meslek onurunu etkileyecek nitelikte ise, istihbarata

iliskin bilgi ve belgeler bilgi edinme hakk: kapsami icindedir.
Madde 19- Idari sorugturmaya iligkin bilgi veya belgeler

Kurum ve kuruluglarin yetkili birimlerince yiritilen idari sorusturmalarla ilgili olup, aciklanmast veya

zamanindan 6nce aciklanmast halinde;

a) Kisilerin 6zel hayatina actkea haksiz miidahale sonucunu doguracak,

b) Kisilerin veya sorusturmay: yiiriiten gorevlilerin hayatint ya da glivenligini tehlikeye sokacak,
¢) Sorusturmanin giivenligini tehlikeye dusiirecek,

d) Gizli kalmas1 gereken bilgi kaynaginin agiga ¢itkmasina neden olacak veya sorugturma ile ilgili benzeri bilgi ve

bilgi kaynaklarinin temin edilmesini gliclestirecek,
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Bilgi veya belgeler, bu Kanun kapsami disindadr.

Madde 20- Adli sorugturma ve kovusturmaya iligkin bilgi veya belgeler
Aciklanmast veya zamanindan 6nce agiklanmasi halinde;

a) Sug¢ islenmesine yol agacak,

b) Suclarin énlenmesi ve sorusturulmast ya da suglularin kanuni yollarla yakalanip kovusturulmasini tehlikeye

dusurecek,

) Yargilama gorevinin geregince yerine getirilmesini engelleyecek,

d) Hakkinda dava acilmis bir kisinin adil yargilanma hakkini ihlal edecek,
Nitelikteki bilgi veya belgeler, bu Kanun kapsami digindadr.

4.4.1929 tarihli ve 1412 sayili Ceza Muhakemeleri Usulii Kanunu, 18.6.1927 tarihli ve 1086 sayilt Hukuk Usuli
Muhakemeleri Kanunu, 6.1.1982 tarihli ve 2577 sayili Idari Yargilama Usulii Kanunu ve diger 6zel kanun
hikimleri saklidir.

Madde 21- Ozel hayatin gizliligi

Kisinin izin verdigi haller saklt kalmak tzere, 6zel hayatin gizliligi kapsaminda, agiklanmasi halinde kisinin saglik
bilgileri ile 6zel ve aile hayatina, seref ve haysiyetine, mesleki ve ekonomik degerlerine haksiz midahale

olusturacak bilgi veya belgeler, bilgi edinme hakk: kapsami disindadir.

Kamu yararinin gerektirdigi hallerde, kisisel bilgi veya belgeler, kurum ve kuruluglar tarafindan, ilgili kisiye en az

yedi glin 6nceden haber verilerek yazili r1zas1 alinmak kosuluyla agiklanabilir.
Madde 22- Haberlesmenin gizliligi
Haberlesmenin gizliligi esasint ihlal edecek bilgi veya belgeler, bu Kanun kapsami disindadir.

Madde 23- Ticari sir

Kanunlarda ticari sir olarak nitelenen bilgi veya belgeler ile, kurum ve kuruluslar tarafindan gergek veya tiizel

kisilerden gizli kalmasi kaydiyla saglanan ticari ve mali bilgiler, bu Kanun kapsami disindadir.
Madde 24- Fikir ve sanat eserleri

Fikir ve sanat esetlerine iliskin olarak yapilacak bilgi edinme basvurulari hakkinda ilgili kanun hikimleri

uygulanir.
Madde 25- Kurum i¢i diizenlemeler

Kurum ve kuruluglarin, kamuoyunu ilgilendirmeyen ve sadece kendi personeli ile kurum i¢i uygulamalarina
iliskin diizenlemeler hakkindaki bilgi veya belgeler, bilgi edinme hakkinin kapsami disindadir. Ancak, s6z konusu

diizenlemeden etkilenen kurum ¢alisanlarinin bilgi edinme haklari saklidir.
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Madde 26- Kurum igi goriig, bilgi notu ve tavsiyeler

Kurum ve kuruluslarin faaliyetlerini yiiriitmek tizere, elde ettikleri gériis, bilgi notu, teklif ve tavsiye niteligindeki

bilgi veya belgeler, kurum ve kurulus tarafindan aksi kararlastirilmadikea bilgi edinme hakki kapsamindadir.

Bilimsel, kiiltiirel, istatistik, teknik, tibbi, mali, hukuki ve benzeri uzmanlik alanlarinda yasal olarak gériis verme
yukimliligt bulunan kisi, birim ya da kurumlarin gérisleri, kurum ve kuruluslarin alacaklart kararlara esas tegkil

etmesi kaydiyla bilgi edinme istemlerine agiktir.

Madde 27- Tavsiye ve miitalaa talepleri

Tavsiye ve miitalaa talepleri bu Kanun kapsami disindadir.
Madde 28- Gizliligi kaldirilan bilgi veya belgeler

Gizliligi kaldirilmis olan bilgi veya belgeler, bu Kanunda belirtilen diger istisnalar kapsamina girmiyor ise, bilgi

edinme basvurularina agik hale gelir.

BESINCI BOLUM
Cesitli ve Son Hukiimler

Madde 29- Ceza hiikiimleri

Bu Kanunun uygulanmasinda ithmali, kusuru veya kastt bulunan memurlar ve diger kamu gérevlileri hakkinda,
isledikleri fiillerin genel hikiimler ¢ercevesinde ceza kovusturmast gerektirmesi hususu sakli kalmak kaydiyla,

tabi olduklart mevzuatta yer alan disiplin cezalar1 uygulanur.

Bu Kanunla erisilen bilgi ve belgeler ticari amagla ¢ogaltilamaz ve kullanilamaz.
Madde 30- Rapor diizenlenmesi

Kurum ve kuruluglar, bir 6nceki yila ait olmak tizere;

a) Kendilerine yapilan bilgi edinme basvurularinin sayisin,

b) Olumlu cevaplanarak bilgi veya belgelere erisim saglanan basvuru sayisini,
¢) Reddedilen bagvuru sayst ve bunlarin dagihmini gésterir istatistik bilgileri,

d) Gizli ya da sir niteligindeki bilgiler ¢ikarilarak ya da bu nitelikteki bilgiler ayrilarak bilgi veya belgelere erisim

saglanan basvuru sayisini,
e) Bagvurunun reddedilmesi tizerine itiraz edilen bagvuru sayist ile bunlarin sonuglarini,

Gosterir bir rapor hazirlayarak, bu raporlart her yil Subat ayinin sonuna kadar Bilgi Edinme Degerlendirme
Kuruluna goénderitler. Bagl, ilgili ve iliskili kamu kurum ve kuruluslart raporlarint bagl, ilgili ya da iliskili
olduklart bakanlik vasitasiyla iletirler. Kurul, hazirlayacag: genel raporu, séz konusu kurum ve kuruluslarin
raporlart ile birlikte her yil Nisan ayinin sonuna kadar Ttrkiye Biyiik Millet Meclisine génderir. Bu raporlar

takip eden iki ay icinde Turkiye Buytk Millet Meclisi Baskanliginca kamuoyuna actklanir.
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Madde 31- Yonetmelik

Bu Kanunun uygulanmasi ile ilgili esas ve usullerin belirlenmesine iliskin yénetmelik, Kanunun yayimini takip

eden alt1 ay icinde Bagbakanlik tarafindan hazirlanarak Bakanlar Kurulunca yirirlige konulur.
Madde 32- Yirarlik
Bu Kanun yayimi tarihinden itibaren altt ay sonra yirirlige girer.

Madde 33- Yurutme

Bu Kanun hiktmlerini Bakanlar Kurulu yuritar.
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4982 SAYILI KANUNA EK VE DEGISIKLIK GETIREN MEVZUATIN VEYA ANAYASA
MAHKEMESI TARAFINDAN IPTAL EDILEN HUKUMLERIN YORURLUGE GIRIS
TARIHINI GOSTERIR LISTE

Degistiren Kanunun/KHK’nin/ Iptal Eden | 4982 sayili Kanunun degisen | Yiiriirliige Girig

Anayasa Mahkemesi Kararinin Numaras1 | veya iptal edilen maddeleri Tarihi
5432 13 ve 14 22/11/2005
6495 2 2/8/2013

Anayasa Mahkemesi’nin 4/12/2014 tarihli ve
E. 2013/114, K. 2014/22 (Yurarluga

Durdurma) Karart 2
6/12/2014
Anayasa Mahkemesi’nin 4/12/2014 tarihli ve
E.: 2013/114, K.: 2014/184 sayili Karari
2
16/7/2015
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5237 SAYILI TURK CEZA KANUNUNUN iLGIiLi HUKUMLERI

Kiinye: 26.09.2004 taribli 5237 sayis Kanun.

(12/10/ 2004 taribli 25611 sayils Resmi Gazete)

Tam metin icin:

bttp:/ [ www.mevzuat.gov.tr/ MevzuatMetin/ 1.5.5237.pdf 19.03.16

DOKUZUNCU BOLUM
Ozel Hayata ve Hayatin Gizli Alanina Karg1 Suglar
Madde 132- Haberlegmenin gizliligini ihlal

24 (1) Kisiler arasindaki haberlesmenin gizliligini ihlal eden kimse, bir yildan ¢ yila kadar hapis cezast ile

cezalandirilir. Bu gizlilik ihlali haberlesme iceriklerinin kaydi suretiyle gerceklesirse, verilecek ceza bir kat artirilir.

(2) Kisiler arasindaki haberlesme iceriklerini hukuka aykirt olarak ifsa eden kimse, iki yildan bes yila kadar hapis

cezast ile cezalandirilir.

(3) Kendisiyle yapilan haberlesmelerin icerigini diger tarafin rizasi olmaksizin hukuka aykirt olarak alenen ifsa
eden kisi, bir yildan ti¢ yila kadar hapis cezast ile cezalandirilir. (Ek ciimle: 2/7/2012-6352/79 md.) fsa edilen

bu verilerin basin ve yayin yoluyla yayimlanmasi halinde de aynt cezaya hitkmolunur.
(4) Miilga: 2/7/2012-6352/79 md.)
Madde 133- Kisiler arasindaki konugmalarin dinlenmesi ve kayda alinmasi)

2 (1) Kisiler arasindaki aleni olmayan konusmalari, taraflardan herhangi birinin rizast olmaksizin bir aletle

dinleyen veya bunlart bir ses alma cihazi ile kaydeden kisi, iki yildan bes yila kadar hapis cezast ile cezalandirilir.

(2) Katildigt aleni olmayan bir séylesiyi, diger konusanlarin r1zast olmadan ses alma cihazt ile kayda alan kisi, altt

aydan iki yila kadar hapis veya adli para cezast ile cezalandirilir.

(3) (Degisik: 2/7/2012-6352/80 md.) Kisiler arasindaki aleni olmayan konusmalarin kaydedilmesi suretiyle
elde edilen verileri hukuka aykiri olarak ifsa eden kisi, iki yildan bes yila kadar hapis ve dortbin gine kadar adli
para cezast ile cezalandirilir. Tfsa edilen bu verilerin basin ve yayin yoluyla yayimlanmast halinde de ayni cezaya

htkmolunur.

242/7/2012 taribli ve 6352 sayels Kanunun 79 uncun maddesiyle, bu maddenin birinci fikrasinda yer alan “altr aydan iki yila kadar hapis
veya adli para” ibaresi “bir yildan ii¢ yila kadar hapis” ve “bir yildan ji¢ yila kadar bapis cezasima hiikmolunur” ibaresi ise “verileceke ceza
bir kat artirider” seklinde; ikinct fikrasinda yer alan “bir yildan ji¢ yila kadar hapis” ibaresi “iki yildan bes yila kadar hapis” seklinde;
sigiincii fikrasinda yer alan “alt: aydan iki yila kadar bapis veya adli para” ibaresi “bir yildan ji¢ yila kadar hapis” seklinde degistirilmis,
Sfikraya “rizast olmaksizin” ibaresinden sonra gelmek iizere “hukuka aykir olarak” ibaresi eklenmistir.

25 2/7/2012 taribli ve 6352 sayels Kanunun 80 inci maddesiyle, bu maddenin birinci fikrasinda yer alan “iki aydan altr aya kadar hapis”
tharesi “ifi yildan bes yila kadar hapis” seklinde; ikinci fikrasinda yer alan “alti aya kadar hapis” ibaresi “altr aydan iki yila kadar hapis”
seklinde dedistirilmistir.
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Madde 134- Ozel hayatin gizliligini ihlal

26 (1) Kisilerin 6zel hayatinin gizliligini ihlal eden kimse, bir yildan t¢ yila kadar hapis cezast ile cezalandirilir.

Gizliligin gbriintl veya seslerin kayda alinmasi suretiyle ihlal edilmesi halinde, verilecek ceza bir kat artirilir.

(2) (Degisik: 2/7/2012-6352/81 md.) Kisilerin 6zel hayatina iligkin goruntii veya sesleri hukuka aykirt olarak
ifsa eden kimse iki yildan bes yila kadar hapis cezast ile cezalandirilir. Ifsa edilen bu verilerin basin ve yayin

yoluyla yayimlanmasi halinde de ayni cezaya hiikmolunur.
Madde 135- Kigsisel verilerin kaydedilmesi
(1) Hukuka aykir1 olarak kisisel verileri kaydeden kimseye bir yildan tg¢ yila kadar hapis cezast verilir.?”

(2) Kisisel verinin, kisilerin siyasi, felsefi veya dini gbrislerine, 1rki kkenlerine; hukuka aykiri olarak ahlaki
egilimlerine, cinsel yasamlarina, saglik durumlarina veya sendikal baglantilarina iliskin olmast durumunda birinci

fikra uyarinca verilecek ceza yari oraninda artirilir?s.
Madde 136- Verileri hukuka aykir1 olarak verme veya ele gegirme

(1) Kisisel verileri, hukuka aykirt olarak bir baskasina veren, yayan veya ele geciren kisi, iki yildan dért yila kadar

hapis cezast ile cezalandirilir.?

Madde 137- Nitelikli haller

(1) Yukaridaki maddelerde tanimlanan suglarin;

a) Kamu goérevlisi tarafindan ve gbrevinin verdigi yetki kétiiye kullanilmak suretiyle,
b) Belli bir meslek ve sanatin sagladigi kolayliktan yararlanmak suretiyle,

Islenmesi halinde, verilecek ceza yart oraninda artirilir.

26 2/7/2012 tarihli ve 6352 sayili Kanunun 81 inci maddesiyle, bu maddenin birinci fikrasinda yer alan “altt aydan iki yila
kadar hapis veya adli para” ibaresi “bir yildan ti¢ yila kadar hapis” ve “cezanin alt sinirt bir yildan az olamaz” ibaresi ise

“verilecek ceza bir kat artirilir” seklinde degistirilmistir.

2721/2/2014 tarihli ve 6526 sayilt kanunun 3 tincti maddesiyle bu fikrada yer alan “altt aydan” ibaresi “bir yildan” seklinde
degistirilmistir.

28 24/3/2016 tarihli ve 6698 sayili Kanunun 30 uncu maddesiyle, bu fikrada yer alan “Kisilerin” ibaresi “Kisisel verinin,
kisilerin” seklinde; “bilgileri kisisel veri olarak kaydeden kimse, yukaridaki fikra hiikmine gére cezalandirilir” ibaresi

“olmast durumunda birinci fikra uyarinca verilecek ceza yart oraninda artirilir” seklinde degistirilmistit.

2921/2/2014 tarihli ve 6526 sayili kanunun 4 tinct maddesiyle bu fikrada yer alan “bir yildan” ibaresi “iki yildan” seklinde
degistirilmistir.
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Madde 138- Verileri yok etmeme

(1) Kanunlarin belirledigi siirelerin ge¢mis olmasina karsin verileri sistem icinde yok etmekle yukiimli olanlara

gorevlerini yerine getirmediklerinde bir yildan iki yila kadar hapis cezast verilir.30

(2) (Ek: 21/2/2014-6526/5 md.) Sucun konusunun Ceza Muhakemesi Kanunu hiikimlerine gore ortadan

kaldirilmasi veya yok edilmesi gereken veri olmasi halinde verilecek ceza bir kat artirilir.
Madde 139- Sikayet

(1) Kisisel verilerin kaydedilmesi, verileri hukuka aykirt olarak verme veya ele gecirme ve verileri yok etmeme

haric¢, bu bélimde yer alan suglarin sorusturulmast ve kovusturulmast sikayete bagldir.
Madde 140- Tiizel kisiler hakkinda giivenlik tedbiri uygulanmasi

(1) Yukaridaki maddelerde tanimlanan suglarin islenmesi dolayisiyla tiizel kisiler hakkinda bunlara 6zgt giivenlik

tedbitlerine hitkmolunur.

Madde 243- Biligsim sistemine girme

(1) Bir bilisim sisteminin biitiniine veya bir kismina, hukuka aykiri olarak giren veya orada kalmaya devam eden

kimseye bir yila kadar hapis veya adli para cezasi verilir. (1)

(2) Yukaridaki fikrada tanimlanan fiillerin bedeli karsilig1 yararlanilabilen sistemler hakkinda islenmesi halinde,

verilecek ceza yart oranina kadar indirilir.

(3) Bu fiil nedeniyle sistemin icerdigi veriler yok olur veya degisirse, altt aydan iki yila kadar hapis cezasina

hiikkmolunur.

(4) (Ek: 24/3/2016-6698/30 md.) Bir bilisim sisteminin kendi icinde veya bilisim sistemleri arasinda gerceklesen
veri nakillerini, sisteme girmeksizin teknik araglarla hukuka aykirt olarak izleyen kisi, bir yildan ¢ yila kadar

hapis cezast ile cezalandirilir.

30°21/2/2014 taribli ve 6526 sayils kanunun 5 inci maddesiyle bu Jfikrada yer alan “alti aydan bir yila kadar hapis” ibaresi “bir yildan iki yila kadar hapis” seklinde
dedistirilmistir.
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5271 SAYILI CEZA MUHAKEMESI KANUNUNUN ILGILI HUKUMLERI

Kiinye: 04.12.2004 taribli 5271 sayis Kanun.

(17.12.2004 taribli 25673 sayilr Resmi Gazgete)

Tam metin i¢cin:

bttp:/ [ www.mevznat gov.tr/ MevznatMetin/ 1.5.5271.pdf 07.04.2016

UCUNCU KISIM
Taniklik, Bilirkisi Incelemesi ve Kesif

(.)
UCUNCU BOLUM
Gozlem Altina Alma, Muayene, Kesif ve Otopsi

(..)

Madde 80- Genetik inceleme sonuglarinin gizliligi (Degisik: 25/5/2005 — 5353/4 md.)

(1) 75, 76 ve 78 inci madde hiikimlerine gore alinan drnekler tzerinde yapilan inceleme sonuglari,
kisjsel veri niteliginde olup, baska bir amagla kullanilamaz; dosya icerigini 6grenme yetkisine sahip
bulunan kisjler tarafindan bir baskasina verilemez.

(2) Bu bilgiler, kovusturmaya yer olmadigi kararina itiraz stiresinin dolmasi, itirazin reddi, beraat veya
ceza verilmesine yer olmadigi karari verilip kesinlesmesi hallerinde Cumhuriyet savcisinin huzurunda
derhal yok edilir ve bu husus dosyasinda muhafaza edilmek tizere tutanaga gegirilir.
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5429 SAYILI TURKIYE ISTATISTIK KANUNUNUN IiLGIiLI HOKUMLERI

Kiinye: 10.11.2015 taribli 5429 sayils Kanun.

(18.11.2005 taribli 25997 sayilz Resmi Gazgete)

Tam metin icin:

bttp:/ [ www.mevznat.gov.tr/ MevzunatMetin/ 1.5.5429.doc 05.04.2016

Madde 2- Tanimlar
Bu Kanunun uygulanmasinda; (...)
n) Veri: Anket veya idari kayitlar yoluyla elde edilen nicel ve/veya nitel istatistiki bilgileri,

0) Bireysel veri: Hakkinda bilgi toplanan istatistiki birimlerin, 6zellikleri ile birlikte
tanimlandig1 veriyi,

228


http://www.mevzuat.gov.tr/MevzuatMetin/1.5.5429.doc

5651 SAYILI INTERNET ORTAMINDA YAPILAN YAYINLARIN
DUZENLENMESI VE BU YAYINLAR YOLUYLA ISLENEN SUCLARILA
MUCADELE EDILMESI HAKKINDA KANUNUN ILGILI HUKUMLERI

Kiinye: 04.05.2007 taribli 5651 sayils Kanun.
(23.05.2007 taribli 26530 sayis Resmi Gazete)

Tam metin igin:

bttp:/ [ www.mevzuat.gov.tr/ MevzuatMetin/ 1.5.56 51 pdf

Madde 2- Taniumlar
Bu Kanunun uygulanmasinda; (...)
¢) Bilgi: Verilerin anlam kazanmis bi¢imini,

k) Veri: Bilgisayar tarafindan tizerinde islem yapilabilen her tiirli degeri,
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5502 SAYILI SOSYAL GUVENLIK KURUMU KANUNUNUN IiLGIiLi
HUKUMLERI

Kiinye: 16.05.2006 taribli 5502 sayis Kanun.
(20.05.20006 taribli 26173 sayiz Resmi Gazgete)

Tam metin icin:

bttp:/ [ www.mevzuat.gov.tr/ MevzunatMetin/ 1.5.5502.pdf

Madde 2- Tanimlar

Bu Kanunda gecen (...)

¢) Kurum: Sosyal Giivenlik Kurumunu; (...)
ifade eder.

Madde 35- Kurumun taginmaz edinimi, taginir ve taginmaz mal varliklar: ile gayri maddi haklarmin

hukuki durumu

(5) (Ek fikra: 10/9/2014-6552/37 md.; Degisik: 4/4/2015-6645/43 md.) Kurum, bu Kanun ve diger
kanunlarla verilen gérevleri yerine getirmek amaciyla isledigi kisisel veriler ile ticari sir niteliginde olan verileri,
veti sahibinin noter onayli muvafakati olmadan gercek veya tiizel kisiletle paylasamaz. Ancak, 10/12/2003
tarihli ve 5018 sayilit Kamu Mali Yénetimi ve Kontrol Kanununun eki (I), (II), III) ve (IV) sayili cetvellerde yer
alan kamu idarelerinin kanunlarinda belirtilen goérevleri yapabilmeleri i¢in ihtiyag duyduklart saglik verisi
disindaki kigisel veriler ile ticari sir niteligindeki veriler paylagilabilir. Kurum, bunlarin disindaki gayri maddi
haklart ile kimligi belirli veya belirlenebilir bir gercek veya tiizel kisiyle iliskilendirilemeyecek sekilde anonim hale
getirdigi verileri arastirma, planlama ve istatistik gibi amaglar i¢in kamu idareleri, bilimsel aragtirma yapan kamu
personeli, bilimsel dernekler, kamu kurumu niteligindeki meslek kuruluglari veya tiniversiteler ile Gcretsiz olarak
paylasabilir. Anonim hale getirilen verinin tiizel kisilere ait olmasi halinde bu fikrada sayilanlar disindaki gercek
veya tiizel kisilere tiizel kisinin noter onaylt muvafakati alinmak kaydiyla ticretli olarak verilebilir. Veri paylasilan
kamu idareleri ile gercek ve tiizel kisiler, paylasilan verinin gizliliginden ve giivenliginden sorumludur. Bu
fikranin aksine davrananlar hakkinda, veri paylastmi yapianlar da dahil olmak tzere 5237 sayih Turk Ceza

Kanunu ile diger ilgili mevzuat hitkiimleri uygulanir.
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6098 SAYILI TURK BORCLAR KANUNU’NUN ILGIiLi HOUKUMLERI

Kiinye: 11/1/2011 taribli 6098 sayils Kanun.

(04.02.2011 taribli 27836 sayilz Resmi Gazgete)

Tam metin icin:

bttp:/ [ www.mevzuat.gov.tr/ MevzuatMetin/ 1.5.6098.pdf 19.03.16

IKINCI AYIRIM
Haksi1z Fiillerden Dogan Borg ligkileri

I. Genel olarak
MADDE 49

Kusurlu ve hukuka aykirt bir fiille baskasina zarar veren, bu zarart gidermekle yitkimlidur.

Zarar verici fiili yasaklayan bir hukuk kurali bulunmasa bile, ahlaka aykir1 bir fiille baskasina kasten zarar veren

de, bu zarar1 gidermekle yitkimlidir.

II. Zararin ve kusurun ispat1
MADDE 50

Zarar gOren, zararini ve zarar verenin kusurunu ispat yiki altndadur.

Ugranilan zararin miktart tam olarak ispat edilemiyorsa hakim, olaylarin olagan akisint ve zarar gérenin aldigt

onlemleri g6z 6ntinde tutarak, zararin miktarint hakkaniyete uygun olarak belitler.
ITI. Tazminat

1. Belirlenmesi
MADDE 51

Hakim, tazminatin kapsamint ve 6denme bi¢imini, durumun geregini ve 6zellikle kusurun agirhigint géz 6niine
alarak belirler.

Tazminatin irat biciminde 6denmesine hitkmedilirse, bor¢lu giivence gostermekle yukimlidir.

2. Indirilmesi
MADDE 52

Zarar goren, zarart doguran fiile razi olmus veya zararin dogmasinda ya da artmasinda etkili olmus yahut

tazminat yikimlisinin durumunu agirlastirmis ise hakim, tazminatt indirebilir veya tamamen kaldirabilir.

Zarara hafif kusuruyla sebep olan tazminat yikimlist, tazminati 6dediginde yoksulluga diisecek olur ve

hakkaniyet de gerektirirse hakim, tazminati indirebilir.
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IV. Ozel durumlar
1. Oliim ve bedensel zarar

a. Oliim
MADDE 53

Oliim halinde ugranilan zararlar ézellikle sunlardir:
1. Cenaze gidetleri.

2. Oliim hemen gerceklesmemisse tedavi giderleri ile calisma giiciiniin azalmasindan ya da yitirilmesinden dogan

kayiplar.

3. Olenin desteginden yoksun kalan kisilerin bu sebeple ugradiklart kayiplar.

b. Bedensel zarar
MADDE 54

Bedensel zararlar 6zellikle sunlardir:

1. Tedavi giderleri.

2. Kazang kayb.

3. Calisma giicliniin azalmasindan ya da yitirilmesinden dogan kayiplar.

4. Ekonomik gelecegin sarsilmasindan dogan kayiplar.

c. Belirlenmesi
MADDE 55

Destekten yoksun kalma zaratlari ile bedensel zararlar, bu Kanun hitktimlerine ve sorumluluk hukuku ilkelerine
gbre hesaplanir. Kismen veya tamamen riicu edilemeyen sosyal glivenlik 6demeleri ile ifa amacini tagimayan
Odemeler, bu tir zararlarin belitlenmesinde gézetilemez; zarar veya tazminattan indirilemez. Hesaplanan

tazminat, miktar esas alinarak hakkaniyet diisincesi ile artirilamaz veya azaltilamaz.

Bu Kanun htkiimleri, her tiirli idari eylem ve islemler ile idarenin sorumlu oldugu diger sebeplerin yol actigt
viicut bitinliginin kismen veya tamamen yitirilmesine ya da kisinin élimiine bagl zararlara iligkin istem ve

davalarda da uygulanir.

d. Manevi tazminat
MADDE 56

Hakim, bir kimsenin bedensel butinliginiin zedelenmesi durumunda, olayin 6zelliklerini g6z 6ntinde tutarak,

zarar gérene uygun bir miktar paranin manevi tazminat olarak 6denmesine karar verebilir.

Agir bedensel zarar veya 6lim halinde, zarar gérenin veya 6lenin yakinlarina da manevi tazminat olarak uygun

bir miktar paranin 6denmesine karar verilebilir.
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2. Haksi1z rekabet
MADDE 57

Gercek olmayan haberlerin yayilmast veya bu tir ilanlarin yapilmasi ya da diriistlik kurallarina aykirn diger
davranislarda bulunulmast ylziinden mdusterileri azalan veya onlart kaybetme tehlikesiyle karsilasan kisi, bu

davraniglara son verilmesini ve kusurun varligs halinde zararinin giderilmesini isteyebilir.

Ticari islere ait haksiz rekabet hakkinda Tturk Ticaret Kanunu hitkiimleri saklidir.

3. Kisilik hakkinin zedelenmesi
MADDE 58

Kisilik hakkinin zedelenmesinden zarar gbren, ugradigi manevi zarara karsilik manevi tazminat adt altinda bir

miktar para 6denmesini isteyebilit.

Hakim, bu tazminatin 6denmesi yerine, diger bir giderim bicimi kararlastirabilir veya bu tazminata ekleyebilir;

Ozellikle saldirtyr kinayan bir karar verebilir ve bu kararin yayimlanmasina hiikmedebilir.

4. Ay1rt etme giicliniin gegici kaybi
MADDE 59

Ayirt etme giiciinil gegici olarak kaybeden kisi, bu sirada verdigi zararlart gidermekle yikiimlidir. Ancak, ayirt

etme giciinil kaybetmede kusuru olmadigini ispat ederse, sorumluluktan kurtulur.
V. Sorumluluk sebeplerinin ¢oklugu

1. Sebeplerin yarigmasi
MADDE 60

Bir kisinin sorumlulugu, birden ¢ok sebebe dayandirilabiliyorsa hakim, zarar géren aksini istemis olmadikea veya

kanunda aksi 6ngorilmedikee, zarar gbrene en iyi giderim imkant saglayan sorumluluk sebebine gore karar verir.

2. Miuteselsil sorumluluk

a. Dis iligkide
MADDE 61

Birden ¢ok kisi birlikte bir zarara sebebiyet verdikleri veya ayni zarardan cesitli sebeplerden dolayt sorumlu

olduklari takdirde, haklarinda miiteselsil sorumluluga iliskin hikiimler uygulanir.
b. I¢ iligskide
MADDE 62

Tazminatin ayni zarardan sorumlu miiteselsil borglular arasinda paylastirilmasinda, biitiin durum ve kosullar,
Ozellikle onlardan her birine ylklenebilecek kusurun agirligi ve yarattiklar tehlikenin yogunlugu géz 6ntinde

tutulut.
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Tazminatin kendi payina diseninden fazlasini 6deyen kisi, bu fazla 6demesi i¢in, diger miiteselsil sorumlulara

karst riicu hakkina sahip ve zarar gbrenin haklarina halef olur.

VI. Hukuka aykirilig1 kaldiran hiller

1. Genel olarak
MADDE 63

Kanunun verdigi yetkiye dayanan ve bu yetkinin sinirlart icinde kalan bir fiil, zarara yol a¢sa bile, hukuka aykirt

saytlmaz.

Zarar gbrenin rizast, daha Ustiin nitelikte 6zel veya kamusal yarar, zarar verenin davransinin hakli savunma
niteligi tasimasi, yetkili kamu makamlarinin miidahalesinin zamaninda saglanamayacak olmasi durumunda

kisinin hakkint kendi gliciiyle korumasi veya zorunluluk hallerinde de fiil, hukuka aykirt sayilmaz.

2. Sorumluluk
MADDE 64

Hakli savunmada bulunan, saldiranin sahsina veya mallarina verdigi zarardan sorumlu tutulamaz.

Kendisini veya baskasini acik ya da yakin bir zarar tehlikesinden korumak icin diger bir kisinin mallarina zarar

verenin, bu zarari giderim yukimliligint hakim hakkaniyete gore belirler.

Hakkint kendi giicliyle koruma durumunda kalan kisi, durum ve kosullara gére o sirada kolluk gilictiniin
yardimint zamaninda saglayamayacak ise ve hakkinin kayba ugramasint ya da kullanilmasinin énemli Slgtide

zorlasmasint 6nleyecek baska bir yol da yoksa, verdigi zarardan sorumlu tutulamaz.

IV. Igcinin kigiliginin korunmas1

3. Kisisel verilerin kullanilmasinda
MADDE 419

Isveren, isciye ait kisisel verileri, ancak iscinin ise yatkinligiyla ilgili veya hizmet sézlesmesinin ifast icin zorunlu

oldugu dl¢tide kullanabilir.

Ozel kanun hukumleri saklidir.
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ELEKTRONIK HABERLESME SEKTORUNDE TUKETICI HAKLARI
YONETMELIGI

Kiinye: 28.07.2010 taribli 27655 sayius Resmi Gazete.

Tam metin i¢in:

bttp:/ [ www.mevznat.gov.tr/ Metin. AspxceMevznatKod=7.5. 14148 &Mevzuatl liski=0sourceXmlS earch=ri%C5%9
Fisel%20ver:

Madde 4- Tanimlar

Bu Yénetmelikte gecen; (...)

f) Kisisel veri: Belirli veya kimligi belirlenebilir gergek veya tiizel sahuslara iligkin biitiin bilgileri,
ifade eder.

Madde 5- Tiiketici haklar:

(1) Elektronik haberlesme hizmetlerinden yararlanan tiiketiciler asagida siralanan haklara sahiptir;
c) Abonelerin kisisel verilerinin kamuya agtk rehberlerde yer alip almamasini talep etme hakki,
MADDE 15- Abonelik sézlesmelerinin uygulanmasi

(4) Telefon hizmetlerinde, sunulan elektronik ve/veya yazili rehber hizmetleri icin abonelik sézlesmesi

imzalanirken, aboneden bu rehberlerde kisisel verilerinin yer alip almayacagi hususunda onayz alinr.

.
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ELEKTRONIK HABERLESME SEKTORUNDE KiSiSEL VERILERIN
ISLENMESI VE GIZLILIGININ KORUNMASI HAKKINDA
YONETMELIK

Kiinye: 24.07.2012 taribli 28363 sayils Resmi Gazete.

Tam metin igin:

bttp:/ [ www.mevzuat.gov.tr/ Metin. Aspxc2MevzuatKod=7.5. 16405 &Mevznatl liski=0sonrceXmlS earch=r,i%C5%9
Fisel%20verilerin 19.03.16

BIRINCI BOLUM /
AMAC, KAPSAM, DAYANAK VE TANIMLAR
MADDE 1 - Amag ve kapsam

(1) Bu Yonetmeligin amact, elektronik habetlesme sektérinde kisisel verilerin islenmesi, saklanmasi ve
gizliliginin korunmast icin elektronik haberlesme sektoriinde faaliyet gdsteren isletmecilerin uyacaklart usul ve

esaslar1 dizenlemektir.
(2) Haberlesmenin icerigine iliskin verilerin saklanmasi bu Yonetmeligin kapsamina dahil degildir.
MADDE 2 - Dayanak

(1) Bu Yénetmelik, 5/11/2008 tarihli ve 5809 sayili Elektronik Habetlesme Kanununun 4, 6, 12 ve 51 inci

maddelerine dayanilarak hazirlanmugtir.
MADDE 3 — Tanmimlar ve kisaltmalar
(1) Bu Yonetmelikte gecen;

a) Abone: Bir isletmeci ile elektronik haberlesme hizmetinin sunumuna yonelik olarak yapilan bir sézlesmeye

taraf olan gercek ya da tiizel kisiyi,

b) Acil yardim ¢agrilar: Ulusal ve uluslararast diizenlemelerde kabul gbrmus yangin, saghk, dogal afetler ve
givenlik gibi acil durumlarla ilgili olarak itfaiye, polis, jandarma, saglik ve benzeri kuruluslara yardim talebiyle

yapilan ¢agrilari,

) (Degisik:RG-11/7/2013-28704) Anonim hale getirme: Kisisel verilerin, belitli veya kimligi belitlenebilir bir

gercek ya da tiizel kisiyle iliskilendirilemeyecek veya kaynagi belirlenemeyecek hale getirilmesini,

¢) (Degisik:RG-11/7/2013-28704) Gerceklesmeyen arama: Basarili bir sekilde baglanti kurulmasina ragmen

haberlesmenin gerceklesmemesini,
d) Hiicre kimligi: Mobil telefon ¢agrisinin basladigt ya da sona erdigi hiicrenin kimligini,

e) IMEI: Uluslararasi mobil cihaz kimligini,
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f) IMSI: Uluslararasi mobil abone kimligini,

2) (Degisik:RG-11/7/2013-28704) Islem kaydi: Kisisel verilere erisen kisiler tarafindan yapilan islemin ileriki
bir tarihte tanimlanabilmesini teminen asgari olarak islem, islemin detayz, islemi yapan kisi, islemin yapildig1 tarih

ve zaman ile islemi yapan kisinin baglandigi nokta bilgilerini iceren elektronik kayitlari,

3) Tsletmeci: Yetkilendirme gercevesinde elektronik haberlesme hizmeti sunan ve/veya elektronik haberlesme

sebekesi saglayan ve alt yapisint isleten sirket,
h) Kisisel veri: Belirli veya kimligi belitlenebilir gercek ve tiizel kisilere iliskin buitiin bilgileri,

1) Kisisel veri ihlali: Tstem dist, yetki dist ya da yasa dist olarak; kisisel verilerin tahrip edilmesine, kaybolmasina,
iletilmesine, degistirilmesine, depolanmasina veya baska bir ortama kaydedilmesine, islenmesine, ifsa edilmesine

ve sOz konusu verilere erisilmesine neden olan gtivenlik ihlalini,

1) Kisisel verilerin islenmesi: Kisisel verilerin otomatik olan veya olmayan yollarla elde edilmesi, kaydedilmesi,
depolanmasi, degistirilmesi, silinmesi veya yok edilmesi, yeniden diizenlenmesi, actklanmasi veya baska bir
sckilde elde edilebilir hale getirilmesi, tgiinc kisilere aktarilmasi, kullanilmasinin sinirlanmast amactyla
isaretlenmesi, tasniflenmesi veya kullanilmasinin engellenmesi gibi bu veriler tizerinde gergeklestirilen islem ya

da islemler bitinindg,

j) Konum verisi: Kamuya actk elektronik habetlesme hizmeti kullanicisina ait bir cihazin cografi konumunu
belirleyen ve elektronik haberlesme sebekesinde veya elektronik haberlesme hizmeti araciligiyla islenen belitli

veriyi,

k) Kullanict: Aboneligi olup olmamasina bakilmaksizin elektronik haberlesme hizmetlerinden yararlanan gercek

veya tlzel kisiyi,

I) Kullanict kimligi: Internet erisim hizmetlerine ya da internet haberlesme hizmetlerine abonelik ya da kayit

esnasinda tahsis edilen tek ve kisiye 6zel tanimlamayz,
m) Kurul: Bilgi Teknolojileri ve Tletisim Kurulunu,
n) Kurum: Bilgi Teknolojileri ve Iletisim Kurumunu,

0) (Degisik:RG-11/7/2013-28704) NAT: Sebekede tasinan IP paketlerindeki IP adres bilgisi yaninda port

bilgileri de kullanilarak ayni IP’lerin birden ¢ok abone tarafindan kullanilmasini saglayan teknolojiyi,

6) Riza: 1lgili kisinin kendisine ait kisisel verisinin islenmesine yonelik, verinin islenme amag ve kapsami

dahilinde, verinin islenmesi 6ncesinde 6zgiir iradesiyle verdigi ispatlanabilir kabul beyanini,

p) Trafik verisi: Bir elektronik haberlesme sebekesinde haberlesmenin iletimi veya faturalama amaciyla islenen

her tiirli veriyi,
1) Veri: Abone ya da kullanictyt teghis etmek icin yararlanilan trafik verisi, konum verisi ya da ilgili diger bilgileri,

ifade eder.
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(2) (Degisik:RG-11/7/2013-28704) Bu Yonetmelikte gecen ancak birinci fikrada tanimlanmayan kavramlar ve

kisaltmalar i¢in ilgili mevzuatta yer alan tanimlar gecerlidir.

IKINCI BOLUM /
UYGULAMA ESASLARI
MADDE 4 - Kigisel verilerin iglenmesine iliskin ilkeler

(1) Kisisel verilerin;

a) Hukuka ve diriistlik kurallarina uygun olarak islenmesi,
b) Tlgili kisinin rizasina dayalt olarak islenmesi,

¢) Elde edilme amaciyla baglantili, yeterli ve orantili olmast,
¢) Dogru olmasi ve gerektiginde glincellenmesi,

d) Tlgili kisilerin kimliklerini belirtecek bigimde ve kaydedildikleri veya yeniden islenecekleri amag igin gerekli

olan stire kadar muhafaza edilmesi
esastif.
(2) (Ek:RG-11/7/2013-28704) Kisisel veriler yurt disina ¢ikarilamaz.

(3) (Ek:RG-11/7/2013-28704) Kisisel verilerin islenmesi kapsaminda abone tarafindan isletmeciye verilen tiza,
sadece alinan hizmete 6zgi olmak kosuluyla, kisisel verilerin isletmeci tarafindan yetkilendirilen taraflar

marifetiyle islenebilmesini de kapsar.

4) (Ek:RG-11/7/2013-28704) Isletmeci tarafindan yetkilendirilen taraflarca bu Yénetmelik hitkiimlerinin ihlal
edilmesi de dahil olmak tizere kisisel verilerin gizliliginin, giivenliginin ve amact dogrultusunda kullanilmasinin

temininden isletmeci sorumludur.
MADDE 5 - Giivenlik

(1) Isletmeciler, kisisel verilerin islenmesine iliskin olarak giivenlik politikast belirler. Isletmeciler sebekelerinin,
abonelerine/kullanicilarina ait kisisel verilerin ve sunduklari hizmetlerin glivenligini saglamak amactyla uygun
teknik ve idari tedbirleri alir. S6z konusu giivenlik tedbitleri, teknolojik imkanlar g6z 6ntinde bulundurularak

muhtemel riske uygun bir diizeyde saglanur.

(2) Birinci fikrada belirtilen tedbirler, asgari istem disi, yetki dist ya da yasa dist olarak; kisisel verilerin tahrip
edilmesi, kaybolmasi, degistirilmesi, depolanmast veya baska bir ortama kaydedilmesi, islenmesi, ifsa edilmesi

ve s6z konusu verilere erisilmesine karst kisisel verilerin korunmasint icerir.

(3) (Degisik:RG-11/7/2013-28704) Tsletmeciler, kisisel verilere sadece yetkili kisiler tarafindan erisilebilmesini
ve kisisel verilerin saklandigr sistemlerin ve kisisel verilere erisim saglamak icin kullanidan uygulamalarin

glvenligini saglamakla yikamlidur.

(4) (Degisik:RG-11/7/2013-28704) Isletmeciler, kisisel verilere ve iliskili diger sistemlere yapilan erisimlere
iliskin islem kayitlarint saklamakla yikiimladir.
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(5) (Degisik:RG-11/7/2013-28704) Kurum, gerekli gordigt hallerde isletmecilerden, kisisel veriletin
saklandigt sistemlere ve alinan glivenlik tedbirlerine iliskin tiim bilgi ve belgeleri isteme, ayrica séz konusu

givenlik tedbirlerinde degisiklik talep etme hakkint haizdir.
MADDE 6 — Riskin ve kigisel veri ihlalinin bildirilmesi

(1) (Degisik:RG-11/7/2013-28704) Isletmeci, sebekenin ve kisisel verilerin giivenligini ihlal eden belirli bir
risk olmast durumunda bu risk hakkinda Kurumu ve Kurum tarafindan gerekli goriilmesi halinde

abonelerini/kullanicilarini etkin ve hizli bir sekilde bilgilendirmekle yikimladir.

(2) Bu riskin isletmeci tarafindan alinan tedbirlerin disinda kalmasi halinde, s6z konusu riskin kapsami, giderilme
yontemleri ve yaklasik maliyeti hakkinda abonelerin/kullanicilarin etkin ve hizlt bir sekilde bilgilendirilmesi

saglanir.

(3) Isletmeci, kisisel veri ihlali olmasi durumunda s6z konusu ihlalin niteligi ve sonuglart hakkinda
abonelere/kullanicilara yapilacak bilgilendirmenin detaylart ve ihlalin giderilmesi icin alinan tedbitlere iligkin

olarak Kurumu bilgilendirir.

(4) Kisisel veri ihlalinden abonelerin/kullanicilarin olumsuz yonde etkilenme ihtimalinin bulunmast halinde
isletmeci, kisisel veri ihlalinin niteli§ine, daha fazla bilginin elde edilebilecegi iletisim noktalarina ve ihlalin olast
olumsuz etkiletini azaltmak icin aboneler/kullanicilar tarafindan alinabilecek 6nlemlere iligkin olarak

aboneleri/kullanicilari Gceretsiz olarak bilgilendirir.

(5) Isletmeci, gergeklesen kisisel veri ihlallerine iliskin olarak s6z konusu ihlalin sebeplerini, etkilerini ve ¢6ziime

yonelik tedbirleri iceren bilgileri gizliligini ve butinliigiini saglayarak kaydetmekle ytikimlidur.

UCUNCU BOLUM /
VERILERIN ISLENMESI VE SAKLANMASI
MADDE 7 — Haberlesmenin gizliligi

(1) Elektronik haberlesme ve ilgili trafik verisinin gizliligi esas olup, ilgili mevzuatin ve yargi kararlarinin
6ngordigi durumlar haricinde, haberlesmeye taraf olanlarin tamaminin rizast olmaksizin haberlesmenin

dinlenmesi, kaydedilmesi, saklanmasi, kesilmesi ve gbzetimi yasaktir.

(2) Elektronik habetlesme sebekeleri, haberlesmenin iletimini gerceklestirmek disinda abonelerin/kullanicilarin
terminal cihazlarinda bilgi saklamak veya saklanan bilgilere erisim saglamak amaciyla isletmeciler tarafindan
ancak ilgili kullanicilatin/abonelerin verilerin islenmesi hakkinda a¢ik ve kapsamlt olarak bilgilendirilmeleri ve

rizalarinin alinmast kaydiyla kullanilabilir.
MADDE 8 - Trafik verisinin iglenmesi
(1) Isletmeciler, sunduklart hizmetin kapsam1 disindaki amaglar icin trafik verisini isleyemez.

(2) Trafik verisi, ilgili mevzuat hikiimlerine uygun olarak, trafigin yonetimi, arabaglanti, faturalama, yolsuzluk
tespitleri ve benzeri islemleri gerceklestirmek veya tiiketici sikayetleri ile arabaglanti ve faturalama
anlasmazliklari basta olmak tzere, uzlagsmazliklarin ¢6ziimii amaciyla islenir ve bu uzlasmazliklarin ¢6zim stireci

tamamlanincaya kadar gizliligi ve biitiinligl saglanarak saklanir.
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(3) (Degisik:RG-11/7/2013-28704) Elektronik haberlesme hizmetlerini pazarlamak veya katma degetli
elektronik haberlesme hizmetleri sunmak amaciyla ihtiyag duyulan trafik verileri anonim hale getirilerek veya
ilgili abonelerin/kullanicilarin islenecek trafik verileri ve isleme stiresi hakkinda bilgilendirilmelerinden sonra
rizalarinin  alinmasi kaydiyla, alinan rizaya uygun olarak sadece katma degerli elektronik haberlesme

hizmetlerinin, pazarlama faaliyetlerinin ve benzer hizmetlerin gerektirdigi 6l¢ti ve stirede islenebilir.

(4) (Degisik:RG-11/7/2013-28704) Abonelere/kullanicilara ait islenen ve saklanan trafik verileri, bu verilerin

islenmesini ve saklanmasini gerekli kilan faaliyetin tamamlanmasindan sonra silinir veya anonim hale getirilir.

(5) Isletmeciler, abonelerin/kullanicilarin, kisa mesaj, cagri merkezi, internet ve benzeri yontemlerle vermis

olduklart rizay1 aynt yontem ya da basit bir yéntem ile her zaman ticretsiz olarak geri almalarina imkan saglar.
MADDE 9 — Trafik verisini isleme yetkisi
(Degisik:RG-11/7/2013-28704)

(1) Trafik verisini isleme vyetkisi; trafik yonetimi, arabaglanti, faturalama, yolsuzluk tespitleri, tiiketici
sikdyetlerinin degerlendirilmesi, elektronik haberlesme hizmetlerinin pazarlanmasi veya katma degerli elektronik
haberlesme hizmetlerinin sunulmas: hususlarinda isletmeci ve isletmeci tarafindan yetkilendirilen kisilerle

sinirhidir.
MADDE 10 — Trafik verisinin bildirilmesi

(1) Trafik verisi, arabaglant: ve faturalama anlasmazliklari basta olmak tizere, uzlasmazliklarin ¢6zimi, tiketici
sikdyetlerinin degerlendirilmesi ve denetim faaliyetlerinin gerceklestirilmesi amaciyla yazilt olarak talep edilmesi

halinde kanunlarin yetkili kildigi mercilere verilir.
MADDE 11 — Konum verisinin iglenmesi
(Degisik:RG-11/7/2013-28704)

(1) Katma degerli elektronik haberlesme hizmetleri sunmak amaciyla ihtiya¢ duyulan ve trafik verisi niteliginde
olmayan konum verileri, anonim hale getirilerek veya ilgili abonelerin/kullanicilarin islenecek konum verileri,
isleme amaci1 ve siresi hakkinda bilgilendirilmelerinden sonra rizalarinin alinmasi kaydiyla, alinan rizaya uygun
olarak sadece katma degerli elektronik haberlesme hizmetlerinin gerektirdigi Ol¢ii ve siirede
islenebilir. Isletmeciler trafik verisi niteliginde olmayan konum verilerinin islenmesinde abone/kullanicilara

gecici olarak bu verilerin islenmesini reddetme imkani saglar.

(2) Isletmeciler, abonelerin/kullanicilarin trafik verisi niteliginde olmayan konum verilerinin islenmesi icin, kisa
mesaj, cagrt merkezi, internet ve benzeri yéntemlerle vermis olduklari r1izayt ayni yéntem ya da basit bir ydntem

ile her zaman {Ucretsiz olarak geri almalarina imkan saglar.

(3) Tlgili mevzuatin ve yargt kararlarinin 6ngordiigii durumlar haricinde, ancak afet ve acil durum halleri ile acil
yardim cagrilari kapsaminda abonenin/kullanicinin rizast aranmaksizin konum verisi ve ilgili kisilerin kimlik

bilgileri islenebilir.
MADDE 12 — Konum verisini isleme yetkisi
(Degisik:RG-11/7/2013-28704)
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(1) Konum verisini isleme yetkisi, katma degerli elektronik haberlesme hizmetlerinin sunulmasi hususunda ya
da afet ve acil durum halleri ile acil yardim ¢agrilart kapsaminda isletmeci ve isletmeci tarafindan yetkilendirilen

kisilerle sinirli olup, bu yetki s6z konusu hizmetlerin gerektirdigi kapsamda kullanilir.
MADDE 13 — Saklanacak veri kategorileri

(1) Bu Yonetmelik kapsaminda saklanmast 6ngériilen veri kategorileri, asagida belirtilmistir.
a) Haberlesmenin takibi ve kaynaginin tanimlanmasi igin:

1) Sabit ve mobil telefon hizmetleriyle ilgili olarak; gerceklesmeyen aramalar da dahil olmak tizere haberlesmenin
baslatildig1 hatta ait telefon numarasi, abonenin ad1 ve adresi, hattin hangi tarihte hangi aboneye tahsis edildigine

ait bilgi.

2) Internet ortamina erisim, elektronik posta ve internet telefonu ile ilgili olarak; tahsis edilmis kullanict kimligi
ve/veya telefon numarasi, haberlesmenin gerceklestigi andaki internet protokol adresi, abonenin/kullanicinin

ad1 ve adresi.
b) Haberlesmenin sonlandirilacagi noktayt belirlemek igin:

1) Sabit ve mobil telefon hizmetleriyle ilgili olarak; habetlesmenin sonlandirildigi/sonlandirilacagt numara veya
numaralar, ¢agri iletme ve ¢agri transferi gibi ek hizmetlerin olmasi durumunda ¢agrinin yonlendirildigi numara

veya numaralar, abonelerin ad: ve adresi.

2) Elektronik posta ve internet telefonu ile ilgili olarak; elektronik posta alicilarina ait kullanict kimligi, internet
telefonu ile aranan alicilara ait kullanict kimligi veya telefon numarasi, internet telefonu veya elektronik posta

alicilarinin adi ve adresi.
¢) Haberlesmenin tarihi, zamant ve stiresini belirlemek icin:
1) Sabit ve mobil telefon hizmetleriyle ilgili olarak; haberlesmenin baslangic ile bitis tarih ve zamant.

2) (Degisik:RG-11/7/2013-28704) Internet erisimi, elektronik posta ve internet telefonu ile ilgili olarak;
internet erisimi ile ilgili oturum a¢ma, kapatma tarihi ve zamani, tahsis edilen dinamik veya statik internet
protokol adresi, NAT kullanilan sebekelerde internet protokol adresi yaninda port bilgisi, abone/kullanict

kimligi, elektronik posta veya internet telefonu ile ilgili oturum a¢ma ile kapatma tarihi ve zaman.

¢) Haberlesmenin tirtini tammlamak icin:

1) Sabit ve mobil telefon hizmetleriyle ilgili olarak; kullanilan elektronik haberlesme hizmeti.

2) Elektronik posta ve internet telefonu ile ilgili olarak; kullanilan internet hizmeti.

d) Kullanicilarin haberlesme cihazlarini veya bunlarin ekipmanlarini tanimlamak icin:

1) Sabit telefon hizmetiyle ilgili olarak; haberlesmenin baglatildig1 ve sonlandirildigt telefon numaralari.

2) (Degisik:RG-11/7/2013-28704) Mobil telefon hizmetiyle ilgili olarak; habetlesmenin baglatildigi ve
sonlandirildigt telefon numaralari, habetlesmenin baglatildigt ve/veya sonlandirildigi tarafa ait IMSI ve IMEI
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numaralart; abone kayd: olmayan arama kartli hizmetlerin olmast durumunda hizmetin aktif hale getirildigi tarih

ve zaman ile hizmetin aktif hale getirildigi hiicre kimligi.

3) Internet ortamina erisim, elektronik posta ve internet telefonu ile ilgili olarak; cevirmeli ag erisimi icin arayan

telefon numarasi, sayisal abone hattt numarasi ya da habetlesmenin kaynaklandig diger nokta.

e) Tlgili mevzuatin 6ngérdiigii hallerde mobil haberlesme cihazinin konumunu tespit etmek icin; haberlesmenin
basladigt hiicre kimligi, haberlesme verilerinin saklandig stirede hiicre kimlikleri ile ilgili olarak hiicrelerin cografi

konumlarint tanimlayan veri, hiicre adresi ve hiicre kimliginin o adrese atanma ve kaldirilma tarihleri.

(2) Bu Yonetmelik kapsaminda, elektronik posta ve internet telefonu ile ilgili olarak verilerin saklanmasina iliskin

getirilen yukiimltlikler, sadece isletmecilerin kendilerinin sunduklart hizmetler ile stnirhdur.
MADDE 14 - Igletmecilerin veri saklama siireleri
(Degisik:RG-11/7/2013-28704)

(1) 13 tncii madde kapsaminda tanimlanan veri kategorileri, haberlesmenin yapildigt tarihten itibaren bir yil,

gerceklesmeyen aramalara iliskin kayitlar ise G ay stire ile saklanur.

(2) Sorusturma, inceleme, denetleme veya uzlagsmazliga konu olan kisisel veriler, ilgili siire¢ tamamlanincaya

kadar saklanir.

(3) Kisisel verilere ve iligkili diger sistemlere yapilan erisimlere iliskin islem kayitlar1 dort yil siire ile saklanr.
MADDE 15 — Saklanan verinin korunmasi ve giivenligi

(1) Bu Yonetmelik kapsaminda saklanmast 6ngériilen veriler icin isletmeciler asgari olarak;

a) Saklanan veriler ile sebekedeki diger verilerin ayni kalite, giivenlik ve koruma 6zelliklerine tabi olmasini,
b) (Degisik:RG-11/7/2013-28704) Verilerin yurt icinde saklanmasini,

c) Saklanan verilerin, istem dis1, yetki dist ya da yasa dis1, erisim, tahrip, kayip, degisiklik, depolama, isleme ve

ifsasina karst uygun teknik ve idari tedbitlerin alinmasini,

¢) Verilerin sadece 6zel yetkilendirilmis kisiler taratindan erisilebilir olmasinin saglanmasi i¢in uygun teknik ve

idari tedbirlerin alinmasini,

d) (Degisik:RG-11/7/2013-28704) Islenen ve saklanan verinin, saklama siiresinin bitiminden itibaren en geg
bir ay icinde imha edilmesi veya anonim hale getirilmesi ve bu islemlerin tutanakla veya sistemsel olarak kayit

altina alinmasini
saglamakla yikimlidiir.

(2) Isletmeciler sunduklart hizmetler kapsaminda elde ettikleri verilerin giivenligini, bitinliigiing, gizliligini ve
erisilebilirligini her asamada saglamakla yikiimludar. Bu yikimltlik isletmeci tarafindan yetkilendirilmis kisiler

matifetiyle yapilan islemleri de kapsar.
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(3) Isletmeciler, kanunlarin yetkili kildigi mercilerce talep edilmesi halinde, saklanan veri ve s6z konusu veriye

iliskin gerekli tiim bilgileri gecikmeksizin saglamakla yikiimludir.
MADDE 16 — Istatistiki bilgilerin verilmesi
(1) Isletmeciler son bir yil igerisinde;

a) Yetkili merciler tarafindan ilgili mevzuati cercevesinde talep edilen verilerin kategorileri ve talep edilme

sayilarina,

b) Verinin saklanmaya baslandig tarih ile yetkili merciler tarafindan talep edildigi tarih arasinda gecen siireye,
¢) Veri talebinin karsilanamadigs durumlara,

iliskin istatistiki bilgileri saklamakla ve talep halinde Kuruma géndermekle yikiimlidir.

(2) Bu maddenin birinci fikrasinda belirtilen istatistiki bilgiler, kisisel verileri icermez.

DORDUNCU BOLUM /
SAGLANAN IMKANLAR

MADDE 17 — Numaranin gizlenmesi
(1) Isletmeci, arayan numaranin goriinmesine imkan sagladigt durumlarda;

a) (Degisik:RG-11/7/2013-28704) Arayan kullanictya basit bir yontemle ve Ucretsiz olarak numarasini gizleme

imkant saglamakla,

b) Aranan aboneye basit bir yontemle ve ticretsiz olarak, gelen aramalarda arayan numaranin gosterilmesini

engelleme imkant saglamakla,

¢) Arayan kisinin numarasini gizlemesi halinde, aranan abonenin/kullanicinin istegine bagl ve ticretsiz olarak,

gelen aramalarin abone/kullanict tarafindan reddedilmesine imkan saglamakla
yukimlidr.

(2) (Degisik:RG-11/7/2013-28704) Isletmeci, baglanilan numaranin  goriinmesine  imkan  sagladigt
durumlarda, baglanilan aboneye basit bir yontemle ve ticretsiz olarak, baglanilan numaranin arayan kullaniciya

gosterilmesini engelleme imkant saglamakla yiikimlidir.

(3) TIsletmeci, bu maddenin birinci ve ikinci fikrasinda belirtilen hizmet imkanlart hakkinda
abonelerini/kullanicilarint kisa mesaj, internet, basin, yayin organlati, posta veya benzeri araglarla Gcretsiz olarak

bilgilendirmekle yukiimlidur.
(4) Arayan numaranin gizlenmesi imkani, acil yardim ¢agrilari icin gegerli degildir.
MADDE 18 — Otomatik ¢agri yonlendirme

(1) (Miilga:RG-11/7/2013-28704)
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(2) Isletmeciler tarafindan bagka bir numaraya veya otomatik mesaj sistemine yapilan yonlendirmelerin ticretli

olmasi halinde abonenin/kullanicinin rizasi alinir.
MADDE 19 — Aboneler igin hazirlanan rehberler

(1) Aboneler, basili ve/veya elektronik abone rehbetlerinin, yayimlanma amaglari ve bu rehberlerde yer alacak
kisisel veriler ile bu rehberlerin elektronik stirimlerinde olabilecek sorgulama segenekleri ve kullanim imkanlart

hakkinda rehbere kaydedilmeden 6nce tcretsiz olarak bilgilendirilirler.

(2) Kamuya acik rehberlerde yer alan kisisel veriler, rehberlik hizmetinin ama¢ ve kapsamina uygun olarak

belitlenir.

(3) Abone rehberlerinde yer almayt kabul eden aboneler, rehberlerde yer alan kisisel verilerinin dizeltilmesini,

teyit edilmesini ve/veya ¢ikarilmasini ticretsiz ve basit bir yontemle talep edebilitler.

(4) Rehberlik hizmeti kapsaminda yapilacak sorgulamalarda, Elektronik Haberlesme Sektoriine Tliskin
Yetkilendirme Yénetmeligi’nin Elektronik Haberlesme Hizmet, Sebeke ve Altyapiarinin Tanim, Kapsam ve

Streleri ile ilgili 27 nci maddesi kapsaminda yapilan diizenlemeler esastur.
MADDE 20 — Ayrintil1 faturalarda gizlilik

(1) Isletmeciler, ayrintih fatura génderdikleri abonelerin talep etmeleri halinde, fatura ayrintisinda yer alan

telefon numaralarinin bazi rakamlarinin gizlenmesini saglar.

BESINCI BOLUM /
CESITLI VE SON HUKUMLER
MADDE 21 - Idati para cezalari ve diger yaptirimlar

(1) Tsletmecilerin bu Yonetmelik ile belirlenen yiikiimliliikleri yerine getirmemeleri halinde 5/9/2004 tarihli ve
25574 sayih Resmi Gazete’de yayimlanan Telekomiinikasyon Kurumu Tarafindan Isletmecilere Uygulanacak

Idari Para Cezalart ile Diger Miteyyide ve Tedbirler Hakkinda Yonetmelik hitkiimleri uygulanir.
MADDE 22 — Hiikiim bulunmayan haller

(1) Bu Yonetmelikte hitktim bulunmayan hallerde, Teblig veya Kurul Karart ile diizenleme yapulir.
MADDE 23 - Yirirliikten kaldirilan yonetmelik

(1) 6/2/2004 tarihli ve 25365 sayili Resmi Gazete’de yayimlanan Telekomunikasyon Sektérinde Kisisel

Bilgilerin Islenmesi ve Gizliliginin Korunmasi Hakkinda Yonetmelik yurtrlikten kaldiridmistur.
MADDE 24 — Auflar

(1) Mevzuatta 6/2/2004 tarihli ve 25365 sayili Resmi Gazete’de yayimlanan Telekomiinikasyon Sektoriinde
Kisisel Bilgilerin Islenmesi ve Gizliliginin Korunmast Hakkinda Yonetmelige yapilan atiflar bu Yoénetmelige

yapilmis sayilir.
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GECICI MADDE 1 - Mevcut diizenlemelerin durumu

(1) Telekomiinikasyon Sektoriinde Kisisel Bilgilerin Islenmesi ve Gizliliginin Korunmast Hakkinda
Yonetmelige dayanilarak yapilan usul ve esaslar, alinan Kurul Kararlari ile diger idari islemlerin bu Yonetmelige

aykirt olmayan hikiimleri konuya iliskin yeni bir islem yapilana kadar gecerliligini muhafaza eder.
MADDE 25 - Yuriirlik
(Degisik:RG-11/7/2013-28704)
(1) Bu Yonetmeligin;
a) 4 inct maddesinin ikinci fikrasi 1/1/2014,
b) diger hitkimleri 24/7/2013,
tarthinde yirirliige girer.
MADDE 26 - Yiiriitme

(1) Bu Yonetmelik hiikiimlerini Bilgi Teknolojileri ve Tletisim Kurumu Baskant yiiriitir.

Yonetmeligin Yayimlandig: Resmi Gazete’nin
Tarihi Sayis1
24/7/2012 28363

Yoénetmelikte Degisiklik Yapan Yonetmeliklerin Yayimlandigi Resmi
Gazetelerin

Tarihi Sayis1
1. 15/2/2013 28560
2. 11/7/2013 28704
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$ DIGER BAZI DUZENLEMELER

ALMAN FEDERAL VERI KORUMA KANUNU

Diizenlemenin otijinal ismi: Bundesdatenschutzgesetz (BDSG)

Diizenlemenin kiinyesi: Federal Data Protection Act in the version promulgated on 14 Jannary 2003 (Federal Law
Gazette I p. 66), as most recently amended by Article 1 of the Act of 14 Angust 2009 (Federal Law Gazette I p. 2814)
Diizenlemenin orijinal metni igin:

bttp:/ [ www.bfdi.bund.de/ SharedDocs/ Publikationen/ Gesetzel erordnungen/ BDSG.pdf?  blob=publicationFile
Diizenlemenin Ingilizce metni igin:

bttp:/ [ www.gesetze-im-internet.de/ englisch bdsg/ federal data protection act.pdf

ISVICRE FEDERAL VERIi KORUMA KANUNU

Diizenlemenin orijinal ismi: Bundesgesets; siber den Datenschutz

Diizenlemenin kiinyesi: The Federal Assembly of the Swiss Confederation’s decision date: 19 June 1992, In force 1
July 1993.

Diizenlemenin orijinal metni (ALM.,) i¢in:

bttps:/ [ www.admin.ch/ opc/ de/ classified-compilation/ 19920153/ 201401010000/ 235.1.pdf Diizenlemenin
Ingilizce metni igin:

bttps:/ [ www.admin.ch/ opc/ en/ classified-compilation/ 19920153/ 201401010000/ 235.1.pdf
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§ ICTIHATLAR

YARGITAY HUKUK GENEL KURULU’NUN “UNUTULMA HAKKI”
KARARI, 17.6.2015

T.C. YARGITAY HUKUK GENEL KURULU E. 2014/4-56 K. 2015/1679 T. 17.6.2015

* UNUTULMA HAKKI ( Davacinin Gegmiste Yasadigi Kétii Bir Olayin Toplum Hafizasindan
Silinmesini Unutularak Gelecegini Serbestge Sekillendirmek Istedigi/ Bu Hakkin Yalnizca Dijital
Ortamdaki Kigisel Veriler I¢in Degil Kamunun Kolayca Ulagabilecegi Yerde Tutulan Kigisel Verilere
Yonelik Olarak da Kabul Edilmesi Gerektigi - Davacinin Isminin Rumuzlanmadan Kitapta Yer
Almasinin Unutulma Hakkini Thlal Ettigi )

« OZEL HAYATIN GIZLILIGINI IHLAL ( Dért Yil Once Gergeklesen Bir Olayin Magduru Olan
Kisinin Adinin Agik Bir Sekilde Yazilarak Kitapta Yer Almasi1 Halinde Unutulma Hakkinin Bunun
Sonucunda da Davacinin Ozel Hayatinin Gizliliginin Ihlal Edildiginin Kabulii Gerektigi - Manevi

Tazminat )

* YARGI KARARLARINDA ADI GECEN KISILERIN RUMUZLANMADAN KITAPTA YER
ALMASI ( Manevi Tazminat Davas1 - Dért Yil Once Gergeklesen Bir Olayin Magduru Olan Kiginin
Adinin Rumuzlanmadan Agik Bir Sekilde Yazilarak Kitapta Yer Almasinin Davacinin Ozel Hayatinin

Gizliliginin Ihlal Ettiginin Kabulii Gerektigi )

* MANEVI TAZMINAT DAVASI ( Kisilik Hakkina Saldir1 Nedenine Dayali - Davacinin Isminin
Rumuzlanmadan Kitapta Yer Almasinin Unutulma Hakkini ve Bunun Neticesinde Ozel Hayatin
Gizliligini Ihlal Ettigi Dikkate Alindiginda Davaci Lehine Manevi Tazminat Kosullarinin
Gergeklestiginin Kabulii Gerektigi )

e KISILIK HAKLARINA SALDIRI ( Davacinin Unutulma Hakki Ile Ozel Hayatina Iligkin Kisisel
Verilerinin Ugiincii Kigiler Tarafindan Bilinmemesini Aradan Gegen Siire Nedeniyle Toplum
Hafizasindan Silinmesini Istedigi - Davacinin Isminin Rumuzlanmadan Kitapta Yer Almasinin
Unutulma Hakkini Thlal Ettigi/Manevi Tazminat Davasi )

2709/m.20
4721/m.24

OZET : Dava, kisilik hakkina saldirt nedenine dayali tazminat istemine iliskindir. Davact, kamu gérevinin veya
hizmet iliskisinin sagladig1 ntfuzu kétiye kullanarak, miteselsilen cinsel saldirt sucunun magdurudur. 2006

yilinda gerceklesen eylem tarihinde davact bekar olup maruz kaldigt eylem gelecegi acisindan etkilidir. Yapilan

248


http://www.kazanci.com/kho2/ibb/files/tc2709.htm#20
http://www.kazanci.com/kho2/ibb/files/tc4721.htm#24

yargilama sonunda kamu gorevlisi olan santk ceza almustir. Temyiz istemi tizerine yapilan inceleme sonunda ise
hikiim 2009 yiinda onanmistir. Magdur davact gerek hazirlik gerekse de yargillama sirasinda cinsel saldirinin
nasil gerceklestigini acgik bir sekilde anlatmis, bu anlatimlar dogal olarak karar metnine gegcirilmistir. Karar
magdur ve sagin ismi rumuzlanmadan 2010 yilt nisan ayinda yayinlanan kitapta yer almistir. Hemen ifade
edilmelidir ki; davactnin rizast disinda bir kitapta gecen ismi kisisel veri niteligindedir. Ayrica sunun da ifade
edilmesi gereklidir ki; unutulma hakki tanimlarina bakidiginda her ne kadar dijital veriler i¢in diizenlenmis ise
de, bu hakkin 6zellikleri ve bu hakkin insan haklariyla arasindaki iliskisi dikkate alindiginda; yalnizca dijital
ortamdaki kigisel veriler i¢in degil, kamunun kolayca ulagabilecegi yerde tutulan kigisel verilere yonelik olarak
da kabul edilmesi gerektigi aciktir. Davaci, gecmiste yasadigt kotii bir olayin toplum hafizasindan silinmesini
istemektedir. Unutulma hakk: ile ge¢misindeki yasanan talihsiz bir olayin unutularak gelecegini serbestce
sekillendirmek, diger bir deyisle hayatinda, yeni bir sayfa agma olanagi istemektedir. Kaldt ki, davact da yargilama
sirasinda verdigi dilekgelerinde bu istem tzerinde 1srarla durmustur. Davact unutulma hakks ile 6zel hayatina
iliskin kigisel verilerinin Gc¢tincd kisiler tarafindan bilinmemesini, aradan gecen siire nedeniyle toplum
hafizasindan silinmesini istemektedir. Bu baglamda degerlendirildiginde; 4 yil énce gerceklesen bir olayin
magduru olan kisinin adinin agik bir sekilde yazilarak kitapta yer almast halinde unutulma hakkinin bunun
sonucunda da davacinin 6zel hayatinin gizliliginin ihlal edildigi kabul edilmelidir. O halde davacinin isminin
rumuzlanmadan kitapta yer almasinin unutulma hakkim ve bunun neticesinde 6zel hayatin gizliligini ihlal ettigi

dikkate alindiginda davaci lehine manevi tazminat kogullarinin gergeklestiginin kabuli zorunludur.

DAVA : Taraflar arasindaki “manevi tazminat” davasindan dolayt yapilan yargilama sonunda; Izmir 3. Asliye
Hukuk Mahkemesince davanin kismen kabuliine dair verilen 11.04.2011 giin ve 2010/399 E. 2011/172 K. say1lt
kararin incelenmesi taraflar vekili tarafindan istenilmesi Uzerine, Yargitay 4. Hukuk Dairesinin 08.11.2012 giin
ve 2011/7193 E. 2012/16450 K. sayilt ilamt ile;

(... Dava, haksiz fiil nedeni ile manevi tazminat istemine iliskindir. Yerel mahkemece istemin bir béliimii kabul

edilmis; karar, taraflarca temyiz olunmustur

Davact vekili, miivekkilinin cinsel taciz sucundan sikayetci oldugu ceza davasinin yapilan yargilamasi sonucunda,
mahkeme ilaminin temyizi sonrasinda Yargitay'ca verilen kararin davalilara ait Yorumlu-Uygulamali Ttrk Ceza
Kanunu adli alt1 ciltlik eserde muivekkilinin ve diger kisilerin isimlerinin agtkca yazilmak suretiyle yaymnlandigini,
bu durumun kisilik haklarina saldirt olusturdugunu, belirterek davalilarin manevi tazminatla sorumlu

tutulmalarini talep etmistir.

Davalilar vekili, séz konusu kitaplarin bilimsel eser niteliginde oldugu, Avrupa Insan Haklar1 Mahkemesi
kararlarinda davalarin davaciarin ismiyle adlandirddigy, kitabin genis kitlelere hitap etmedigi, ceza hakimleri,
savcilar ve ceza avukatlarinca okundugu, kitapta isim belirtmenin hukuka aykirt olmadigini belirterek davanin

reddini talep etmistir.

Mahkemece, adi gecen eserde davact ve diger kisilerin isimlerinin kodlanmadan agtk¢a yazildigi, séz konusu
olaylarin anlatiminda agikea isim belirtmenin kitap icerigine bir fayda saglamadigt gibi, davacinin isminin gectigi
olayin hassasiyeti ve Tiirk toplum yapisi da gbz 6niinde tutuldugunda, yurt ¢apinda dagitimi ve satist yapilan bir
kitapta, bu tiir bir olayla davacinin adinin actkea belirtilmesinin davacinin kisilik haklarini zedeledigi, cevresine

karst davaciy1 zor duruma distirdiigi gerekeesi ile davanin kismen kabuliine karar verilmistir.

Bilimsel bilgi, tasidigt 6zellikler dolayisiyla fikir Gretiminin en yiice deger ve bicimi olma niteligine haizdir ve

herseyden 6nce, insanligin gerceklige ulasmasi bakimindan énemli bir ara¢ sayihir. Bu durum, bilimsel bilgi ve
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onu lreten arastirmactnin genis bir 6zglrlik alaninda bulunmasini gerektirir. Bilimi serbestce Sgrenme,
arastirma, yayma ve Ogretme haklarini iceren bilim 6zgiirligli Anayasada kisisel haklar arasinda ( madde 27 )
diizenlenmistir. Anillan madde de herkesin bilim ve sanat1 serbestce 6grenme ve Ggretme, agiklama ve yayma ve
bu konularda arastirma yapma hakkina sahip oldugu belirtilmektedir. Keza, AB Temel Haklar Bildirgesinin 13.
maddesinde "sanat ve bilimsel arastirma kisitlamaya tabi olmamalidir. Akademik 6zgtrlige saygr gésterilmelidir"
ibaresine yer verilmistir. Bu baglamda bilimsel 6zgurliik, bilimsel bir etkinlikte bulunan veya boyle bir faaliyette

bulunmak isteyen tiim bireylere taninmis ve bu bireylerin kisiligine siki sikiya baglt kalmis, 6znel temel haktir.

Tagsidig1 6nem dolayisiyla insan haklart belgelerine giren bilim 6zglrligt, arastirma 6zgurliigiini, aragtirma icin
zorunlu araglara ve ortama sahip olma hakkini ve bilimsel Gretme 6zgirliigii veya bilgilendirme ve yayin hakkini
icerir. Bu cercevede bilim adami bilimsel metotlarini kullanarak arastirma yapma hakkina ve bu arastirmanin
sonuglarint yayma hakkina sahip olacak, kural olarak bu konularda dis bir engelle karsilasmayacaktir. Hatta bu

konularda karsilasacagi maddi ve manevi engeller devlet tarafindan ortadan kaldirilacaktir.

Distince 6zgurligiinin bir alt kategorisi olan fakat, tiretilmesindeki 6zel ¢abanin ya da emegin dogal sonucu
olarak, siradan diigtinceye gore daha sistematik ve derin sayilmasi gereken bilimsel esetler, kural olarak ancak
kendi ilkeleri gercevesinde siur tanirlar ve istisnaen ancak insan yasamina yonelen bir tehlike olasiliginda
kisitlanabilitler. Bunun OStesine gegilerek yapilan sinirlamalar, toplumun bilimsel distincelerle bulusmasini
onleyebilecek ve dolayisiyla gerceklige ulagilmasini engelleyebilecektir. Bu bakimdan bilimsel 6zgtirlik hukuki
rejim ve yapturim agisindan diger entelektiel &zgirliklere gére daha mutlak bir 6zglrlik rejiminden
yararlanmasini gerektirir. Fakat tim o6zgiirliiklerde oldugu gibi bilimsel 6zgiirlik de sinirsiz degildir. Bilim
Ozgurlign ile kisilerin, kisilik degerlerinin karst karstya geldigi durumlarda somut olaydaki olgular itibariyle

koruma altina alinmis bulunan bu iki degerden birinin digerine distiin tutulmas: gerekecektir.

Davaya konu olayda; bilimsel arastirma 6zgurliigi kapsaminda, aleniyet kazanmis ve kamu malt haline gelmis
Yargitay ilami, taraflarin isimleri kodlanmadan davaldarin yazmis olduklart Yorumlu-Uygulamali Tirk Ceza
Kanunu adh alt1 ciltlik bilimsel ¢alisma tiriinii olan kitapta yayinlanmistir. Adt gecen eserin bilimsel nitelikli bir
¢alisma oldugu, kamuya acik hale gelen Yargitay kararinin bilimsel ¢alisma tiriinii olan kitapta oldugu gibi yer
almasindan dolay: yukarida anlatilan ilkeler geregi davalilarin sorumlu tutulamayacag, catisan yararlar dengesinin
davact aleyhine bozulmadigy, bu olayin davacinin kisilik haklarina saldirt teskil etmeyecegi gbzetilerek davanin
timden reddine karar verilmesi gerekirken, yazili bicimde karar verilmis olmast usul ve yasaya uygun

dismediginden kararin bozulmasi gerekmistir... ),

Gerekeesiyle bozularak dosya yerine geri ¢evrilmekle, yeniden yapilan yargilama sonunda; mahkemece 6nceki

kararda direnilmistir.

Hukuk Genel Kurulunca incelenerek direnme kararinin siiresinde temyiz edildigi anlagildiktan ve dosyadaki

kagitlar okunduktan sonra geregi gérusildi:
KARAR : Dava, kisilik hakkina saldirt nedenine dayali tazminat istemine iliskindir.

Davact M. T. vekili 16/08/2010 harg tarihli dava dilekcesinde 6zetle; “miivekkilinin 14/11/2003 tarihinden
beri Izmir Adliyesinde savcilik zabit katibi olarak gérev yaptigini, 18/07/2005 ile 11/04/2006 tarihleti arasinda
o dénem Izmir C. Bassavct vekili olarak gérev yapan Z. ile calismak icin gérevlendirildigini ancak basladiktan
sonra 8 ay boyunca Bagsave vekilinin sozIu ve fiziksel taciziyle kargt karsiya kaldiginy, fiziksel tacizin baslamasi

ve bu durumun ¢ekilmez hale gelmesi nedeniyle davacinin sikayette bulundugunu, ailesinin ve gevresinin

250



duymamast icin ¢aba sarf ettigini, Z. hakkinda sorusturma acildigini ve cezalandirldigini, sanigin Bassaver vekili
olmast nedeni ile olaylarin o dénem icin basinda yer aldigini, davacinin bu olaylart unutmaya basladigt bir
dénemde Yargitay 4. Ceza Dairesi Bagkanit ve tetkik hakimleri olan davallarin Nisan 2010 tarihinde yorumlu-
uygulamali Ttrk Ceza Kanunu adli alt ciltlik eser yayinladiklarini, 6rnek Yargitay kararlarinin basladigt 3262
nolu sayfa ve devamindaki sayfalarda davacinin basina gelen olaylarin, tiim akt6rlerin isimlerinin actkea yazilmak
suretiyle ve olayin tamaminin actk bir sekilde anlatildigini, davaci tarafindan bu durumun Sgrenilmesiyle
davacinin tekrar psikolojik bunalima girdigini, bitin kot olaylari tekrar yasamak zorunda kaldigini, adliyede
calismast nedeniyle bu olayin davacinin ¢evresinde, savct ve avukatlar tarafindan duyuldugunu, miivekkilinin
zor da olsa saklayabildigi bir olayin kamuoyuna duyuruldugunu, iffetinin tartistlir hale geldigini, bir genc¢ kizin
hayalleri ve geleceginin kararmis oldugunu, eserin bir defa yararlanilacak bir eser olmadigini, uzun yillar boyunca
yaygin kitlelerce okunacak nitelikte bulundugunu belirterek tim bu nedenlerle davacinin isminin gectigi s6z
konusu ciltlerin toplatilmasimi, 50.000,00-TL manevi tazminatin davalidardan tahsiline karar verilmesini

istemistit.

Davalillar O. Y., H. T. G., M. A. ve A... Ltd. Sti. vekili 11.10.2010 havale tarihli cevap dilekcesinde 6zetle; “ S6z
konusu kitaplarin bilimsel eser niteliginde oldugunu, bilimsel eser niteliginde olan kitaplarda fail ve magdur
adinin olmasinin hukuka aykirt olmadigini, ceza hukukundaki kitaplarinin kaynaginin yargisal kararlar oldugunu,
genis kitlelere hitap etmedigini, ceza hakimleri, savcilar ve ceza avukatlarinca okundugunu, kitapta isim
belirtmenin hukuka aykiri olmadigini, eserde adt gecen kisilerle ilgili vakialar daha 6nce yargt konusu oldugu icin
ilgili mahkemelerin bulundugu yerlerdeki kisiler tarafindan duyulup 6grenildigini, bu nedenle sézii edilen
vakialarin ilk defa dava konusu eserde glindeme getirilmedigini, AIHM karatlarinin ve Anayasa Mahkemesi
kararlarinin da isimler ¢ikarilmadan yayinlandigini, 2011 yilinin basindan itibaren UYAP sisteminde bulunan
kararlardaki kigisel veriler rumuzlanmadan hakim ve savcinin kullanimina acildigini, dava konusu kararin son
bolimiinde rumuzlama yapilmis ise de ilk boliimiinde yapilmamasinin dizgi hatast oldugunu, olayin tizerine
adliyeye gelen miifettisin yaptigt sorusturma sirasinda tiim adliyenin olayt 6grendigini ve olayin basina da
yansidigini, yine davacinin ileri stirdiigli hususlarin daha sonra diizeltildigini ve diizeltilmis bir niishasinin davact
vekilini sunuldugunu bu nedenle kitabin toplatilmasina gerek olmadigini istenen tazminatin fahis oldugunu

savunarak’ davanin reddine karar verilmesini talep etmistir.

Mahkemece, davanin kismen kabulline dair verilen kararin taraflarca temyiz edilmesi tizerine yukarida baglik
bélimde yazilan Yargitay ilamui ile bozulmus, karar diizeltme istemi oycoklugu ile reddedilmis, mahkemece

onceki gerekeeler tekrar edilerek direnilmis; hitkmii davalilar vekili temyize getirmistit.

Hukuk Genel Kurulu 6niine gelen uyusmazlik; davalidar O. Y., H. ve M. A. tarafindan yayina hazirlanan ve
davalilardan A... Ltd. $ti. tarafindan basilan eserde yer alan kararda, davalinin isminin rumuzlanmadan ve rizasi
alinmadan agitk bir gsekilde yazilmasinin kisilik hakkinda saldiri olusturup olusturmayacagt noktasinda

toplanmaktadir.

Isin esasina girilmeden énce davactya ait 13.01.2014 tarihli dilekgenin temyiz harcinin tahsil edilip edilmediginin
belirlenmesi i¢in dosyanin mahkemesine geri ¢evrilmesinin gerekip gerekmedigi 6n sorun olarak tartisilmis, su

sonuca varilmistir:

Davact vekiline gerekgeli karar 09.12.2013 tarihinde teblig edilmistir. 15 giinliik yasal temyiz stresi gectikten
sonra davact vekili tarafindan mahkemeye verilmis bir dilek¢e olmamasina ragmen 25.12.2013 ( Carsamba )

tarihinde yazt isleri midiirii tarafindan davacidan temyiz harci tahsil edilmesi icin miizekkere yazilmistir. Ancak
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temyiz harcinin tahsiline dair tahsilat makbuzu dosya icinde bulunmamaktadir. Bir diger deyisle stiresi icinde
harct yatirilmis davactya ait bir temyiz dilekgesi dosya i¢inde bulunmamaktadir. Davalilara ait temyiz dilekgesi
ise 30.12.2013 tarihinde davaci vekiline teblig edilmistir. 10 glinliik yasal karsi temyiz stiresi 09.01.2014 (
Persembe ) sona erdikten sonra davact vekili ( dilekge tarihi: 13.01.2014 pazartesi havale tarihi 13.01.2014 )
temyize cevap dilekgesi vermis direnme kararinin onanmasing; az olan miktar yéniinden dosyanin incelenmek
tzere Yargitay 4. Hukuk Dairesine génderilmesi istenilmistir. Bu nedenle davacinin hem asil hem de karst temyiz
stiresini gecirdikten sonra verdigi dilekce nedeni ile dosyanin geri ¢evrilmesine gerek olmadigt oybirligi ile kabul

edilmistir.

Isin esasina gelince; uyusmazligin ¢éziimiinde etkili yasal mevzuata bakilacak olursa;
Avrupa Insan Haklart S6zlesmesinin ilgili maddeleri;

Ozel ve aile hayatina saygt hakki

1. Herkes 6zel ve aile hayatina, konutuna ve yazismasina saygi gosterilmesi hakkina sahiptir.

2. Bu hakkin kullamlmasina bir kamu makaminin miidahalesi, ancak midahalenin yasayla .6ngérilmis ve
demokratik bir toplumda ulusal giivenlik, kamu givenligi, tilkenin ekonomik refahi, .dizenin korunmasi, sug
islenmesinin 6nlenmesi, sagligin veya ahlakin veya bagkalarinin hak ve 6zgiirliklerinin korunmast icin gerekli

bir tedbir olmast durumunda s6z konusu olabilir.
seklindedir.

Turkiye Cumhuriyeti Anayasasi'nin ilgili maddeleri;
“IX. Bilim ve sanat hirriyeti

Madde 27 — Herkes, bilim ve sanat1 serbestce 6grenme ve 6gretme, agiklama, yayma ve bu alanlarda her tirli

arastirma hakkina sahiptir.

b3

“A. Ozel hayatin gizliligi

Madde 20 — Herkes, 6zel hayatina ve aile hayatina saygt gosterilmesini isteme hakkina sahiptir. Ozel hayatin ve
aile hayatinin gizliligine dokunulamaz. ( Ugiincii ciimle miilga: 3/10/2001-4709/5 md. )

( Ek fikra: 7/5/2010-5982/2 md. ) Herkes, kendisiyle ilgili kisisel verilerin korunmasint isteme hakkina sahiptir.
Bu hak; kisinin kendisiyle ilgili kigisel veriler hakkinda bilgilendirilme, bu verilere erisme, bunlarin
duzeltilmesini veya silinmesini talep etme ve amaglart dogrultusunda kullanilip kullanilmadigini 6grenmeyi de
kapsar. Kisisel veriler, ancak kanunda 6ngoriilen hallerde veya kisinin acik rizastyla islenebilir. Kigisel verilerin

korunmasina iliskin esas ve usuller kanunla diizenlenir.”
seklindedi.

Tirk Medeni Kanunu'nun ilgili maddeleri;
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“II. Saldiriya karst
1. Ilke

Madde 24- Hukuka aykirt olarak kisilik hakkina saldirlan kimse, hakimden, saldirida bulunanlara karst

korunmasini isteyebilir.

Kisilik hakk: zedelenen kimsenin rizasi, daha tstiin nitelikte 6zel veya kamusal yarar ya da kanunun verdigi
yetkinin kullanilmast sebeplerinden biriyle hakli kilinmadikea, kisilik haklarina yapilan her saldirt hukuka
aykiridir.”

seklindedir.

Oniimiize gelen sorunun temelinde unutulma hakk: ve bunun sonucu olan kigisel verilerin ve kisilik hakkinin
korunmasi ile bilim ve sanat hirriyetinin birbiri karsisinda sinurlarinin belirflenmesi yatmaktadir. Sorunun
¢6ziimiinde dikkat edilmesi gereken husus, bilim ve sanat 6zgirligh ile bireyin temel haklart arasinda adil bir

dengenin kurulmasidir.

Kisisel veri belli veya belirlenebilir olan gercek veya tiizel bir kisiye iliskin her tirld bilgiyi ifade eder. Avrupa
Birligi'nin  95/46/EC sayili Bireylerin Kigisel Verilerinin Islenmesi ve Serbestce Dolasimi Karsisinda
Korunmastna Iliskin Direktifin 2/a ve Kisisel Nitelikteki Verilerin Otomatik Isleme Tabi Tutulmast Karsisinda
Sahislarin Korunmasina Dair 108 sayili Avrupa Konseyi Sézlesmesi'nin 2 (a ) maddelerinde benzer tanimlama

yer almaktadur.

Kisisel verilerin korunmast insan haklartyla yakindan iligkilidir. Ciinki kigisel verilerin agiklanmasi 6ncelikle

Ozel hayatin gizliligini ihlal edilebilecegi gibi bir takim diger baglantili haklart da zarar gérebilir.

ATHS'de kisisel verilerle ilgili bir hitkiim yoktur. Ancak mahkeme konuyla ilgili kararlarinda kigisel veri igerigini
doldurmustur. Hemen ifade edilmesi gerekir ki kisisel verinin sayisal olarak sinirlandirilmast miimkiin degildir.
Ancak ictihatlar ve akademik yayinlar dikkate alindiginda bireyin kimligini ortaya ¢ikartan, bir kisiyi belirli kilan
ve karakterize eden kisinin kimlik, ekonomik ve dijital bilgileri, tabiiyeti, kanaatleri, 1rk, siyasi diisince, felsefi
inang, din, mezhep veya diger inanclari, dernek, vakif ve sendika tyeligi, saglik bilgileri, fotograflari, parmak izi,
saglik verileri, telefon mesajlari, telefon rehberi, sosyal paylasim sitelerinde yazdigt veya paylastigt yazi, fotograf,

ses veya gorunti kayitlarikigisel verileri olarak kabul edilebilir.

Kisisel verilerin korunmast, ¢cagimizda, insan haklari kavrami ve korunmasi bilincinin gittikce gelismesine paralel
olarak O6nemini artirmaktadir. Kigisel verilerin korunmast hakkinin temel amact, bireyin 6zel yasaminin
gizliliginin glivence altina alinmast yoluyla kisiyi korumaktir. Bilgi toplumunda giderek olduk¢a 6nemli bir konu
haline gelen kisisel verilerin korunmast hakki, bireyin, demokratik bir hukuk devletinde 6zgtir iradesiyle kendi
yasamint bizzat dizenleyebilmesinin bir geregi olarak karsimiza ¢tkmaktadir. Diger taraftan bireyin kisiligini
serbestce gelistirmesi, kisiliginin korunmasi ve 6zglr bireylerden olusan bir toplum diizeninin olusturulmast,
ancak bireyin kigisel verilerine iliskin hakkinin korunmasiyla miimkiindir. Bu hak yukarida ifade edildigi tizere

TC Anayasasi'nin 20/2 maddesinde acik bir sekilde dizenlenmistir.

Unutulma hakkina gelince; unutulma hakk: ve bununla iliskili olan gerektigi l¢tide ve en kisa siireligine kisisel
verilerin  depolanmast veya tutulmast konulari, ashinda kigisel verilerin korunmast hakkinin catisint

olusturmaktadir. Her iki hakkin temelinde bireyin kigisel verileri tizerinde serbestce tasarruf edebilmesini,
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gecmisin  engeline takilmaksizin gelecege yonelik plan  yapabilmesini, kigisel verilerin kisi aleyhine
kullanilmasinin engellenmesini saglamak yatmaktadir. Unutulma hakk: ile ge¢misinde kendi iradesi ile veya
tclincli kisinin neden oldugu bir olay nedeni ile kisinin geleceginin olumsuz bir sekilde etkilenmesinin
engellenmesi saglanmaktadir. Bireyin ge¢misinde yasadigt olumsuz etkilerden kurtularak gelecegini
sekillendirebilmesi bireyin yararina oldugu gibi toplumun kalitesinin gelismislik seviyesinin yiikselmesine etkisi

de tartigtimazdir.

Unutulma hakky; Gstiin bir kamu yarari olmadig siirece, dijital hafizada yer alan ge¢miste yasanilan olumsuz
olaylarin bir siire sonra unutulmasini, bagkalarinin bilmesini istemedigi kigisel verilerin silinmesini ve

yayilmasinin 6nlemesini isteme hakki olarak ifade edilebilir.

Bu hak bir yandan kisiye “ge¢misini kontrol etme”, “belirli hususlarin ge¢misinden silinmesini ve
hatirlanmamay1 isteme hakk:” sagladigi gibi, diger yandan muhataplarina kisi hakkindaki bir kisim bilgilerin
tctinci kisilerin kullanmamasini veya tiglinci kigilerin hatirlamamasina yonelik 6nlenmeleri alma yikimlaligu
yukler. Bu hakkin; bireylerin fotograf, internet ginliigii gibi kendileri hakkindaki icerikleri silmek i¢in ti¢iincii
sahislart zorlamayt icermesinin yaninda gecmisteki cezalarina iligkin bilgilerin veya haklarinda olumsuz
yorumlara neden olabilecek bilgi ve fotograflarinin kaldirilmasint isteme hakkini tanidigi kabul edilmektedir.
Diger taraftan bu hak, bireyin ge¢misindeki belirli yoénlerinin miimkiin olmayacak bicimde hatirlanmamast igin

onlemler alinmasint gerektirmektedir.

Avrupa Insan Haklari Sézlesmesi ( ATHS )'nin 8. maddesinde yer alan ézel yasama saygt hakki altinda korunan
“mahremiyet hakki”nin, bireyin kendisi hakkindaki bilgileri kontrol edebilmesi seklindeki hukuki cikarlarint da
icerdigi ifade edilmektedir. Zira bireyin kendisine ait herhangi bir bilginin, kendi rizast olmaksizin
aciklanmamasi, yayllmamast ve bu bilgilere baskalarinin ulagsamamast kisacast kigisel verilerinin mahrem
kalmast konusunda hukuki menfaati bulunmaktadir. ( Giilay Arslan Oncii, Avrupa Insan Haklart Sézlesmesinde
Ozel Yasamin Korunmast, Beta Yayinlari, Istanbul 2011, 5.182)

Kisiye unutulma hakkinin saglanmast ile birlikte 6zel hayatinin gizliligi korunmus olacaktir.

Somut olaya bu kapsamda bakildiginda; davact, kamu gérevinin veya hizmet iliskisinin sagladigi ntfuzu kotiiye
kullanarak, miiteselsilen cinsel saldirt sugunun magdurudur. 2006 yilinda gerceklesen eylem tarihinde davact
bekar olup maruz kaldigi eylem gelecegi acisindan etkilidir. Yapilan yargilama sonunda kamu gérevlisi olan santk
ceza almistir. Temyiz istemi tzerine yapilan inceleme sonunda ise hitkiim 2009 yilinda onanmustir. Magdur
davaci gerek hazirlik gerekse de yargilama sirasinda cinsel saldirinin nasil gerceklestigini agik bir sekilde anlatmis,
bu anlatimlar dogal olarak karar metnine gecirilmistir. Karar magdur ve sanigin ismi rumuzlanmadan 2010 yilt

nisan ayinda yayinlanan kitapta yer almistir.
Hemen ifade edilmelidir ki; davacinin rizas1 diginda bir kitapta gecen ismi kigisel veri niteligindedir.

Ayrica sunun da ifade edilmesi gereklidir ki; unutulma hakk: tanimlarina bakiddiginda her ne kadar dijital veriler
icin diizenlenmis ise de, bu hakkin 6zellikleri ve bu hakkin insan haklariyla arasindaki iligkisi dikkate alindiginda;
yalnizca dijital ortamdaki kisisel veriler icin degil, kamunun kolayca ulasabilecegi yerde tutulan kigisel verilere

yonelik olarak da kabul edilmesi gerektigi aciktir.

Davaci, gegmiste yagsadigt kot bir olayin toplum hafizasindan silinmesini istemektedir. Unutulma hakk: ile

gecmisindeki yasanan talihsiz bir olayin unutularak gelecegini serbestce sekillendirmek, diger bir deyisle
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hayatinda, yeni bir sayfa agma olanagi istemektedir. Kald: ki, davact da yargilama sirasinda verdigi dilekgelerinde
bu istem tzerinde 1srarla durmustur. Davact unutulma hakki ile 6zel hayatina iliskin kigisel verilerinin t¢linci

kisiler tarafindan bilinmemesini, aradan gegen siire nedeniyle toplum hafizasindan silinmesini istemektedir.

Bu baglamda degetlendirildiginde; 4 yil 6nce gerceklesen bir olayin magduru olan kisinin adinin actk bir sekilde
yazilarak kitapta yer almast halinde unutulma hakkinin bunun sonucunda da davacinin 6zel hayatinin gizliliginin
ihlal edildigi kabul edilmelidir. Avrupa Birligi Adalet Divani'nin “Google Karari”nda agikladigt gibi ilgili verinin
kamu hayatinda oynadig1 6nemli rol ve halkin ilgili veriye yonelik yogun ilgisi seklinde, tstiin bir kamu yararint
ortaya koyan 6zel sebepler bulunmadigina gére bilimsel esere alinan karardakisisel veriler acik bir sekilde yer

almamalidir.

Gortismeler sirasinda azinlikta kalan tyeler mahkeme kararlarinda yer alan isimlerin rumuzlanmasina gerek
olmadigini, yargilamanin istisnalar haricinde agik bir sekilde yapildigini hitkmiin alenen tefthim edildigini, bu
nedenle 6zel hayatin gizliliginin ihlal edilmedigini savunmuslar ise bu géris “sorunun mahkeme kararlarinda
isimlerin rumuzlanmadan yer almasi degil, kararlarin kitaba alinmasi sirasinda rumuzlanmasi gerekip

gerekmedigi sorunu oldugu” gerekeesi ile kurul cogunlugu tarafindan kabul edilmemistir.

O halde davacinin isminin rumuzlanmadan kitapta yer almasinin unutulma hakkini ve bunun neticesinde 6zel
hayatin gizliligini ihlal ettigi dikkate alindiginda davact lehine manevi tazminat kosullarinin gerceklestiginin

kabulii zorunludut.

Ne var ki, Ozel Dairece tazminat miktari yéniinden inceleme yapilmadigindan bu yéne iliskin temyiz itirazlarinin

incelenmesi igin dosyanin Ozel Daireye génderilmesi gerekir.

SONUC : Yukarida yazili gerekeelerle yerel mahkemenin direnme karart yerinde bulundugundan tazminat
miktar1 yoniinden mahkemenin kurdugu hitkme yonelik temyiz itirazlarinin incelenmesi icin dosyanin 4. Hukuk

Dairesine gbnderilmesine, 17.06.2015 gtintinde oycoklugu ile karar verildi.
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